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ABSTRACT

Multimedia data security is very important for multimedia commerce on the Internet such as video-
on-demand and real-time video multicast. Traditional cryptographic algorithms/systems for data security
are often not fast enough to process the vast amount of data generated by the multimedia applications to
meset the real-time constraints. This paper presents a joint encryption and compression framework in which
video data are scrambled efficiently in the frequency domain by employing sdective bit scrambling, block
shuffling and block rotation of the transform coefficients and motion vectors. The new approach is very
simple to implement, yet provides considerable levels of security and different levels of transparency, and
has very limited adverse impact on the compression efficiency and no adverse impact on error resiliency.
Furthermore, it allows transcodability/scalability, and some other content processing functionalities without
having to access the cryptographic key and to perform decryption and re-encryption.
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1. INTRODUCTION

Use of digital media has exploded in the past few years, primarily due to several distinct
advantages that digital media can offer over analog media. These advantages include higher quality, easier
editing, perfect copying and easier and more efficient transmission over information network. The wide
dissemination of digital media also creates some potential problems. Due to the popularity of Internet
commerce and digital library applications, the intellectual property right (IPR) protection is becoming
increasingly important. Content providers will be reluctant to provide their valuable contents if they are not
assured that their contents are securdy protected. Some good examples are the deployments of the digital
versatile disk (DVD) market and the online music market. The IPR management and protection issue is
currently being addressed in the emerging MPEG-4 standards for moving pictures compression [1]. Several
technologies have been developed for IPR protection [2]. Oneis conditional access through encryption. The
digital media will be scrambled before it is distributed. Only authorized users who have the proper key for
decryption can access the clear content. The other one is digital watermarking that securely embeds hidden
message into the multimedia data to identify the owner, or the buyer of a digital media. These two
techniques are complementary to each other. We focus on conditional access through encryption in this

paper.

Digital images/video are often communicated or distributed over non-private channes, such as
satdlite links, cable television networks, wirdess networks, and the Internet. Conditional access systems
for private digital image/video transmission or storage are a necessity for many applications, for example,
pay-TV, confidential videoconferences, confidential facsimile transmissions, and medical image
transmission and storage in a database [3]. In general, complex cryptography techniques make cracking of
the system difficult, but are also expensive to implement. Since digital video transmission system usually

includes a compression module that aims to reduce the transmitted bit rate, the cryptography techniques
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have to be carefully designed to avoid potential adverse impact on the compression efficiency, and on the

functionalities that the compression format provides.

Video scramblers are commonly employed to prevent unauthorized access to video data. Several
video scrambling systems [4][5] rely on methods of directly distorting the visual image data (in the spatial
domain) such that, without de-scrambling, the video appears unintelligible to a viewer. These scrambling
techniques are not efficient for transmitting digital video signals because they, in general, will significantly
change the statistical property of the original video signal, thus making it very difficult to compress.
Another potential drawback of scrambling video in the spatial domain is that the highly spatially- and

temporally- corrdated nature of the video data can be used for efficient attacks [2][3].

In many systems for scrambling digital images [6][7][8][9], the images are first subject to
compression, and then the compressed image data is treated as ordinary data and is encrypted/decrypted
using traditional cryptographic algorithms such as Digital Encryption Standard (DES) [10]. Due to the
high data rate of video (even compressed video), they usually add a large amount of processing overhead to
meet the real-time video ddivery requirement [9][12]. Note that for larger sized compressed video
bitstreams such as those in the digital cinema application, real-time software-based decompression itself
still remains a very challenging problem. This is also true for applications running on low powered
handheld devices such as PDA and videophones. To reduce the amount of processing overhead, selective
encryption of the MPEG compressed video data [8][9] has been proposed. For example, in sdective
encryption, only the entropy-coded | frames, or the entropy-coded | frames and Intra-coded blocks of
predictive (P/B) frames may be encrypted. |. Agi and L. Gong [7], however, showed that in some cases the
encryption of | frames alone does not provide sufficient security, due to the leakage of partial information
through I1-blocks and P-blocks with high energy in P/B frames. They suggested increasing the frequency of
| frames. The increase of security, however, is achieved at the expense of reducing the compression

efficiency and increasing the computational complexity for encryption and decryption. In fact, as will be
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shown in Section 4, increasing the frequency of | frames may not resolve the problem, since a smart
attacker can simply skip the | frames and use the frames preceding the | frames as the reference frames to
reconstruct the frames immediately following the | frames. In this way, the partial information availablein
the P/B residue frames will accumulate and eventually become comprehensible. A more secure MPEG
encryption algorithm is described in [11] that encodes half of the data using DES and has a 47% gain in
terms of number of XOR operations over DES. Although it may achieve real-time encryption/decryption
for low-resolution, low bit rate MPEG sequence, it will have real-time implementation problem for high

resolution, and high bit rate sequences.

The above mentioned systems of scrambling the compressed bitstream may also be vulnerable to
possible plain text attacks that take advantage of the syntax of the compression algorithm such as the
known synchronization word or End of Block symbol that are often used to limit error propagation. To
selectively encrypt some segments of the compressed data such as Intra-coded blocks often incurs
additional header overhead to locate such segments (see, eg., [9]). In addition, in some applications, a
scrambled compressed video has to be transcoded, e.g., from a high bit rate to a low bit rate, due to change
of the nature of the transmission channels. The above mentioned classical approach is subject to security
threat for transcoding at intermediate routers of the transmission channd because the scrambling key has to
be available at the transcoding points in order to decrypt, decompress, recompress and re-encrypt [2]. This
imposes a big challenge to the key management system and the intermediate routers have to be
decryption/encryption capable. In some other applications, it is desirable that the encryption allows the
content to be somewhat transparent instead of totally indiscernible [3]. For example, a broadcaster of pay-
TV may want to promote a contract with nonpaying watcher, by allowing them to access some of the video

information. Classical approaches give no transparency.

In fact, as pointed out in [2], one of the distinctions between multimedia data and ordinary

dectronic information such as bank information and classified documents is that the value of the
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multimedia information is much lower, while the bit rate is much higher. Some portions of the multimedia
data may not be as significant as the other portions, thereby allowing lower security. On the other hand, the
complexity involved for encrypting the high rate multimedia data is of concern, especially for real-time
software-based interactive applications that run on low powered devices. Some other features such as
allowing transparency and allowing easy and secure transcoding without having to access the cryptographic

key may also be desirable.

To address the complexity issue, Tang [12] proposed to shufflethe DCT coefficients within an 8x8
block for JPEG/MPEG based transmission system. This technique, although very simple to implement,
changes the statistical property (run-length characteristic) of the DCT coefficients. As a result, it may
increase the bit rate of the compressed video by as much as 50%, as reported in [12]. It has also been
shown [11] that this cipher is vulnerable to frequency-based attack that exploits the property that the none-
zero AC coefficients have the tendency to appear earlier in the zigzag order. This approach also may not be
amenable to secure transcoding. Another frequency domain scrambling scheme was proposed in [3] where
lines of wavdet coefficients are permuted. Although line shuffling preserves some one-dimensional
statistical property of the coefficient image, it destroys the two-dimensional statistical property and thus

may potentially affect the compression efficiency significantly, as will be shown in Section 4.

In this paper, we propose a joint scrambling and compression framework [17] in which digital
video data are efficiently scrambled in the frequency domain without affecting the compression efficiency
significantly. The proposed framework has the nice feature that the scrambling process is very simple and
efficient. It provides different levels of security, has very limited adverse impact on the compression
efficiency and no adverse impact on the error resiliency, and allows more flexible selective encryption,
transcodability/scalability, transparency and some other useful features. We will also illustrate the
importance and effectiveness of scrambling motion vector information, which does not seem to have been

properly addressed in prior selective encryption schemes.
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The rest of the paper is organized as follows. Section 2 presents an overview of our proposed joint
scrambling and compression framework. Details of our proposed scrambling schemes are described in
Section 3, based on both the wavelet framework and the 8x8 DCT framework. Experimental results and

some discussions are presented in Section 4. Section 5 provides some concluding remarks.

2. OVERVIEW OF THE PROPOSED FRAMEWORK

It is recognized that digital image encryption presents a set of issues, aside from security, that are
unique in the data cryptography field. A digital image-scrambling scheme should have a relatively simple
implementation, amenable to low-cost decoding equipment and low-delay operation for real-time interactive
applications. It should have a minimum adverse impact on the compressibility of the image. It should
preferably be independent of the bitstream compression selected for the image, and allow compression
transcoding/scalability without having to decrypt. It should provide good overall security, although it may
also be preferable in some systems to allow non-authorized users a level of transparency, both to entice

them to pay for full transparency, and to discourage code-breaking.

Our proposed digital video scrambling system aims to meet the objectives outlined above. Fig. 1
shows a general architecture of our proposed scrambling system. At the encoder, the input video signal is
first transformed into the frequency domain, by performing, e.g., 2D/3D waveet transform or Discrete
Cosine Transform (DCT). The input signal may be original video frame or motion compensated residual
signal. The transform coefficients are then divided into blocks/segments and are subject to sdective
scrambling, which may consist of all or some of the following operations: selective bit (e.g., sign bits)
scrambling, random sign change, block shuffling, block rotation, coefficient shuffling within a subband
segment, etc. The mation vectors, if any, are also subject to random sign change and shuffling. A
cryptographic key will be used to control the scrambling. The scrambled coefficients and motion vectors
are then subject to video compression before they are transmitted over networks or stored in a storage

device. At the decoder, the compressed video bitstream will first be decompressed (entropy decoding and
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de-quantization). Authorized users will then use the same key to de-scramble the decompressed coefficients

prior to inverse transformation, and de-scramble the motion vectors prior to motion compensation.

It can be seen from Fig. 1 that the proposed scrambling scheme operates on transformed images.
The encryption/decryption operations are very simple to implement. They only involve randomly flipping
the sign and shuffling/rotating blocks of coefficients or motion vectors. The processing overhead is usually
negligible, compared to compression/decompression. In addition, the scrambling is performed prior to
compression (quantization and Huffman, run-length, arithmetic, embedded, or other entropy coding.). This
generally allows convenient transcoding at the intermediate router, since the decompression (entropy
decoding and dequantization) and recoding (or coefficient truncation) do not require the cryptographic key.
It should be noted that this is not exactly the case for the most effective transcoding (sometimes referred to
as error-drift-free transcoding) where the error introduced by re-coding the previous frames should be
compensated in the following frames. However, in many real applications, error-drift-free transcoding is
not implemented (especially in the intermediate routers) due to its extra complexity. Performing scrambling
in the frequency domain also makes it easier to control transparency (i.e., what part of the video data is

allowed to be fredy accessed).

The encryption/decryption operations are designed to preserve, as much as possible the
transformed image properties that allow entropy coders to efficiently compress an image. Although the
encryption function and the compression function are illustrated separatdy in Fig. 1, the encryption
algorithms will be designed with the compression schemes in mind. Potentially, the compression function
can also take advantages of the knowledge of the scrambling scheme to achieve the best possible
compression efficiency, although potentially with some other trade-offs, as will be discussed in Section 4.
In the subsequent sections, it will be shown that, with careful design of the scrambling schemes, the

potential adverse effect on the compression efficiency can be very wdl controlled.
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Aside from easy and secure transcoding, the proposed joint scrambling-compression framework
provides some other advantages over those that perform scrambling on the compressed bitstreams. First,
more flexibility is provided to perform sdective encryption in our framework. In the frequency domain, it
is easier to identify what parts of the data are critical for security purpose. This allows providing different
levels of security and transparency. It is also easy to identify what parts of the data are not compressible.
For example, the sign bits of the coefficients are usually difficult to compress; yet they are critical for
security purpose. This uncompressible data segment can be sdected to scramble without affecting the
overall compression efficiency. Some other data segments, such as the motion vector information, are
usually losslessly compressed. They therefore can be sdlected to encrypt without the need to consider the
transcoding issue, since it does not make much sense for the transcoder to recode this part of the
compressed data. Notice that the sdected data can be easily located in the frequency domain without
incurring any processing overhead. On the contrary, since the compressed bitstream is usually variable
length coded, it is generaly difficult to perform fine-scale selective encryption on the compressed bitstream
without incurring processing and bit overheads. Second, encryption using block ciphers such as DES on the
compressed bitstreams is more vulnerable to channd errors because a block of 64 bits in DES are bound
together so that one single bit error in a block will cause the synchronization word/bits contained in that
block to be erroneous. The fact that the synchronization information is hidden in the video stream will make
it harder to recover from transmission errors in the network. On the other hand, spatial scrambling in the
frequency domain has no adverse impact on the error resiliency. In fact, spatial scrambling of transform
coefficients may result in more resiliency to packet loss, due to the fact that the partial information from a
spatially local image area may be packetized in different packets, avoiding the loss of an entire local area
[18]. Third, scrambling in the frequency domain may only involve changing the spatial positions of
individual frequency coefficients. Thus it may still retain the feasibility of some transformed domain signal
processing such as watermarking, and of evaluating some statistical characteristics of the image such as

global histogram and energy of the transform coefficients, motion intensity information, etc., without
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having to access the cryptographic key. This may be useful in some applications such as multimedia

content management and filtering that aim to classify the video data or block certain types of video data.

In fact, since the scrambling happens in the frequency domain prior to entropy coding and
bitstream formation, the resulting scrambled compressed bitstream will “conform” to the compression
format, i.e. a conventional decoder will be able to decode the scrambled compressed bitstream as if it were
an ordinary compressed bitstream. A more thorough discussion about the advantages of such format-

compliance feature can be found in [19][20].

3. EFFICIENT SELECTIVE SCRAMBLING IN THE FREQUENCY DOMAIN
In this section, we use two examples to illustrate the principle of our approach. One system

involves wavelet transform based compression. The other oneinvolves 8x8 DCT based compression.

3.1 Wavelet Based Systems

We assume the input video frames (original or residual error after motion compensation) are
transformed using the wavelet filter banks. Fig. 5(a) shows 16 subbands that represent a five level waveet
decomposition of an input frame obtained by separable filtering along the vertical and the horizontal
directions. Each subband represents sdected spatial frequency information of the input video frame. The
statistics of the coefficient distribution generally differ from subband to subband. In addition, because the
coefficients of the subbands are arranged in the spatial arrangement of the original image, neighboring
coefficient corrdation exists that can be exploited by a bitstream coder. The goal here is to provide a
coefficient scrambling/shuffling method that does not significantly destroy these statistical properties. In
this paper, two basic approaches are proposed to scramble the coefficients, each based on the recognition
of a different characteristic of the transform coefficient data. The first one recognizes that although
wholesale encryption of individual transform coefficients is generally undesirable (because coefficient
encryption adds complexity and destroys the compressibility of the low-entropy coefficient data), some bits

of individual transform coefficients have high entropy and can thus be encrypted without gresatly affecting
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compressibility. The second one recognizes that shuffling the arrangement of coefficients in a transform
coefficient map can provide effective security without destroying compressibility, as long as the shuffling

does not destroy the low-entropy aspects of the map relied upon by the bitstream coder.

3.1.1 Selective bit scrambling

The first basic approach scrambles selected bits in the transform coefficients to encrypt an image.
Each bit of a coefficient can be viewed as one of three types. Sgnificance bits for a coefficient are the
most significant bit with a value of 1, and any preceding bits with a value of 0. These bits limit the
magnitude of the coefficient to a known range. Refinement bits are the remaining magnitude bits, used to
refine the coefficient within the known range. The sign bit determines whether the known range is positive
or negative. It is recognized that the efficiency of a bitstream coder such as the bit plane coders proposed in
[14][15] differs, depending on the bit type being coded. Most transforms create a large humber of
coefficients having small magnitude, and tend to group small magnitude coefficients together. Thus the
significance bits have relatively low entropy, and are therefore highly compressible. On the other hand,
most transforms produce coefficients with sign bits that have an approximately equal probability of being a
1 or a 0, and that are highly uncorrelated with the sign bits of neighboring coefficients. Refinement bits
also tend to have approximately equal probabilities of 1 or 0, and are highly uncorrelated with neighboring
refinement bits. Because of their high entropy (and limited predictability), the sign bits and refinement bits

are not highly compressible.

The first approach thus sdects individual bits that are not highly compressible from each
coefficient to scramble. Because these bits have limited predictability to start with, scrambling them results
in a negligible decrease in bitstream coding efficiency. For example, we can randomly change the sign of
each coefficient. A key-based cryptographically secure pseudo random process controls the sign change
process. Note that for many coders, the mean of the image is removed before transform so that the

coefficients in the lowpass band are also signed. Because the sign-inverted coefficients distribute their

10
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energy over the entire block of pixes they were derived from, sign bit scrambling is quite effective at
producing severe degradation in image quality.

The refinement bits of the coefficients can be scrambled too. This does not provide the same level
of degradation as sign bit scrambling. Neverthdess, scrambling refinement bits, when done properly, adds
an additional level of image degradation and security at low added complexity. A refinement bit scrambler
may thus choose to scramble only the most significant, or the two most significant, refinement bits from

each coefficient.

3.1.2 Block shuffling

To increase the level of security, block shuffling is proposed. We divide each subband into a
number of blocks of equal size. The size of the block can vary for different subbands. Within each
subband, blocks of coefficients will be shuffled according to a shuffling table generated using a key. The
shuffling table generally will be different for different subbands, and can vary from frame to frame. Since
the scrambling performed by block shuffler is block-based, it retains most of the local 2-D statistics of the
subband signal. Only coefficients around the block boundary may be dightly affected. Therefore, the
negative impact on subsequent statistical coding is very small (e.g., less than 5% bit rate increase as shown
in Section 4), while the visual effect of the shuffling on a decompressed encrypted image is dramatic.
Furthermore, a global shuffling of spatially digjoint transform coefficient blocks is much more secure than
a local shuffling of coefficients of different frequencies of the same spatial image block. The global block
shuffling changes the high-level spatial configuration of the video frequency content, which is much harder
for an attacker to analyze than the local shuffling of coefficients of different frequencies as proposed in [12]
where statistics of different frequency components can be exploited for an efficient attack [11]. In generdl,
block size can be sdected to trade security for statistical coding impact, with larger and fewer blocks

producing less security but less impact on statistical coding.

11
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3.1.3 Block rotation

To further improve security with little impact on statistical coding, each block of coefficients can
be rotated to form an encrypted blocks. The encrypted block is selected from a set of eight blocks that are
rotated versions of the original block, asillustrated in Fig. 2. The key controls the sdlection process. Block
rotation retains most of the local 2-D statistics of the subband signal. It could be considered as a special

case of shuffling coefficients within a block taken from certain subband.

3.1.4 Security analysis

The security of the scrambling process can be analyzed as follows. For the encryption of the sign
bits, if a code-breaker is to completely recover a single original frame, an exhaustive search of 2" trials is
required, where M is the number of non-zero coefficients in the frame. For a 512x512 frame, assuming,
conservatively, that only 256 non-zero coefficients exist, the number of required trials is about 10”. If an
attacker uses a smoothness constraint in the spatial domain to search for the best estimate of the original
sign bits, each trial includes an inverse transformation (at least a local inverse transformation), which will
make the attack costly. For example, the complexity for a fast n-point inverse DCT is in the order of
nlog:n multiplications, which is significant compared to the permutation and substitution operations in

DES.

The next step, block shuffling, will render a completely incomprehensible image, as will be shown
in Section 4. Theoretically, it is very difficult to recover the image frame without knowing the shuffling
table. Consider a subband that contains 64 blocks. These 64 blocks are shuffled to one of 64! possible
permutations. Note that there may be many blocks that contain only zero coefficients, especially for high
frequency subbands that are to be coarsdy quantized. For images with large homogeneous regions, it is
also possible to have identical blocks. Assuming there are n zero blocks and all other blocks are different
from each other, then the number of different permutations is 64!/n!. If n=48, then the number of different

permutations is about 10%, with each permutation requiring the attacker to perform inverse transforms for

12
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al blocks affected by the subband permutation. It should be noted that with wavedet transform data, the
attacker potentially might try to search for the best estimate directly in the transformed domain by
exploiting some structure of the coefficient image such as edge continuity. This attack is, however, difficult
to construct due to the diversity of high-level object structure and the uncorreated nature of the coefficient

image, particularly when thereis no prior knowledge about the content of the video.

Block rotation further increases the difficulty of recovering an original frame without the key. In
this case, assuming eight possible ways of rotation, there are 512 (64x8) potential candidate blocks to fill
64 locations. Again, assuming there are n zero blocks in the decompressed subband and all other blocks
are different from each other, then the number of different configurations is 512!/(8n)!, which is

significantly larger than 64!/n!.

Depending on the requirements of the application, the proposed three methods can be employed
individually or in a combined fashion. If motion compensation is employed in the compression system, we
can also apply these three methods to the motion vector fidd, as will be shown in the following 8x8 DCT-
based system. For more secure video transmission, the key can also be updated as time progresses to
provide a dynamic key-based scrambling system that would be more secure to the known-plaintext attack.
Note that the random sequence controlling the seective hit encryption and block shuffling process should
be generated using a cryptographically secure pseudo-random number generator such as the software-

optimized fast encryption algorithms (SEAL) proposed in [13].

For the wavdet transform based scrambling system described above, the user can sdect to leave
the low-resolution subbands unscrambled in order to provide some leve of transparency. For example, one
potential application is to allow free access to low-resolution digital TV signal while requiring a key to
watch high definition TV programs. In fact, similar transparency is also possible for the DCT based system

to be described in Section 3.2 where the DC and low frequency components can be left unscrambled.

13
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3.2 8x8 DCT Based Systems

The proposed framework can also be applied to an 8x8 block based DCT coding system. In this
case, each DCT coefficient can be treated as a local frequency component from a certain band. Coefficients
coming from the same location in the block DCT domain can be grouped together to form a “ subband”.
The proposed scrambling methods such as sign encryption, block shuffling and block rotation can be

directly extended to scramble these  subbands’.

In most video compression standards such as JPEG, MPEG, and H.26X, the compression is based
on 8x8 DCT to exploit the spatial redundancy. Motion compensation is incorporated to exploit the
temporal redundancy of video signal. Fig. 3 shows the general structure of the H.263 coding system.
Scrambling of the video content can be applied to the coefficients after the quantization stage, and to the
moation vector information after the motion estimation stage. All the video compression standards share a
common hierarchical structure. The video sequence is segmented into groups of pictures (GOP). Each
GOP has an intra-coded frame (I frame) followed by some forward predictive coded frames (P frames) and
bi-directional predictive coded frames (B frames). The lowest layer is the 8x8 block that is the unit for
DCT transform coding. A 2x2 square of luminance blocks together with the associated chrominance blocks
form a macroblock that is the unit for quantizer selection and motion compensation. A horizontal strip of
contiguous macroblocks forms a slice. A frame consists of slices. Each layer except the block layer has a

header followed by the data of lower layers.

In 8x8 DCT transform coding, the 64 transformed coefficients are zig-zag ordered such that
coefficients are arranged approximately in the order of increasing frequency. The bitstream coder uses a
variable-length run-length coding technique that generally assigns shorter codewords to combinations of
coefficient values and run lengths that are more likdly. This generally differs from many waveet transform

coders [14][15] that group coefficients of same frequency into subbands and then apply bit-plane coders.

14
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3.2.1 DCT coefficient scrambling

To scramble the | frames, we can first divide the frame into segments. Each segment consists of
several macraoblocks/blacks. In general, blocks beonging to a segment can be either spatially close to each
other or randomly located throughout the frame. Within each segment, DCT coefficients of the same band
(frequency location) are randomly shuffled within the band. For example, we can treat a dlice of
macroblocks as a segment. Within each slice, the DC coefficients of all luminance 8x8 blocks will be
permuted. The AC coefficients of the same frequency location can also be permuted according to different
shuffling tables. The same procedure applies to the chrominance component. Since coefficients are
shuffled within a subband segment of the same frequency location, the shuffling process should not

significantly degrade the statistics relied upon by a run-length coder.

We can also encrypt the sign of each coefficient. For AC coefficients or DC coefficients of non-
intra coded blocks, we will randomly flip the sign. For DC coefficients of intra-coded blocks, sincethey are
always positive, we will flip them with respective to a threshold. For example, the threshold may be the

middle level (in particular, 255*8/2, where 255*8 is the largest possible DC values) of all possible values.

In general, the scrambling of | frames will render the following P/B frames difficult to perceive due
to the dependency of P/B frames on | frames. This may lead to the conclusion that P/B frames need not be
scrambled. However, in many circumstances, the video content may not be highly secured because of
potential Intra-coded blocks in P/B frames. We therefore propose to at lease shufflethe DCT coefficients of
Intra-coded blocks in P/B frames. Optionally, DCT coefficients of non-intra-coded blocks in P/B frames

can also be shuffled.

3.2.2 Motion vector scrambling
Our experiments show that, in some scenarios, even though | frames are scrambled and there are
no or few Intra-coded blocks in P/B frames, the motion of the scene is clearly visible if motion vectors are

not encrypted. In other words, scrambling motion vector information may be very important for some
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applications. This is not surprising because motion information has been one of the most critical features
used for video analysis in the literature. For motion vectors, we can encrypt the signs of motion vectors in
the same way as we encrypt the signs of DCT coefficients. We can also shuffle motion vectors within a
segment in the same way as we shuffle the coefficients. In general, we found in our experiments that
scrambling | frames and Intra-coded blocks in P/B frames, together with the encryption of the signs of

motion vectors already render a very high leve of security.

4. SIMULATION RESULTSAND DISCUSSION
Some simulations were conducted to evaluate the performance of the proposed schemes.

Comparisons with some previous methods are also made.

4.1 Wavelet Based Systems

In our experiments, a five-level wavelet decomposition is performed on an input image frame. The
first step is to encrypt the sign of each coefficient. A sequence of independent identical distributed (i.i.d)
pseudo random bits with equal probability of 1 and -1 is first generated from a given key (which itsdf is
randomly generated based on the computer’s internal clock), and then are exclusive-ORed with the original
sign bits of the coefficients. The resulting bits are used as the scrambled sign bits. Fig. 4(b) shows the
sign-encrypted image of “Lenna’. It is seen the image is significantly distorted, but the main structure of

the image content is still discernible. This encrypted image provides some level of transparency.

For more security, blocks of waveet coefficients are shuffled. For each subband, the coefficients
are divided into 64 blocks of equal size. For example, if the image size is 512x512, then the lowest level
sub-bands will have a size of 16x16. We divided the 16x16 sub-band into 64 blocks of size 2x2. There are
many ways to generate the shuffling tables. In our experiments, the following procedure was used. The
locations of the blocks were numbered as 1, 2, ..., 64. A [0,1] uniformly distributed pseudo random
number is generated using the key as the seed. The interval [0,1] is divided into 64 subintervals of equal

length. Suppose the random number falls into subinterval j, then the first block will be mapped to the j*

16
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location. Then the interval [0,1] is divided into 63 subintervals of equal length, and a second random
number is generated. Depending on which subinterval it locates in, the second block will be mapped to one
of the remaining 63 locations. This procedure continues until all blocks are mapped. For different

subbands, different shuffling tables are generated.

Fig. 4 shows scrambled images using different scrambling techniques. The proposed block shuffling
technique produces an unrecognizable frame (Fig. 4(c)). The block rotation technique produces a scrambled
image (Fig. 4(d)) that is harder to comprehend than the result of sign encryption (Fig. 4(b)). By combining
sign encryption, block shuffling and block rotation, the original image is even more difficult to recover
without knowing the key. Note although the scrambled images in Figs. 4(c), 4(f) and 4(g) are almost
equally incomprehensible, the security levels are different. For comparison purpose, Fig. 4(e) shows the
scrambled image of “Lenna’ using a simple scheme where lines of waveet coefficients are shuffled within
each subband [3]. The original image has some vertical structure, which the line-shuffling scheme does not
render incomprehensible. Fig. 5(b-d) shows the scrambled images in the wavelet domain. They all look
rather random, compared to Fig. 5(a). Without the knowledge of the original content, it would be very

difficult to recover the clear image.

PSNR (dB) at 0.25 bpp
Scrambling Method RDE [14] LZC [15]
Lenna | Barbara | Lenna | Barbara
No scrambling 32.62 28.67 32.47 28.36
Sign encryption 32.64 28.66 32.46 28.36
Block shuffling 32.24 28.34 32.17 28.19
Block rotation 32.35 28.32 32.26 28.24
Sign+Block shuffling 32.23 28.39 32.17 28.20
Sign+ block 32.27 28.24 32.16 28.18
shuffling+ rotation

Line shuffling [3] 31.90 27.54 31.79 27.46

Table 1. Impact of different scrambling techniques on compression efficiency for the wavelet transform

based system. Image sizes are 512x512.
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The impact of each of the scrambling schemes on the compression efficiency is shown in Table 1.
The compression schemes used are state-of-the-art compression schemes -- the rate-distortion optimized
embedded coding (RDE) [14] and the layer zero coding (LZC) [15]. It can be seen in Table 1 that sign
encryption alone introduces no loss of the peak signal-to-noise ratio (PSNR). Block shuffling alone or
block rotation alone introduces only 0.2-0.4 dB loss of the PSNR (or equivalently, up to 5% bit rate
increase for the same PSNR). Similar amounts of PSNR loss are observed for the combination of these
three strategies. On the other hand, the line-scrambling scheme [3] introduces up to 1.1 dB loss of the

PSNR, or equivalently, 22% increase in bit rate for the same PSNR.

4.2 8x8 DCT Based Systems

The proposed scrambling methods are integrated into the H.263 verification mode coder
maintained by the University of British Columbia. In these experiments, the test videos are QCIF size
(176x144). For subband shuffling, these experiments treat a row of macroblocks as a slice. Coefficients
and moation vectors are shuffled within a dlice. In other words, for each subband (frequency location), 44
(11x4) coefficients from this band of luminance blocks, and 11 coefficients from this band of each
chrominance component will be shuffled. The sdlection of a slice as a unit for shuffling aims to restrict the
memory requirement for scrambling. Other configuration may result in better security, and sometimes

better error resiliency.

To reduce the number of shuffling tables, AC coefficients from some bands are grouped together
and shuffled using the same shuffling table. In particular, DC coefficients use one shuffling table. The
first two AC bands/coefficients in the zigzag order share another shuffling table. Then the next three AC
bands in the zigzag order share a shuffling table; then the next four AC bands share a shuffling table, and

so on. Inthe experimental results reported here, only thefirst 45 bands in the zigzag order were shuffled.

18



To appear in |EEE Trans. Multimedia, 2002

We first test the scrambling of the | frames. Fig. 6 shows the scrambled | frames of “ carphone’ sequence
using different scrambling techniques. It is seen that the shuffling along a slice method with/without sign
encryption (Figs. 6(c) and 6(d)) renders a completely incomprehensible frame. Also shown in Fig. 6(€) for
comparison purpose is the result obtained using the method of [12] where coefficients are shuffled within
an 8x8 block. For this particular sequence, with the method of [12], the person in the scene remains
somewhat discernable due to the uniform darkness of his shirt (shuffling coefficients within 8x8 blocks will
not change the darkness). This signifies the difference between the visual effects of a local shuffling and a
more global shuffling. Table 2 shows the impact of the scrambling schemes on the compression efficiency
for | frames. As expected, sign encryption has no impact on the compression efficiency. Shuffling along
dlice with/without sign encryption increases the size of the compressed | frame by about 10%. The

shuffling within block method [12], on the other hand, increases the size by more than 100%.

Size | Bit Overhead | PSNR

Scrambling Method (bits) (%) (dB)
No scrambling 17280 0 32.24
Sign encryption 17280 0 32.24
Shuffle dlong slice 18920 9.5 32.24
Sign+shuffle along slice | 18920 9.5 32.24
Shuffle within block [12] | 36008 108 31.78

Table 2: Impact of different scrambling techniques on compression efficiency for one | frame of “ carphone’

sequence.

Table 3 shows theimpact of the scrambling schemes on the compressibility of the sequence. Again,
sign encryption has no impact on the compression efficiency. The shuffling along slices method
with/without sign encryption, on the average, increases the bit rate of the compressed sequence by about

20%. This suggests that the impact of shuffling-along-slice method on compression efficiency is more
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significant on P frames than on | frames. If both shuffling along slices and sign encryption are used for |
frames (and Intra-coded blocks of P/B frames), but only sign encryption is used for P frames (denoted as

[(Sign+dlice)+P(Sign) in Table 3), then the bit rate of the compressed sequence only increases by 1.6%. By

way of comparison, the shuffling within block method [12] increases the bit rate by about 55%.

Bit rate Bit Compl exity,
Scrambling Method (Kbit/s) Overhead | w.r.t v_vhole&ale Security Applications
(%) encryption
No scrambling 27.97 0 N/A No

Sign encryption 27.94 0 15-20% low to medium VOD
I(sign+slice)+P(sign) 28.42 16 20%, + medium to high VOD, nanny cam
slice memory video conferencing
I(sign+slice)+ 29.33 4.8 20%, + high VOD, nanny cam
P(sign+MV _sign) slice memory video conferencing
Shuffle along slices 3351 19.8 Very simple, high VOD, nanny cam
slice memory video conferencing
Sign+shuffle along slices 33.70 20.5 20%, + high+ VOD, nanny cam
slice memory video conferencing
Sign+SlicetMV_sign 34.59 23.6 20%, + high+ VOD, nanny cam
slice memory video conferencing

Shuffle within block [12] 43.40 55 Very simple low VOD

Table 3: Comparisons of different scrambling techniques for the 41 frames (one | frame followed by 40 P
frames) of “carphone” sequence, all at the same PSNR of 31.9 dB for P frames. The estimated complexity
presented here assumes that the shuffling tables do not change very often, and that the memory copy

operation complexity is negligible.

In our experiments, we found that for all scrambling schemes tested, if motion vector information
was not encrypted, then we could have the perception that someone was talking in the scene, although the
detail may not be visible. This can be partially observed in Fig. 7 that shows one of the P frames of the
scrambled sequence for different scrambling techniques. The conveyance of mation information is more
compelling when a full motion video is played. We bdieve encryption of motion information is important

for some applications. It is also a very effective way for scrambling P/B frames because the reconstructed
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P/B frames depend heavily on the accuracy of the motion vectors. Table 3 shows that encrypting the signs
of al coefficients and the signs of all motion vectors and only shuffling along slices for | frames/blocks
(I(signtslice)+P(signtMV_sign)) provides a very good compromise between security and coding
efficiency. It only increases the bit rate by 4.8%, while with the incorporation of motion vector sign-
encryption, the video sequence is completely indiscernible. Other combinations of the above mentioned
scrambling methods are also possible. For example, the method of shuffling motion vectors within a slice
can be combined with other coefficient encryption schemes. Fig. 7 also shows that if only | frames are
encrypted, then after a while the scene becomes visible due to the accumulation of | blocks and residue

signalsin P frames.

Table 3 also summarizes the estimated complexity, security level and suitable applications for
different scrambling techniques. The estimated complexity for sign encryption is based on the assumption
that the probability of each run-level codeword with length I-bits is 2'. With such assumption, it can be
shown that the average code length for the codewords in H.263 is about 5 to 6 bits, which suggests that if
wholesale encryption is applied, we need to encrypt on average between 5 and 6 bits for each non-zero
DCT coefficient. As a result, the complexity of sign encryption is only about 16-20% of the wholesale

encryption.

4.3 Discussion

The encryption systems presented above are, in principle, independent from other components such
as compression and transmission. This allows transcoding and other useful processing without having to
access the cryptographic key. If only transcoding is of concern, some improvements are possible. For
example, since motion vectors are usually losslessly coded (hence are not subject to transcoding), they can
be encrypted in a more efficient way to further reduce potential impact on compression efficiency. As an
example, one can first obtain the motion vector prediction difference for each macroblock as is done in

ordinary compression, then encrypt the signs of the motion vector prediction differences and shuffle them
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within a dlice. Essentially, compared to ordinary compression, this strategy encodes the motion vector
information with virtually the same number of bits. However, the encoded bits appear in the bitstreamsin a
different order that is controlled by the shuffling table. No overhead is added to the compressed bitstreams.
In other words, the I(sign+dlice)+P(sign+MV_sign) strategy shown in Table 3, in this case, should be able

to achieve the same PSNR performance as the | (sign+slice)+P(sign) strategy.

Similarly, if transcodability and other useful features are all not of concern, the adverse impact on
the compression efficiency can be further reduced or even completely diminated. This requires integrating
the encrypter with the compressor. For example, given a shuffled wavdet coefficient image, a context-
predictive coder such as those used in [14][15] may potentially make use of the knowledge of the shuffling
table to determine the context and the coefficient coding order based on the “real” locations of the blocks,
thereby reducing/dliminating the coding inefficiencies introduced by the “ block-boundary effects” produced
by block shuffling. In this case, without the knowledge of the shuffling table, the bitstream decoder will not
be able to decode correctly. The trade-offs in such a system are flexibility (e.g., transcodability, etc.) and

complexity.

It should also be noted that, for some wave et-based coding systems such as JPEG 2000 [16] that
use block coding in the transform domain to code sub-band coefficients, block-based coefficient shuffling
may be very suitable and may not introduce extra coding inefficiency. In fact, the block coding in
JPEG2000 divides a subband into code-blocks (e.g., of size 32x32) that are first embedded coded
independently. A post-compression rate-distortion optimization process is then used to assemble the sub-
bitstreams coming from each code-block into a final output bitstreams. Block-based coefficient shuffling,
for this particular coding system, can be extended to shuffle the order in which sub-bitstreams (may consist
of only fractional bit-planes information of a particular code-block) are assembled for each quality layer.

Without the knowledge of the shuffling table, the JPEG-2000 decoder will not be able to correctly decode
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the bitstream. The arithmetic coder used in the coding system will make it very difficult to break the cipher

by a brute force search of the correct order.

The proposed scrambling system is expected to be sufficiently secure for many multimedia
applications such as video on demand (VOD), nanny cam, video conferencing etc (see Table 3).
Nevertheless, it can be combined with some other encryption strategies to provide fast and even more
secure systems. For example, a small amount of more critical information such as the motion vector

information and the first few bytes of the arithmetic coder output can be encrypted using DES, if necessary.

As discussed before, one nice feature of this proposed joint encryption-compression framework is
that the scrambled compressed bitstream can be played (without decryption) using an ordinary decoder. It
is possible to avoid the hit rate overhead by directly shuffling the codewords of the compressed bitstream
[21][20], abeit at the cost of losing some error resiliency. A “local” content specific bit based shuffling
table generation process is also possible for a more secure self-synchronous content scrambling system,

which is highly desirable in the presence of packet loss [21][20].

5. CONCLUSION

The unique feature of multimedia data is that the data rate is high while the information value is
usually lower than ordinary eectronic information. This feature justifies the employment of lightweight
cryptographic algorithms to reduce the computational overhead while still maintaining reasonable level of
security.  We show in this paper that by jointly considering encryption and compression, efficient
compression-friendly digital video scrambling techniques can be designed to facilitate simple
implementation and to allow for video transcodability/scalability, transparency, and other useful
encryption-domain signal processing. The proposed scrambling techniques appear to achieve a very good
compromise between several desirable properties such as speed, security, file size and transcodability,

thereforeis very suitable for network video applications.
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Fig. 1. The general architecture of the proposed scrambling system
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Fig. 2: Eight rotated versions of a block. Cases 1-4: 0, 90, 180 and 270 degree rotation, respectively, with
respect to the block center; Cases 5-8: symmetric of Cases 1-4 respectively, with respect to the x axis that
passes the block center.
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Fig. 3: The general structure of H.263 coder.
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(a). Original (b). Sign (c). Block (d). Block
encryption shuffling rotation
(e). Line (f). Sign+block (9). Sign+block
shuffling [3] shuffling shuffling+rotation

Fig. 4: Scrambled “Lenna” images using different scrambling techniques for the waveet transform based
system.

(a) Without shuffling (b) Block shuffling (c) Block shuffling + (d) Line shuffling [3]
rotation

Fig. 5: Scrambled “Lenna” images in the wavelet domain (5-level decomposition) using different scrambling
techniques.
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(8).Unscrambled (b).Sign encrypted (0).shuffle along
frame dices
(d). Sign+shuffle (). Shufflewithin
along slices 8x8 block [12]

Fig. 6: Scrambled | frames using different scrambling techniques for the DCT based system

(@) Unscrambled (b) IP Sign encryption (c) IP(signtdlice) (d) I(sign+slice) +
frame P(sign)
(e) I(signtdlice) + (g) I(signtdlice) only, (h) I(signtslice) only,

(f) Shuffle within

41st frame 81st frame
block [12]

P(sign+MV _sign)

Fig. 7: Scrambled 41st P frames (one | frame followed by 40 P frames, except the last one where one | frame
is followed by 80 P frames) using different scrambling techniques for the DCT based system
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