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Image-Adaptive Watermarking Using Visual Models

Christine 1. Podilchuk, Member, IEEE, and Wenjun Zeng

Abstract— The huge success of the Internet allows for the
transmission, wide distribution, and access of electronic data
in an effortless manner. Content providers are faced with the
challenge of how to protect their electronic data. This problem has
generated a flurry of recent research activity in the area of digital
watermarking of electronic content for copyright protection.
Unlike the traditional visible watermark found on paper, the
challenge here is to introduce a digital watermark that does not
alter the perceived quality of the electronic content, while being
extremely robust to attack. For instance, in the case of image
data, editing the picture or illegal tampering should not destroy
or transform the watermark into another valid signature. Equally
important, the watermark should not alter the perceived visual
quality of the image. From a signal processing perspective, the
two basic requirements for an effective watermarking scheme,
robustness and transparency, conflict with each other.

We propose two watermarking techniques for digital images
that are based on utilizing visual models which have been de-
veloped in the context of image compression. Specifically, we
propose watermarking schemes where visual models are used to
determine image dependent upper bounds on watermark inser-
tion. This allows us to provide the maximum strength transparent
watermark which, in turn, is extremely robust to common image
processing and editing such as JPEG compression, rescaling, and
cropping. We propose perceptually based watermarking schemes
in two frameworks: the block-based discrete cosine transform
and multiresolution wavelet framework and discuss the merits of
each one. Our schemes are shown to provide very good results
both in terms of image transparency and robustness.

Index Terms—Copyright protection, DCT’s, image watermark-
ing, perceptual models, wavelets.

I. INTRODUCTION

HE success of the Internet introduces a new set of

challenging problems regarding security. One of many
issues that has arisen is the problem of copyright protection of
electronic information. Specifically, the idea of digital water-
marking of electronic data has become an area of increased re-
search activity over the last several years. Here we address the
problem of watermarking digital image content. Current work
on watermarking falls into two broad categories: source-based
and destination-based schemes. Source-based schemes fo-
cus on ownership identification/authentication where a unique
watermark identifying the owner is introduced to all the
copies of a particular image being distributed. A source-
based watermark could be used for authentication and to
determine whether a received image or other electronic data
has been tampered with. An important constraint to consider
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for many source-based applications is the ability to detect the
watermark without the original image. The watermark could
also be destination based where each distributed copy gets
a unique watermark identifying the particular buyer or end-
user. The destination-based watermark could be used to trace
the end-user in the case of illegal use such as reselling. It is
reasonable to assume that the content provider has the original
image available for watermark detection in destination-based
applications. There may be applications where we would
like to attach multiple watermarks, source based as well as
destination based, to one image.

We begin by reviewing some of the requirements that
are necessary to provide a useful and effective watermark-
ing scheme. These requirements apply to any data type in
general but we focus on requirements that are most useful
for destination-based rather than source-based applications.
The three features that we examine for our application are:
transparency, robustness, and capacity. Transparency refers to
the perceptual quality of the data being protected. For the
case of image data, the watermark should be invisible over
all image types. Such a requirement is most challenging for
images composed of large smooth areas. The digital water-
mark should also be robust to signal processing. Ideally, the
amount of signal distortion necessary to remove the watermark
should degrade the desired image quality to the point of
becoming commercially valueless. Typical signal processing
includes intentional transformations of the image data as well
as illegal attempts to remove or transform the watermark
into another valid watermark. Typical image transformations
include compression (in particular JPEG), resampling, requan-
tization, image enhancements, cropping, and halftoning. For
destination-based watermarking, capacity may be a critical
issue for widely distributed content. By capacity we mean
the ability to be able to detect the watermarks with a low
probability of error as the number of watermarks increases.
The watermarking technique should provide a framework to
insert the maximum number of distinguishable watermarks.

There has been some interesting work on source-based
watermarking for authentication and alteration detection of the
original data. For this application as well as several others,
it is desirable to be able to extract the watermark without
the original image. The requirement of being able to detect
the watermark without the original image introduces a very
challenging problem especially if robustness is also desirable.
Here we focus on applications where the original image is
available for watermark detection. Such a scheme is practical
for destination-based applications such as identification of end-
users (customers) where the content provider would like to
identify the watermark in case of illegal use and trace the
watermark back to the appropriate end-user.
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The requirements of transparency, robustness, and capacity
introduce a challenging problem from the signal processing
perspective. The most straightforward way to introduce a
transparent watermark results in a watermark that is very
vulnerable to attack. For example, placing a watermark in
the least significant bits or in the high frequency components
can be destroyed with simple quantization or lowpass filtering
without necessarily affecting the image quality. Many of the
earlier techniques used such approaches to produce visually
pleasing but not robust results. A review of some of the
published watermarking techniques can be found in [1].

One of the earliest papers on watermarking [2] intro-
duced a scheme specifically for text data. The watermark
consists of slight imperceivable shifts between words and
lines. In the case of image watermarking, the schemes fall
into two broad categories: spatial-domain and frequency-
domain techniques. Spatial-domain watermarking techniques
for image data include those found in [3]-[10]. The authors
in [11] present an argument for why current watermarking
schemes are not effective for proving ownership and pro-
pose noninvertible watermarking schemes to overcome this
weakness. A reasonable and simple approach for ownership
protection may consist of registering content in a central
database. Watermark algorithms might prove to be more useful
for other applications. Frequency-domain watermarking tech-
niques could be based on spatially local or global transforms.
A common transform framework for images is the block-
based discrete cosine transform (DCT). One of the technigues
which will be described in this paper is based on a block-
DCT framework where the typical block size for the DCT
is 8 x 8. This is the same basic decomposition currently
used in the still image compression standard, JPEG. One
of the first watermarking techniques based on the block-
DCT is proposed in [12]. A pseudorandom subset of the
blocks are chosen, and a triplet of midrange frequencies are
slightly altered to encode a binary sequence. This seems
to be a reasonable approach since watermarks inserted into
the high frequencies are vulnerable to attack whereas the
low frequency components are perceptually significant and
alterations to the low frequency components may become
visible. Such a scheme should provide reasonable results
on average, although a more image-dependent scheme could
provide better quality as well as robustness. Two DCT-based
approaches are described in [13] where watermark detection
does not require the original image. Another DCT-based
scheme in [14] also proposes using perceptual information 1o
embed the watermark. One significant difference between their
approach and the DCT-based approach proposed here is that
the visual model used in [14] results in a frequency weighting
that is identical for every DCT-block in every image. In other
words, the frequency weighing depends only on the basis
function and does not adapt to local image characteristics or to
different images. This frequency weighing is then “corrected”
in the spatial domain. The DCT-based technique proposed here
adapts to each DCT coefficient in every block in an optimum
fashion based on threshold values determined for every DCT
value in the image. These values adapt across blocks within
an image as well as across images. Our DCT-based encoder

is performed solely in the frequency domain in one step
whereas the method proposed in [14] inserts the watermark
in the spatial domain, performs frequency weighing, followed
by spatial correction. Another block-based frequency domain
technique described in [15] is based on inserting a watermark
into the phase compornents of the image data since it has
been established that for image data, the phase information
is perceptually more significant than the magnitude data.

Several techniques have also been proposed based on global
transforms of the image data. In the published literature, an
interesting frequency domain method for digital watermarking
of images is proposed by Cox et al. {1], [16] based on the
idea of spread-spectrum (SS) communications. The published
results show that the technique is very effective both in
terms of image quality and robustness to signal processing
and attempts to remove the watermark. The technique is
motivated by both perceptual transparency and watermark
robustness. One of the significant contributions in this work
is the realization that the watermark should be inserted in the
perceptually significant portion of the image to be robust. A
DCT is performed on the whole image, and the watermark
is inserted in a predetermined range of low frequency com-
ponents minus the DC component. The watermark consists
of a sequence of real numbers generated from a Gaussian
distribution which is added to the DCT coefficients. The
watermark signal is scaled according to the signal strength of
the particular frequency component. This is a reasonable and
simple way to introduce some type of perceptual weighing into
the watermarking scheme, and the authors point out that more
sophisticated models could be used. Our work is motivated by
the ideas and results introduced in this paper. We propose two
perceptually based schemes: 1) a block-DCT scheme which
has the advantage of direct watermark encoding of JPEG
bitstreams and 2) a wavelet-based scheme which provides
the advantage of containing watermark components with local
spatial support as well as watermark components with global
spatial support, resulting in a scheme that has the benefits of
both frameworks.

There has been much research over the years.in trying
to understand the human visual system and applying this
knowledge to image processing applications. Such work has
been examined for different problems with varying degrees
of success. Recently, visual models have been developed
specifically for the compression of image data to provide
better compression than is possible using the more traditional
approaches which take advantage only of signal statistics.
Visual models derived for data compression are ideally suited
for the digital watermarking problem. One common paradigm
for perceptual coding is based on deriving an image dependent
mask containing the just noticeable differences (TND’s) which
is used in compression applications to derive perceptually
based quantizers and to determine perceptually based bit
allocation. Such a model can be directly extended to the water-
marking application by providing upper bounds on watermark
intensity levels for every part of the image which guarantees
transparency while providing a very robust watermark. The
JND’s are also useful in determining an upper bound on the
number of watermarks that can be applied to a particular image
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Fig. 1. Watermarked images IM1. IM2. and corresponding watermarks for SS (lefu). IA-DCT tcentery and [A-W (righo.

with low probability of error which we will refer to as the destroying the original image quality. For the receiver-based
capacity problem for watermarking. problem, we may also wish to provide the maximum number
of unambiguous watermarks. We argue that by using visual

II. MOTIVATION FOR IMAGE-ADAPTIVE WATERMARKING models. we can adapt each watermark sequence to the local
We would like to embed a digital signaturc into an original properties of the image providing a watermark that is trans-
image that is imperceptible and is difficult to remove without —parent and robust. As an example. we show several images
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