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Abstract

This paper advocates a novel approach to language-based security: by structuring
software with monads (a form of abstract data type for effects), we are able to
maintain separation of effects by construction. The thesis of this work is that well-
understood properties of monads and monad transformers aid in the construction
and verification of secure software. We introduce a formulation of non-interference
based on monads rather than the typical trace-based formulation. Using this for-
mulation, we prove a non-interference style property for a simple instance of our
system model. Because monads may be easily and safely represented within any
pure, higher-order, typed functional language, the resulting system models may be
directly realized within such a language.

1 Introduction

This paper advocates a novel approach to language-based security: security
by construction. Starting from a mathematical model of shared-state concur-
rency, we outline the development by stepwise refinements of an operating sys-
tem kernel supporting both standard Unix-like system calls (e.g., fork, sleep,
etc.) and a formally verified security policy (domain separation). Previous
work has focused on languages with explicit or implicit imperative features,
such as Java or ML; our approach assumes a purely functional language in
which all imperative features are captured by monads. As a result all impure
effects (references, exceptions, I/0O) are distinguished from pure computations
by their types, and thus side-effects are allowed while preserving the semantics
of the purely functional subset of the language.
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Fig. 1. Shared-state concurrency with Fig. 2. Concurrency with Domain Sep-
global state: Threads access the same aration: Scoping of effects is achieved
global state, potentially interfering in by partitioning the global state into
ways difficult to control. separate sandboxes.

The research reported here presents a formal, language-based model of se-
curity combining three approaches to system security and language semantics:

* Security “By Design.” Some approaches advocate implementation strate-
gies for secure system construction, with the idea that such disciplined
strategies are more likely to produce secure systems. Omne such strategy
used in Java implementations, sandbozxing, limits the scope of stateful ef-
fects by executing threads in disjoint regions of memory as illustrated in
Figure @ Good engineering, however, does not constitute a guarantee of
any security policy.

e Trace-based Formal Security Models. There are a number of formal
security models [T0/T940J2028] which characterize permissible interactions
between concurrent threads in terms of traces of abstract events. These
models make precise the intuition that low-security operations should be
oblivious to the execution of high-level operations. One feature of such
models is that their precise relationship to actual systems remains unclear.

* Monadic Language Semantics. The approach advocated here combines
“by design” security with trace-based models into a common framework
based on monads. Monads provide a mathematically sophisticated the-
ory of effects which has proven useful in denotational semantics [21/16/23],
functional programming [36], and software verification [I4]. Structuring
our system specifications with monads yields many benefits, not the least of
which are a number of useful properties obtained “by construction” which
simplify the verification of our security property.

1.1 A Monadic Model for Security

We present a formal model of security in which the model itself may be refined
to an implementation of a system with secure shared-state concurrency. Essen-
tial to our approach is the use of monads and monad transformers to structure
our specifications. It is our thesis that systems constructed monadically are
more easily verified because of the monadic encapsulation of effects. Monads
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and monad transformers allow us to reason about our system definitions at the
level of denotational semantics. Because monads may be easily realized within
any higher-order functional programming language, system specifications are
readily executable.

Many formal security models are formulated in terms of sequences of ab-
stract events. For the sake of convenience, we will refer to such models as
event systems. The intended interpretation of events is that they are impera-
tive operations on a shared state, but this is not made explicit—that is, the
events themselves are uninterpreted. Our approach makes this interpretation
explicit by considering languages of system behaviors (written Beh) and their
denotational semantics. For the sake of simplicity, we assume there are only
two separated domains, Hi and Lo, corresponding to two security levels of the
same name. However, all of our results generalize easily to n separate domains.

According to our view of language-based security, an arbitrary, interleaved
sequence of Lo and Hi operations in a traditional traced-based model:

ho,loy ..oy hn,ly

is viewed as the imperative Beh-program describing a particular (partial) sys-
tem behavior:

hoslosees s ln
We then give such programs a (monadic) denotational semantics:
(1) [—] : (Beho + Behui) — R()

where R is a monad encapsulating imperative effects and a notion of interleav-
ing concurrency called resumptions[2521)23]. The monad R is constructed
especially to isolate Hi, Lo, and kernel effects from one another.

The security property we prove may be intuitively described as the exe-
cution of low security events being oblivious to the execution of high security
events. For any initial sequence of interleaved Hi and Lo events

ho s los..os hn sl

the effect of its execution on the Lo state should be identical to that of exe-
cuting the Lo events in isolation:

lo;...; 1,

The precise definition of the security policy, using the above denotational
semantics, is developed in Section

1.2 Partitioning Effects with Monads

Domain separation is supported by partitioning the state into disjoint pieces,
with each piece corresponding to a separate domain. Stateful operations are
then given a security level and can only manipulate the storage partition cor-
responding to its security level. Achieving process separation via partitioning,
sometimes referred to as sandbozing, seems to have originated in the work of
Rushby [28/27]. With monads, it is a simple matter to partition storage into
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sandboxes, and this process is particularly straightforward when the monads
are constructed with monad transformers.

How this partitioning works is illustrated in Figure 3. Corresponding to
the security levels Hi and Lo are separate domains (marked (c¢)) that maintain
distinct stores H and L, respectively. Hi and Lo stateful operations are then
encapsulated within monads of the same name, created with the monad trans-
formers (StateT H) and (StateT L), respectively. Hi and Lo stateful operations
h and [ may be executed by lifting them to the kernel level (marked (b)) with
liftH and [iftL, respectively, and these lift mappings are created by the appli-
cation of the state monad transformers. Separation of effects is maintained
by these lift mappings—and precisely how is described in detail in Section [
below.

1.3 Separation By Construction

The approach advocated here achieves secure shared-state concurrency by con-
struction, where “by construction” is used in two different, yet complementary,
senses. The process is depicted in Figure @ which illustrates both meanings
of “by construction”:

e Stepwise-refinement of System. The vertical axis of Figure fl measures
the richness of system behaviors, and each step along that axis marks an
addition to those behaviors. At point 0, only a single, monolithic process
domain exists and all thread scheduling is static. At point 1, threads are
executable on separate domains. Point 2 allows statically-scheduled multi-
tasking, while point 3 allows the scheduling of threads to occur dynamically.
Dynamic scheduling is necessary for threads to affect their own execution
behavior (as with the Unix system call sleep and intra-domain synchro-
nization mechanisms such as semaphores) or to affect the system “wait list”
(as with the Unix system call fork). Point 4 adds such thread-level con-
trol operations, and point 5 allows for secure, interdomain communication
(such as asynchronous message-passing obeying a “no-write-down” security
policy).

* Properties of Monads & Monad Transformers. Many of the above
enhancements to system functionality are reflected in refinements to the un-
derlying monads and monad transformers of Figure Bl Monads and monad
transformers allow the effects of threads of differing security levels to be
controlled in a mathematically rigorous manner, and this scoping of effects
tames insecure interference between threads of differing security levels. The
“by construction” properties of monads and monad transformers are ex-
tremely useful in formally demonstrating domain separation.
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1.4 QOverview

Section Blsurveys related work and Section Bl summarizes the necessary back-
ground on monads, monad transformers, and resumption based concurrency
for understanding this work. Section M describes the useful properties that
are obtained by construction with monad transformers. Section Bl presents
the main results of this research—the stepwise development of an operating
system kernel for secure computation. First, a language of system behaviors
is defined and given a resumption monadic semantics in Section Bl Sec-
ond, a system for shared-state concurrency with global store is transformed
into a system with separated domains in Section 5.2} Third, security in this
setting—take separation—is specified and verified in Section B3l Section
gives a brief overview of the development path from system 1 to system 5 in
Figure @ Finally, Section [1 summarizes the present work and outlines future
directions.

2 Related Work

Formulating security policies in terms of non-interference goes back to the
work of Goguen and Meseguer [10/9] and our notion of domain separation is
based on theirs. Haigh and Young [12] and Rushby [29] have extended this
work to the intransitive case (where the “interferes” relation is not required
to be transitive). Non-interference has been extended to concurrent [34/6] and
probabilistic models [[L1].
Many formal security models—including non-interference and separability—

are formulated in terms of event systems [L0[I940,20]. While there are a vari-
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ety of similar formulations of event systems, they all include the following: an
event system S is comprised of a set of abstract events E and a set of traces
T of (potentially infinite) sequences of events in E. Furthermore, each event
is assigned a security level, which, for the sake of the present discussion, we
will assume to be Lo and H.

Security policies may then be formulated as relationships between event
traces which specify permitted system executions. These typically are of the
form: if 7y,...,7, € T, then f(r,...,7,) € T, where function f combines
the traces 7; in some manner specific to the security policy. For example,
separability [20/40] can be defined formally as: for every pair of traces 7,7 €
T, then any trace 7 such that (7 }i,) = (71 Jio) and (7 Lui) = (72 Ini) is also
in T. Here (7 J1o) and (7 lu;) filter out all but the Lo and Hi events from
T, respectively. As formulated these techniques are easily generalized to any
total order of security levels known statically.

The research reported here is inspired by Rushby’s work [28,27] on abstract
operating systems called separation kernels. A separation kernel enforces
process isolation by partitioning the state into separate user spaces (called
“colours”), allowing reasoning about the processes as if they were physically
distributed. The security levels Hi and Lo used in the present work correspond
to colours. Separation kernels are then specified using finite-state machines,
and separability (i.e., that differently-colored processes do not interfere) is
characterized in terms of event traces arising from executions of these ma-
chines.

In the context of the Programatica project at OGI we are working to de-
velop and formally verify OSKer (Oregon Separation Kernel), a kernel for
MLS applications. To formally verify security properties of such a system
is a formidable task. One approach to reducing the enormity of this task
has been to use type-systems for information-flow. There has been a grow-
ing emphasis on such language-based techniques for information flow security
[35134UT5133126] (see [30] for a survey of this work). The chief strength of this
type-based approach is that the well-typedness of terms can be checked stat-
ically and automatically, yielding high assurance at low cost. Unfortunately,
this type-based approach is not as general as one might wish: first, there will
be programs which are secure but which will be rejected by the type system
due to lack of precision, and second, there will be programs that have infor-
mation flow leaks which we want to allow (e.g., a declassification program)
but which would be rejected by the type system.

Moggi was the first to observe that the categorical structure known as a
monad was appropriate for the development of modular semantic theories for
programming languages [21]. In his initial development, Moggi showed that
most known semantic effects could be naturally expressed monadically. He
also showed how a sequential theory of concurrency could be expressed in the

4 Some formulations also distinguish subsets of E as input and output events.
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resumption monad [21]. That model of concurrency is used extensively in
the present work. Wadler and colleagues at Glasgow University observed that
using monads internally in the pure, higher-order, typed language Haskell gave
a natural and safe embedding of effectful computation in a pure language [24].

Modeling concurrency by resumptions was introduced by Plotkin [25/31].
Moggi showed how resumptions could be modeled with monads [21] and our
formulation of resumptions in terms of monad transformers is that of Pa-
paspyrou [23]. Although continuations can also model concurrency [38|7I8],
resumptions can be viewed as a disciplined use of continuations which allows
for simpler reasoning about our system.

There have been many previous attempts to develop secure OS kernels:
PSOS [22], KSOS [18], UCLA Secure Unix [37], SAT [5], KIT [2], EROS [32],
and MASK [39] among others. There has also been work using functional lan-
guages to develop high confidence system software: the Fox project at CMU
[T3] is a case in point of how typed functional languages can be used to build
reliable system software (e.g., network protocols, active networks); the Ensem-
ble project at Cornell [4] uses a functional language to build high performance
networking software; and the Switchware project [I] at the University of Penn-
sylvania is developing an active network in which a key part of their system
is the use of a typed functional language.

3 Background

Some familiarity with monads and their uses in the denotational semantics
of languages with effects is essential to understanding the current work. We
assume of necessity that the reader possesses such familiarity. This section
serves as a quick review of the basic concepts of monads and monadic se-
mantics, and readers requiring more should consult the references for further
background. An informal introduction to monads can be found in Wadler [36].
A formal treatment of monads and their role in denotational semantics is in
Moggi [21].

Monads [2T] can be understood as abstract data types (ADTSs) for defining
languages and programs. A monad ADT can encapsulate such language fea-
tures as state, exceptions, multi-threading, environments, and CPS. Although
combinations of such features can be encapsulated in a single monad, a more
modular approach, in which each feature can be treated separately, is achieved
with monad transformers [21JT716]. Monad transformers allow us to easily
combine and extend monads. A monad is extended similarly to how a class
is extended using inheritance in object oriented languages: what makes sense
in a monad “class” makes sense in the “subclass” created by inheritance. In
this section we will introduce monads and monad transformers, we will then
describe the resumption monad transformer.
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3.1 Monads and Monad Transformers
A monad is a triple (M,n,*) consisting of a type constructor M and two
operations:
n:a—Ma (unit)
(x): Ma— (a— Mb) — Mb (bind)
The n operator is the monadic analogue of the identity function, injecting a

value into the monad. The % operator gives a form of sequential application.
These operators must satisfy the monad laws:

mv)yxk=kv (left unit)
TkN =T (right unit)
z* (Xa.(kaxh)) = (x*xk)xh (assoc)

In what follows we often use the > operator, defined in terms of * thus:
r>k=xxA.k

The lambda null binding (i.e., “A_”) acts as a dummy variable, ignoring the
value produced by z. The identity monad (ld, ngq,*1q) is defined as follows:

lda=a xxgk=kzx ngx==x

Another example is the state monad (St s, 7st, *s;) defined as follows:

Stsa=s—=(axs) Nsyr = Ao:s.(x,0)
u(Ad) =xo.((),A0)  Txsis) f = Aog. let (a,00) =7 09 in fao
g = Ao.(0,0)

Here, () signifies both the unit type and the single element of that type. The
operators u and g, for updating and getting the state respectively, are defined
only for the (Sts) monad. Such monad specific operators are referred to as
non-proper morphisms.

There are various formulations of monad transformers, we follow that given
in [17] where a monad transformer consists of a type constructor T, a mapping
from a given monad (M, 7y, *m) to a new monad TM = (T M, 5 my, *(1m)),
and an associated function lifty. The function lifty : Ma — T Ma performs
a “lifting” of computations in M to computations in (T M); and will generally
satisfy the Lifting Laws [16]:

lift o mw = 1wy lift(z xm f) = (Iift 2) %) (lift o f)

These laws ensure that a monad transformer adds features without changing
existing features of the base monad M.

As an example, the state monad St s can be written more generally as the
monad transformer StateT s which transforms M (see Definition BI]). Note
that the monad transformer StateT s applied to the identity monad Id gives
the original St s monad.
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In Definitions B.Jland B.2] the unit and bind of the new monads are n and
*, respectively, while those of the transformed monad M are subscripted.

Definition 3.1 (State Monad Transformer) For monad M and type s,

M'a = StateT s Ma = s — M(a X s) u o (s—=s)—=>M(
liftz = Aoz %, Ay.nu(y, o) ulA=Xonu((),Ao)
ne = Ao.nu(z,o) g : Ms

z* f = Aog. (zog) x, (Ma,01).faor) g = Xo.nul(o,o)

The following resumption monad transformer provides the foundation for
the basic concurrency model here [23], corresponding to point 0 in Figure [4]
To avoid confusion, we label resumption monad transformers by their cor-
responding point number from Figure @ Section explains the intuitions
behind this monad transformer.

Definition 3.2 (Resumption Monad Transformer) For monad M,

ResTyMa = uR.Da + P (M(Ra))
stepp = P(¢ x, Av.nu(Dv)) (Do) x f = fo
nr =Dz (Pm) * f=P(m* Arn(r*, f))

3.2 Resumption Based Concurrency

This section introduces concurrency based on the resumption monad trans-
former, the definition of which can be found in Definition[3.2. How resumption
based concurrency works is best explained by an example. We define a thread
to be a (possibly infinite) sequence of “atomic operations.” We make this
notion precise below, but for the moment, assume that an atomic operation is
a single machine instruction and that a thread is a stream of such instructions
characterizing program execution. Consider first that we have two simple
threads a = [ap; a;] and b = [by]. According to the “concurrency as interleav-
ing” model, concurrent execution of threads a and b means the set of all their
possible interleavings: {[ao; a1; bol, [ao; bo; a1], [bo; ao; a1]}-

But how do computations in a resumption monad correspond to threads?
If the atomic operations of a and b are computations of type M (), then the
computations of type ResTy M () are the set of possible interleavings:

P(ag > n(P (a1 > n(P (bo > n(D()))))))
P(ag > n(P (bo > n(P (a1 > n(D()))))))
P (bo > n(P (a0 > n(P (a1 > n(D()))))))
Closer comparison of both versions of these interleaving semantics reveals
a strong similarity. While the stream version implicitly uses a lazy “cons”

operation (h : t), the monadic Versio uses something similar: P(h > nt).
This is important because threads may be infinite, and the laziness of P allows

> Read P as “pause” and D as “done.”
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infinite computations to be constructed in (ResTy M) just as the laziness of cons
in (h : t) allows infinite streams to be constructed.

Finally, we note that the resumption semantics of concurrency involves the
elaboration of all possible thread interleavings, and that, while such a seman-
tics may be expressed monadically via the non-determinism monad [2T17],
it is not computationally tractable. We choose instead to pick out a single
interleaving via a scheduler.

4 “By Construction” Properties

We get a number of useful properties by construction through the use of
monad transformers. The state monad transformer’s lift mappings have two
principal uses here. First, lifting preserves stateful behavior. In Figure [3 for
example, this means that Hi and Lo operations behave the same when lifted
to the kernel monad K as at their respective base monads. This is formally
captured in Section 1] below. Furthermore, liftings delimit the effects of
stateful operations on separate domains; this phenomenon—which we call
atomic non-interference—is described in detail in Section

Atomic non-interference is not only useful for proving the security property
in Section [5.3], but it captures precisely what we mean by monadic scoping of
effects. The monadic structure of the system semantics is the foundation on
which domain separation is built.

4.1 State Monads and Their Axiomatization

This section presents an algebraic characterization of state monads. Intu-
itively, a state monad is a monad with non-proper morphisms to manipulate
state. The behavior of these non-proper morphisms is captured by axioms
below. Not surprisingly, it is then demonstrated that the state monad trans-
former creates state monads and preserves existing state monads.

Definition 4.1 (State Monad Structure) The quintuple (M,n,*,u,g,s) is
a state monad structure when (M, n,x) is a monad, and the update and get
operations on s are: u: (s — s) — M() and g: Ms.

We will refer to a state monad structure (M, 7, x, u, g, s) simply as M if the
associated operations and state type are clear from context.

The following axiomatization of the state monad is not meant to be com-
plete. Rather, it reflects the properties of state monads required later in the
proofs.

Definition 4.2 (State Monad Axioms) Let M be the state monad struc-
ture (M, m,x,u,g,s). M is a state monad if the following equations hold for
any f, f' s — s,

ufxAuf =u(fof) (sequencing)
gxAuf=uf (cancellation)

10
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Monad Hierarchy

G. = StateT G M, ug : (G = G)— Gu()

liftG = id gc : GG

K =G, stepG : Ka — Ra

R = ResTy K stepG ¢ = Pio (o *, Av.k(D v))

Semantics of G. Language

ev : Beh — R ()

ev (z:=e) = (exp e) *, Av. (load o ug)[z > v]

ev (e1;es) = (ever) >r (eves)

ev skip = (load o ug) (Ai.i)

ev (ite ber ea) = expbx, Av. if v =0 then (ev e1) else (ev es)
ev (while b do ¢) = mwhile (exp b) (ev c)

mwhile b @ = bx Av. if v=0 then p >r (mwhile b )

else (load o u) (Xi.i)

exp : BFxp — R Int
erp z = (load gg) *, Ao.nr(o )  load:Gra — Ra
erpt = MR 1 load = step o lift

Fig. 5. Shared-state Concurrency with Global State (system 0).

The (sequencing) axiom shows how updating by f and then updating by f’
is the same as just updating by their composition (f’ o f). The (cancellation)
axiom specifies that g operations whose results are ignored have no effect on
the rest of the computation.

For state monad (M,n, %, u,g,s), a consequence of (sequencing) we use
later is:

u f > mask = mask (clobber)
where mask is defined as: u (A_.gg) for some state og.

Theorem 4.3 (StateT creates a state monad)  For monad M, let monad
M’ = StateT s M, with non-proper morphisms u and g added by (StateT s).
Then (M', e, *xwr, U, g, 8) is a state monad.

Theorem 4.4 (StateT preserves stateful behavior) For any state monad
M = (M,n,x,u,g,s), the structure (StateT s M, ', lift o u,lift g, s) is also a
state monad, where n', ¥, and lift are the monadic unit, bind, and lifting
operations, respectively, defined by (StateT s).

4.2 Formalizing Atomic Non-interference

The second “by construction” property of monad transformers relates to how
their associated lift mappings delimit stateful effects in monads created from

11
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multiple applications of the state monad transformers (e.g., the kernel monad
K in Figure [3).

Definition 4.5 (Atomic Non-interference) For monad M with bind oper-
ation %, define the atomic non-interference relation # C M () x M () so that,
for o,y : M (), p# v holds if and only if the equation ¢ > v =y > ¢ holds.

Theorem 4.6 Let M be the state monad (M,nu,*wm,ua, g4, A). By Theo-
rem [{.3, M' = (StateT B M, nw,*w,up, gz, B) is also a state monad. Then,
forallon: A— A and og: B — B, (udp) #wm lift(us d4) holds.

Theorem 4.7 Let M be a monad with two operations, a : M () and b : M ()
such that a4tmb. Then, (lifta) # 1wy (liftb) where T is a monad transformer
and lift : Ma — (T M) a.

5 Basis for a Secure OS Kernel

In monadic event systems, behaviors are programs in the Beh language, and
traces of events are the denotations of these programs according to a resump-
tion monadic semantics. The abstract syntax and resumption semantics of the
language of behaviors, Beh, are presented below. The Beh language contains
sufficient expressiveness to allow for potentially infinite streams of operations
because it includes loops. Importantly, it allows for expression of potentially
interfering programs as well.

Definition 5.1 (Abstract Syntax for Beh) Below is a BNF syntazx for Beh:

Beh ::= Var:=Ezp | skip | Beh;Beh |
ite Ezp Beh Beh | while Exp do Beh
Ezp == Var | Int

5.1 Global Shared-State Concurrency

In this section, the most basic model for shared-state concurrency is con-
structed. The monadic event system described in this section corresponds to
the point labelled with 0 in Figure [

Using the monad transformers ResTy and StateT (defined in Section ), we
define, for any monad M, the monad hierarchy for shared-state concurrency
with global state. This construction is summarized in Figure Unlike the
system pictured in Figure [B] this monadic event system does not provide
separation, and so it has only one global domain (called G. for “global”). In
Figure [ state type G is Name — Int.

Associated with these monad constructions are a number of non-proper
morphisms. The morphism ug applies a state-to-state map to the current G
state in the G. monad, while the morphism g, reads and returns the current
G state. The ug and g, morphisms are defined by an application of the
StateT monad transformer. The lifting liftG reinterprets G computations in

12
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Monad Hierarchy & Lo Morphisms

Hi = StateT H M ur, : (L — L) — Lo()
Lo = StateT L M gL : LoL

K = StateT H (StateT L M) UftL ~ : Loa — Ka

R = ResT; K stepL,  : Ka — Ra

stepL o = Pio (p *, Av.a (D v))

Semantics of Lo Language

evL :: Beh — R ()

evl (1:=e) = (ezpL e) x, Av. (loadL o up)[z — v]
evL (e1;es) = (evL e1) >R (evL ey)
evl skip = (loadL our) (XNi.i)

evLl (ite b ey eg) ezpL b, Av. if v =0 then (evL e1) else (evL e2)
evLl (while b do c¢) = muwhile (expL b) (evL c)
mwhile b @ = bx, Av. if v=0then ¢ >r (mwhile b p)

else (loadL ouy) (Ai.i)

expL : Exp — R Int
erpL x = (loadL g) x, Ao.nr(o z)  loadL:Lloa —Ra
expL i = nR 1 loadL = stepL o liftL

Fig. 6. Shared-State Concurrency with Basic Separation (system 1). The evH
semantics (not shown) is obtained from evL by replacing all “L”-suffixed operations
(e.g., “ur”) by their corresponding “H”-suffixed operations (e.g., “ug”). There are
also morphisms ug, g, liftH, stepH, and loadH as well.

the kernel monad K, and because the kernel monad K is just Gu in this example,
liftG is merely identity. The morphism step creates a “paused” K computation
and results from the application of the ResT, transformer.

The resumption monadic denotational semantics for system behaviors, ev,
is presented in Figure Bl It is just what one would expect given recent work
on the resumption monadic semantics of concurrency [23]. Please note that
because each observable event (namely u or g) is wrapped by a load, each such
event is paused with P. The run morphism for this monadic event system,
which projects resumption computations in R to the runtime platform K (see
Figure ), is defined as:

run : Ra — Ka
run (D v) = ngv
run (P @) = ¢ * run

5.2 Basic Separation System

Event systems contain trace projections based on security level—we write
these as “ly;” and “|,.” Monadic event systems need a similar capability,
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which is achieved by refining the resumption monad transformer of Papaspyrou
[23] to reflect the Hi and Lo security levels. The refined resumption monad
transformer is:

ResTyMa = uR.D a+ P, (M(Ra)) + Py (M(Ra))

The unit n is D, and the bind % of the transformed monad is defined just as
one would expect:

(Do) *f =fu
(Pro ) * f = Pio (¢ %, Ar. nm(rf))
(Phi @) x f = Pui (¢ *x,, Ar. nm(rxf))

Using this refined resumption transformer and StateT, we define the new
monad hierarchy and monadic event system in Figure [6| for any monad M.
Here, L and H are state types equal to Name — Int. Associated with these
monad constructions are a number of non-proper morphisms also shown in
Figure[Bl. The morphisms u;, and ug apply a state-to-state map to the current
state in their respective monads, while the morphisms g; and g read and
return the current state. The liftings liftL and [iftH reinterpret Lo and Hi
computations, resp., in the kernel monad K. The aforementioned morphisms
are all defined by applications of the StateT monad transformer. The mor-
phisms stepH and stepl create a “paused” K computation in either the Hi
or Lo security levels. The “step” functions result from the application of the
ResT,; transformer.

By Theorems B3] and 4] we know that the monad K is a state monad
with the operations lifted from the Hi and Lo monads. That is, the following
are state monads:

<KanKa*K ) (liftL o uL)a (liftL gL)a L> (Ka"?Ka*K ) (liftHO uH)a (hftH gH)aH>

There are two semantics for Beh corresponding to the Hi and Lo security
levels—these are evH and evL, respectively.

The following example illustrates how the monadic structure is key to mak-
ing this approach work. The semantics evl (evH) creates traces by injecting
the Lo (Hi) operations into the P, (Py;) side of R. Let ¢ be (z:=1), then the
low- and high-security meanings of ¢ are:

evl ¢ = Py (uplz — 1] >k nx(D ()) (low)
evH ¢ = Py; (ug[z — 1] >k k(D () (high)

Note that the assignment in ¢ is mapped by evL and evH into lifted operations
on different monads (i.e., Lo and Hi in (low) and (high), resp.). Then, this
security assignment is maintained in the resumption trace by the P, and Py;
tags. Because uy and uy operate on different states, these assignments can
not interfere (in the sense of Section E2).
Below are two schedulers for the basic separation model, withHi and withoutHi,

for a simple monadic event system. The schedule (withHi lo hi) creates Lo
and Hi threads from event behaviors [o and Az, resp., in a round-robin fashion.
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Schedule (withoutHi lo) creates a single Lo thread.

withHi : Beh — Beh — R() withoutHi : Beh — R ()
withHi lo hi = weave (evL lo) (evH hi) withoutHi lo = evL lo

weave : R() = R() = R()
weave (Pro @) (Pri v) = PLo (¢ %, ATio- nc(Pri (v *, Arni-nk (weave rio Thi))))

The run morphism from Figure[3] which projects resumption computations
in R to the runtime platform K, is defined as:

run : Ra—Ka

run (Dv) = nkv

run (PLo @) = ¢ x, Tun
run (Pui ¢) = ¢ x, Tun

5.8 Security for this setting: take separation

This section develops a non-interference style specification of domain separa-
tion for monadic event systems. The question we answer is: given a resumption
computation representing a schedule of threads on separated domains, how do
we specify that those processes do not interfere? The answer we provide in this
section adapts a technique for proving properties of streams to the resumption
monadic setting.

A common technique for proving a property of infinite lists is to show that
the property holds of all finite approximations (i.e., finite initial prefixes) of
the list. A well-known version of this technique is the take lemma [3):

s1 =8y & V (n<w). take n sy = take n s,

where (take n [vi,...,vp,...]) = [v1,...,v,]. To show two streams s; and sy are
equal using the take lemma, one shows that, for any non-negative integer n,
each length n prefix of s; and s, are equal.

The security property proved here is analogous to the take lemma—hence
its name. If, for any initial sequence of interleaved Hi and Lo events with n
Lo events obtained from a system execution:

hO;ZO;---;hn;ln

the effect of its execution on the Lo state should be identical to that of exe-
cuting the Lo events in isolation:

lo;...; 1,
Using the denotational semantics, we make this precise:
run [ho 5 lo ... ha s L) >k mask = run [ly ;... 1,] >k mask

Here, [—] is defined as in Equation [l with evl and evH from Figure [@]
and mask is a stateful operation on the K monad which overwrites all non-Lo
states. The particular definition of mask differs as the monadic event system
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Dynamic Scheduling (3) Thread-level Control (4) Interdomain Communication (5)
R = ResTz K R = ResT3 K R = ResT3 K
K = StateT Sys (StateT H (StateT L Id)) K = ... K = ...
Sys = [R()] x [R()] Sys = [ReRsp] X [ReRsp] Sys = [ReRsp] X [ReRsp] X [Int] X [Int]
Re = ResTy K Re = ResTy K
Reqqy = Continue + Sleep Reqs = Reqq + Snd(Dom,Int) + Rcv(Dom, Var)
Rsp = () Rop = )
Dom = Hi+ Lo

Summary of Refinements to ResT

ResTg Ma = pR.Da + P(M(Ra))

ResTy Ma = pR.D a + P, (M(Ra)) + Py (M(Ra))

ResT3s Ma = pR.D a + P, (M(Ra)) + Py; (M(Ra)) + Pk (M(Ra))

ResTy Ma = pR.Done a + PauseLo (Req X (Rsp — M(Ra))) + PauseHi (Req X (Rsp — M(Ra))) 4+ PauseK (M(Ra))

Fig. 7. The rest of the story (Points 3-5 in Figure [d)). This briefly summarizes the
refinements to the monad hierarchies underlying these systems. We omit point 2
(multitasking) as it requires no refinement to the monad transformers.

is refined, but here, it is merely liftHi(ug (A_.hg)). The operator mask plays
the role of ||, in a trace-based event system. We define an additional helper
function, takeLo. The function (takeLo n) picks out the initial sequences
containing n Lo events:

takeLo : Int — R() — R()

takeLo 0 z = D()

takeLo n (Pro ) = Pio (¢ *, (1k o (takeLo (n —1))))
takeLo n (Pui ) = Pui (¢ %, (nk o (takeLo n)))

We may now formulate and prove take separation for the Basic Separation
system described in Section B2}

Theorem 5.2 (Take Separation) Let lo and hi be any Beh programs, then
for all natural numbers n,

run (takeLo n (withoutHi (evL lo))) > mask
= run (takeLo n (withHi (evL lo) (evH hi))) > mask

where mask = liftHi(uy (A_.ho)) for any arbitrary fized hg € H.

Proof (sketch) of Theorem [.2] by induction on n. All binds x and units 5
below are in the K monad. For any natural number n, the computation:

run (takeLo n (withHi (evL lo) (evH hi)))

will have the form: (Iy > hy > ... > [, > h,) for K-computations /; and h;.
Note that [; and h; are not arbitrary K-computations, but rather are lifted
update and get events from the Lo and Hi domains, respectively. We know
this from the definitions of the semantics evL and evH. This permits reasoning
about system behaviors using atomic noninterference, the state monad axioms,
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and the clobber rule in the following inductive proof.

Case n = 0.

run (takeLo 0 (withoutHi (evL lo))) > mask

= run(Done ()) > mask {defn takeLo}

= run (takeLo 0 (withHi (evL lo) (evH hi))) > mask

Casen =k+1.

run (takeLo (k + 1) (withHi (evL lo) (evH hi))) > mask

= (l1 > h1 > ... > lpg1) > ) > 0()) > mask {right unit & assoc.}

=0L>h > ... > 1) > begr) > mask {clobber/cancellation}
=1l > h > ... > l(g41) > mask {l(k+1)#mask}
=0L>h > ...> mask> l11 {ind. hyp.}
= hL> ... > mask> ) {li#mask}

~—

h; excised
=1l > ... > l(gg1) > mask {l(k+1)#mask}

run (takeLo (k + 1) (withoutHi (evL lo))) > mask

6 The rest of the spectrum

Figure [[] summarizes the refinements to the monadic hierarchy along the de-
velopment path in Figure [@—this includes points 3-5. While lack of space
allows only a very high-level description of these systems, it is astonishing
how easily system behavior may be enriched with only very small changes to
the underlying monad hierarchy.

Point (3) extends system behavior with dynamic dispatch of threads. The
Sys state now maintains wait lists for Hi and Lo threads. Kernel-level events
(i.e., scheduling decisions) now are included in the ResT; transformer in the
form of the Pk constructor. Point (4) extends system behavior with thread-
level control flow in the form of a Unix-like “sleep” signal. Monad transformer
ResT, is a refinement to ResT; which adds signals. ResT, provides a non-proper
morphism, usersignal : Req — Re Rsp allowing user threads to contact the kernel
with requests (e.g., Sleep), and, due to the dynamic dispatch capability, the
kernel may service such requests. Point (5) implements asynchronous send
and receive by enriching the Sys state with Hi and Lo message buffers and
the Req type with send and receive signals. A thread contacts the kernel with
usersignal as before, and it is the responsibility of the kernel to ignore insecure,
“write-down” requests (e.g., usersignal(Snd(Lo, msg))) from Hi threads.

7 Conclusion

Although the verification of OSKer’s security properties is not complete, the
challenges of this verification have inspired the work here. Our approach is
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based on the assumption that fully-automated methods—such as information-
flow type systems—are not currently powerful and general enough to verify a
large, complex system such as OSKer. The formidable task of verifying OSKer
can be kept tractable by these techniques: (1) the system is built using a purely
functional, statically-typed, polymorphic language, and thus the majority of
the system components can be reasoned about using only their types; and (2)
the system is structured to minimize the code that must be reasoned about
explicitly.

Our system structure is based on monads, originally introduced to allow
principled, effectful programming in pure, higher-order functional program-
ming languages. Using monads, imperative features can be added to a pure
language while preserving the semantics of the purely functional subset of the
language. This work demonstrates that the monadic approach to effects has
benefits far beyond the mere imitation of imperative style: using monads we
can precisely manage and control information-flow and scope of effects. How
such control might be achieved in an imperative language remains an open
question.

The implementation language must be typed and purely functional to en-
sure that the monad abstraction is not compromised. Though we use Haskell
as our implementation language, we do not use its laziness or type classes in
any essential way; thus our techniques could be applied using the pure subset
of ML. We have implemented systems 0-5 from Figure[d in Haskell, and these
implementations are available by request from the first author.

Monad transformers have proven their usefulness for modularizing inter-
preters and compilers [I6/14], resulting in modular components from which
systems can be created. In this work we have shown their usefulness for mod-
ularizing a very different type of system. As seen in Section [, this modularity
enables us to straightforwardly extend and refine our system to have greater
functionality. Our formulation also allows for extending our notion of interfer-
ence to the intransitive case [12J29], thus allowing for trusted processes (such
as cryptographic servers) that are allowed to reclassify information.

A modular system not only allows for easier extension but also results in
more modular verification. As we extend the system, we extend and modify
the verification proofs; we need not perform verification from scratch. Al-
though this is a work in progress, we expect our techniques to scale as our
system grows in functionality. Scalable techniques for the modeling and im-
plementation of complex systems requiring high confidence in their security
properties remains a grand challenge of computer science. We believe that
the ultimate solution to this challenge will draw heavily from the theory and
practice of purely-functional, higher-order, typed languages.
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