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Abstract

This paper advocates a novel approach to the construction of secure software:
controlling information flow and maintaining integrity via monadic encapsulation
of effects. This approach isonstructive relying on properties of monads and
monad transformers to build, verify, and extend secure software systems. We illus-
trate this approach by construction of abstract operating systems sapadation
kernels Starting from a mathematical model of shared-state concurrency based on
monads of resumptions and state, we outline the development by stepwise refine-
ments of separation kernels supporting Unix-like system calls, interdomain com-
munication, and a formally verified security policy (domain separation). Because
monads may be easily and safely represented within any pure, higher-order, typed
functional language, the resulting system models may be directly realized within a
language such as Haskell.

1 Introduction

Confidentiality and integrity concerns within the setting of shared-state concurrency
are primarily addressed by controlling interference and interaction between threads.

*This research supported in part by subcontract GPACS0016, System Information Assurance Il, through
OGI/Oregon Health & Sciences University.
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Figure 1: (Left)Separation KernelThreads within each domain can only access their
own state, and all inter-domain communication is mediated by the kernel. The kernel
enforces a “no write down” security policy. (RigHtayering Monads for Separation
Combining fine control of stateful effects with concurrency into Layered Monads have
important properties “by construction”.

Several investigators have attempted to achieve control of interference through lan-
guage mechanisms that systematically separate information. Most of these approaches
have been security-specific extensions to type systems for existing languages [10, 52,
21,51, 40, 36].

In this investigation we take a different approach. We do not use a domain-specific
extension to the type system. We use a standard pure functional language, with its
existing type system, as our base language. Within that language and type system
we characterize the effects that are at play in an operating system kernel using the
semantic technique of monadic encoding of effects. Most importantly, we construct
the effect model in a modular manner using constructions called monad transformers
[32, 26]. This modularity enables clear distinctions to be made in the type system that
show exactly what facets of the global effect system a program fragment may impact.
This permits the expression of a kernel that has provable global separation policies,
while still enabling the expression of policy functions in specific, identifiable contexts
in which separated effects are allowed to interfere.

The development proceeds by developing three model kernels, the complete code of
which may be downloaded from our website [18]. These kernels build on one another.
The first provides the reference point for thread behavior in isolation—the model of
integrity of thread execution. The second and third kernels provide more sophisticated
concurrency and communication primitives with sufficient power to be vulnerable to
exploitation if separation is not achieved.

Precise Control of Effects. Monads support an “abstract data type approach” to lan-
guage definition [11], capturing distinct computational paradigms as algebras. A help-
ful metaphor is that a monad is a programming language with (at least) sequenking (
and “no-op” Ekip ) constructs where () is associative and hakip as its right and

left unit. Monad “languages” may contain other language features corresponding to
their computational paradigms: the state monad, for example, has assigrsmeand
resumption monads [37] define concurrent executjpn) @nd, in some formulations,
“reactive” programming features [32] such as message passing, synchronization, etc.
Monad transformers [32, 26] are monad language “constructors” which add new fea-
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Figure 2: Scalability Kernel specifications based on fine control of effects achieve a
significant level of scalability in two important respects: they are easily extended and
modified and the impact of such extensions on the security verification is minimized.

tures to a monad language with each monad transformer application while preserving
the behavior of its existing features; such modularly-constructed monads are referred
to aslayeredmonads.

Monad transformers add new features while preserving the behavior of existing
ones; this is the essence of modularity and extensibility in interpreters and compilers
based on layered monads [11, 26, 20]. Less well-known is that “layering” effects con-
trols theinteractionof features from different layers. These are “free” properties in the
sense that they come cost-free as a result of structuring by monad transformers. The
fine-grained control of stateful effects achieved thereby is key to the present approach
to secure systems. One such structural property of layered state monads is the commu-
tation of imperative operations from separate layers; that fsaihd! are imperative
operations on different layers, thénl = [; h. From the point of view of integrity and
information flow security, this relationship precisely captures operation-level noninter-
ference (calledtomic noninterferencbere) and provides a flexible foundation for the
development of software with information flow security.

We demonstrate this approach through the construction of abstract operating sys-
tems callecseparation kernelsSeparation kernels [47, 46] enforce a noninterference-
based security property by partitioning the state into separate user spaces or “domains”
(see Figure 1, left); the kernel mediates all interdomain communication, thereby en-
forcing its security policy. The state partitioning is easily achieved through multiple
applications of the state monad transformer, and this, when combined with appropriate
models of concurrency, provides all the raw material necessary for building separation
kernels (as shown in Figure 1, right). However, layering effects is more than an imple-
mentation technique: properties arise from the underlying structure of layered monads
which prove useful in verifying the integrity and security of such kernels—separation
is, in a sense, “built-in” to layered state monads.

This approach emphasizes scalability; Figure 2 illustrates the refinement process of
the three separation kernels, and each step along that arrow marks an extension to ker-
nel functionality. The kernel at poirgtl ), in which threads are executable in complete
isolation on separate domains, is not interesting from an information security point of
view in itself. However, it does provide basic separation entirely as a consequence of



its layered monadic structure and serves as a foundation for the other two kernels. The
kernel at poin{2) extends poin{1) with inter-domain functionality: message-passing
obeying a “no-write-down” security policy. Poiri8) extends(2) with intra-domain
functionality: a Unix-like fork system call. Poir{8) illustrates the scalability of the
approach; its new functionality, being irrelevant to security, has little impact on security
verification. For the sake of simplicity, we assume there are exactly two user domains,
Hi and Lo, but all of our results generalize easilystouser domains and security lat-
tices. Monad transformers are well-known tools for writing modular and extensible
programs [25, 19]. Less frequently recognized is their value for formal specification
and verification; the impact of the kernel refinements on the verification is minimal.
Section 2 summarizes the background on separation kernels and formulates three
process languages corresponding to pojhjshrough(3) in Figure 2. Section 3 be-
gins with an overview of monads and monad transformers, then develops the theory
of layered state monads describing how it addresses integrity and information flow
concerns. Section 4 illustrates how layered state monads express the basic model of
integrity when combined with a sequential theory of concurrency based on resump-
tion monads; this section begins with an overview of resumption-based concurrency
and ends with the formulation of separation security in this setting—what weagell
separation Based on a refinement to the concurrency model allowing expression of re-
active programs, Section 5 explores the implementation and verification of interdomain
and intradomain extensions to the basic model of integrity; the section begins with a
description of reactivity in monadic form. Section 7 surveys related work. Finally,
Section 8 summarizes the present work and outlines future directions.

2 Separation Kernels

A separation kerneénforces process isolation by partitioning the state into separate
user spaces (Rushby calls these “colours”), allowing reasoning about the processes
in each user space as if they were physically distributed. The security property—
separatior—is then specified using finite-state machines, and separation (i.e., that
differently-colored processes do not interfere) is characterized in terms of traces arising
from executions of these machines.

A separation kernel [47, 46]\f = (5,1, 0, nextinp,out), is an abstract machine
formally characterizing a multi-user operating system. Heéfe/, andO are finite
sets of states, inputs, and outputs, respectively, and there are funaions — S,
inp: I — S, andout : S — O to represent state transition and the observable input
and output ofM. The functionsnext inp, andout are total because each individual
machine action is assumed to terminate. There are different user domains or “colours”
{1,...,m} and the input and output sets are partitioned according to user domain:
I=I'x...xI™andO = O'x ... x O™. A computationfrom initial inputi € I
is an infinite sequencésg, s1, . ..) such thatsy = inp(¢) ands;41 = nexts;) for all
0<j.

The behavior of processes in user domais separablefrom other user domains
in M if, and only if, ¢'s outputs depend only on the input visible do If this fails,
then M allows interference betweenand some other user domain and is considered



insecure. There are several functions defined on computations that allow this idea to
be formalized. The functiores(:) mapsout onto each state in a computation starting
from inputi: res(i) = (out(sg),out(sy),...). Functionextc,z) projects all of the
c-coloured objects from, soext(c, res(4)) is the trace of alt-outputs inres(7). Func-

tion condensgs) removes all “stutters” frony: condensg(1,2,2,2,3)) = (1,2,3).
Stuttering may occur because the scheduler representexkiis not completely fair,

and allowing stuttering introduces the possibility of a timing channel [23] with which
the separation property does not attempt to cope. The formal statement of separation
security is:

ext(c,i) = extc,j) =
condensgext(c, res(i))) = condensgextc, res(j)))

for all coloursc € C and inputsi, j € 1. It requires that, on any user domaiand for
any inputsi, j indistinguishable by: (i.e., extc, ) = ex{c, j)), ¢ produces the same
condensed output (i.ecpndensgext(c, reg(:))) = condensgextc,res(j)))).

Separation (both in Rushby’s formulation [47] and ours) confronts storage and le-
gitimate (i.e., using system resources to transfer information) channels, but not covert
or timing channels [23].

Process Languages for Separation KernelsLhis section formulates an abstract syn-
tax for separation kernel processes. Processes are infinite sequences of events; in BNF,
this is: Process= Event; Process It is straightforward to include finite (i.e., termi-
nating) processes as well, but it suffices for our presentation to assume non-terminating,
infinite processes.

Events are abstract machine instructions—they read from and write to locations
and signal requests to the operating system. We have three event languages, each cor-
responding to a point in Figure 2 and is an extension of its predecessor:

— 1. basic integrity:
Event= Loc= Exp
— 2. interdomain communication:
Event= Loc:= Exp| bcast( Loc) |recv( Loc)
— 3. standard services:
Event= Loc:= Exp|bcast( Loc) |recv( Loc) | fork
Exp =1Int|Loc|Exp ® Ezxp

Each event language has a simple assignment statefrrert, which evaluates its
right-hand side e< Exp, and stores it in the locatioric Loc, on the left-hand side.
Expressions are constants, the contents of a location, or a binary operation. The sec-
ond and third event languages extend the first with broadcast and receive primitives:
bcast( 1) andrecv( [). The evenbcast( [) broadcasts the contents of location

[, whilerecv( [) receives an available message in locatfiofhe third language ex-
tends the first two with a process forking primitiferk , producing a duplicate child
process executing in the same address space.

1The functionext(c, =) is overloaded in the original worl; may be an input, output, or infinite sequence
of inputs or outputs.



None of these languages is “security conscious”—their syntax does not reflect secu-
rity level or domain—and, therefore, the maintenance of integrity and security concerns
is entirely the responsibility of the kernel. Note also that information flow security is
non-trivial as the message passing primitives have the potential for insecure leaks. The
fork primitive has no impact on security or integrity concerns at all; it was included
so that, later in this article, we may illustrate the negligible impact that such security-
irrelevant features have on security verification due to the monadic encapsulation of
effects.

3 Layered State Monads & Separation

Monads and their uses in the denotational semantics of languages with effects are es-
sential to this work, and we assume of necessity that the reader possesses familiarity
with them. This section begins with a quick review of the basic concepts of monads and
monad transformers [32, 25], and readers requiring more should consult the references
for further background.

Monads are algebras just as groups or rings are algebras; that is, a monad is a
type constructor (functor) with associated operators obeying certain equations. These
equations—the “monad laws"—are defined below. There are several formulations of
monads, and we use one familiar to functional programmers called the Kleisli formula-
tion: a monadV/ is given by an eponymous type construcidérand theunit operator,

7 : a— M a,and thebindoperatorx : M a— (a— M b) — M b. The(n) and(x)
operators correspond to theKip " and “; " constructs in the “monads as program-
ming languages” metaphor from the introduction. Monads are typically extended with
additional operators callatbn-propemorphisms; in monadic semantics for languages
with effects, each language effect is modeled by one or more such additional operator.

Monads play a dual®le here as a mathematical structure and as a programming
abstraction—this duality supports both precise reasoning and executability. We repre-
sent the monadic constructions here in the pure functional language Haskell 98 [38] al-
though we would be equally justified using categorical notation. The choice of Haskell
is somewhat arbitrary as any higher-order functional programming language will do,
and so we suppress details of Haskell's concrete syntax when they seem unnecessary
to the presentation (in particular, instance declarations and class predicates in types).
We also continue to usgandx for monadic unit and bind instead of Haskeltsturn
and>>=. The Haskell 98 code for these constructions is available online [18]. We fol-
low the standard convention th@at) stands for “has type” and) for list concatenation
(Haskell 98 reverses this notation).

Defining a monad in Haskell typically consists of declaring a data type and an in-
stance declaration of the built-ionad class [38]; note, however, that Haskell does
not guarantee that members bfonad obey the monad laws. All of the construc-
tions presented here, however, produce monads [32, 26, 37]. The data type declaration
defines the computational “raw materials” encapsulated by the monad. The identity



monad, containing no raw materials, and the state moSadcontaining a single
threaded statsSto, are declared:

data/la =1a

del (I x) =z

nov =1v

(1)xf =fu

data Sta = ST (Sto — (a, Sto))
deST (ST z) = z

nv = ST (As. (v,s))

(STz)*x f = STs. let(y,s’) = (xs) indeST(fy) s')

The state monad has operators for reading the gtateSt Sto (pronounced “get”),
and writing the statey : (Sto—Sto) — St () (pronounced “update”):

g = ST (Xs.(s,9))
ud= ST (As.((),65))

Here, () is both the single element unit type and its single element. The “null” bind
operator,(>>): M a — M b— M b, is useful when the result ofs first argument is
ignored:z>>y = z *x A _ .

The state monad transformer generalizes the state monad. It takes two type param-
eters as input—the type constructamrepresenting an existing monad and a store type
s—and from these creates a monad adding single-threagredsing to the computa-
tional raw material ofn. Using the bind and return of,, the new monadStateT s m)
is defined:

data StateTs m a = STs — m(a, s))
deST (ST z) = z

nov = ST (As.nn(v,9))
(STz)xf = ST (As.(z8)*nA(y,s").deST (f y) s')
lift x = ST (As. 2 xpn Av. 7, (v, 8))

The bind and return of the input monaad are distinguished from those being de-
fined by attaching a subscript (e.g.,). We adopt this convention throughout, elim-
inating such ambiguities by subscripting when it seems helpful. The “lifting” func-
tion, lift : m a—StateT s m a, enriches computations in monad as computations

in StateT s m. The non-proper morphisms are redefined as:

g @ StateT sm s

g = ST (\s.0n(s,5))

u @ (s—s)— StateT s m ()
uwd = ST (As.mn(0),05))



The morphisms:, n, andlift satisfy themonad lawgtop three) and thkfting laws
(bottom two) [25]:

(eftunity  (nv)* k
(right-unit)y T x 7
(assoc) JJ*()\ U.(kv * h)) = (z*k)*h

lift o 0, n

lift (2 % f) (lift z) = (lift o f)

A layered monads one constructed from multiple applications of monad trans-
formers; one such construction that we will use shortly is the two-state monad:

kv
T

K £ StateT Hi (StateT Lo I)

where Hi and Lo are fixed types representing the high and low security states in Fig-
ure 1 (their exact structure need not concern us yet). The minaaks two states with
corresponding update and get operations. The update and get operations corresponding
to the Hi state, defined as, and g, are given by the application of tH&tateT Hi)
transformer; thédi operations are added to the one-state manad (StateT Lo I)

while theLo operatorsy, andg, are lifted fromm:

uy 2 (Hi—Hi) — K () Uy 8 2 ST (N h.ny ((),0 h))
¢ K Hi g6 = ST (Ah.ny(h,h))
u :(Lo—Lo)— K () w2 lift o u

g K Lo a =lift g

uo : (Lo—Lo) — m () up 6 = ST (M h.n (), h))
go : m Lo Ggo 0 = ST (Ah.m (h,h))

A notational convention used throughout attaches a subs&ript . to any operator
acting exclusively on théli or Lo domain, respectively.

3.1 Separability via Layered State Monads

Execution of threads in a separation kernel is ultimately reflected as a sequence of
updates on thEi andLo domains; this section describes how separation may be defined
monadically and how layering supports separation verification. Llbhéomain must
be separabld47, 46] from theHi domain; that is, the outputs of threadslanshould
depend only on inputs tbo threads. Rather than rely on explicit access to input and
output states of¢ computations (which would “break” the monadic abstractions), we
characterize separability in terms of interactions between effedts in

Separatind.o from Hi means thakto-events are unaffected by the executiotof
events. For any sequence of interlea¥icand Lo operationshg ; lg ;... ; Ay ; In,
the effect of its execution on thieo state should be identical to that of executing the
Lo events in isolationiy ;...; l,,. If we have aK operationmask, which commutes
with the Lo operations and cancels thk ones (i.e.;; mask = mask), then we may



extract thelo effects by erasing thdi ones:

hoslos...s hy s (I s mask)
= ho;lo;...; (h,;mask);l,
= ho;lo;...;mask; 1,

(masking out all; )
= lgp;...;1, ;mask

The key insight is thaall layered state monads have the necessary structure and
properties to encode this argument! Each of the operations above may be interpreted
within a layered state monad; in particulay; is the monadic bind operation. Each
equation may then be established via properties of layered state monads, where “=" is
ordinary denotational equality of state computations. Layered state monads have intra-
layer properties (callesequencingndcancellationbelow) guaranteeing the existence
of an effect-cancelingnask operation. Layered state monads also have inter-layer
properties (calleétomic non-interferencbelow) delimiting the scope of stateful ef-
fects: themask operation from one layer is guaranteed to commute with operations
from other layers. This precise control of effects greatly facilitates the verification of
separability: the very construction & provides much of the power to verify sepa-
rability. The next section defines the intra- and inter-layer properties of layered state
monads and then states theorems showing how these properties are inherited by con-
struction.

Layered State Monads & Separation. This section presents an algebraic character-
ization of layered state monads. First, a characterization of necessary structure for
state monads is given in Definition 1. Then, the required intra-layer behavior of this
structure ¢equencingndcancellatior) is captured in Definition 2; this is intended to
capture the necessary behavior for separation verification and is not meant to be a com-
plete axiomatization of state monads. Then, the necessary inter-layer belatmmic(
noninterferenciof these non-proper morphisms required later in the proofs is captured
by axioms below in Definition 3.

Definition 1. Astate monad structureis a quintuple(M, n, , u, g, s) where(M, n, x)
is a monad, and thepdateand get operations ons are: u : (s — s) — M() and
g: Ms.

We will refer to a state monad structuf®/, n, x, u, g, s) simply asM if the asso-
ciated operations and state type are clear from context.

Definition 2. A state monadis a state monad structurg\/, n, , u, g, s) such that the
following equations hold for any, /' : s — s,

uf>uf = u(fof) (sequencing)
g>uf = uf (cancellation)

The (sequencing) axiom shows how updatingfbgnd then updating by’ is the
same as just updating by their compositigho f). The (cancellation) axiom specifies



thatg operations whose results are ignored have no effect on the rest of the computa-
tion. A consequence of (sequencing) we use later is:

uf>>mask = mask (clobber)
wheremask is defined asu (A-.og) for some state.

Definition 3. For monadM with bind operationx, define thextomic noninterference
relation # C M () x M () so that, forp,~v : M (), ¢ # ~ holds if, and only if, the
equationy >> v = v >> ¢ holds.

Theorems 1-3 support the construction of modular theories of stateful effects using
the state monad transformer. Theorem 1 showsSktateTcreates and preserves state
monads. Theorems 2 and 3 show tB#ateTcreates and preserves the atomic nonin-
terference relation. These theorems follow by straightforward induction on the type
structure of(StateTs M), assumingl is an arbitrary monad; they are proved in the
appendix. Note also that, in each of these results, order of applicatioftderT is
irrelevant. A consequence of these theorems is that the kernel ni6ined all of the
desired properties supporting separability reasoning as outlined above.

Theorem 1 shows that the state monad transformer creates state monads from ar-
bitrary monads; a consequence of this theorem is that both state layé&fsolrey
sequencing and cancellation.

Theorem 1. Let M be any monad and/’ = StateTs’ M with operations)’, «', lift,
¢', andv’ defined by(StateTs’). Then:

1. (M 0, g, s) is astate monad.
2. (M,n,*,u,g,s)is astate monad= (M’ , 7/, « lift o u,lift g, s) is also.

Theorem 2 shows that, in layer state monads, the update operations are noninter-
fering; thus, the operationg andw, in K do not interfere.

Theorem 2. Let M be the state mona@\/, n, x, u, g, s). Let M’ be the state monad
structure, (StateTs’ M, n',«', 4/, ¢’, "), defined byStateTs’) with operationsy’, */,
lift, ¢’, andu’. By Theorem 1)’ is also a state monad. Then, for gll: s — s and
fros = & ift(u f) #a (W' f7) holds.

Theorem 3 gives a sufficient condition for atomic non-interference to be inherited
through monad transformer application.

Theorem 3. Let M be a monad with two operations,; M () andp : M () such that
o#un p- LetT be a monad transformer with operator, liftM « — (T M) a, obeying
the lifting laws(see Section)3 Then,(lift o) #r ar) (lift p)

Taken together, Theorems 1-3 show that the inter- and intra-layer properties of
layered state monads extend to an arbitrarily large number of layers; this allows us to
construct and verify separation kernels with more than two domains.

10



4 Addressing Integrity Concerns

While confidentiality policies seek to eliminate inappropriate disclosure of informa-
tion, integrity policies seek to eliminate inappropriate modification of data. This sec-
tion demonstrates how monadic fine control of effects addresses integrity concerns. To
do so, we present tHeasic model of integrityn Section 4.1. In this kernel, threads in
different domains are totally separate—they cannot modify storage in another domain.
This complete separation is a direct consequence of the properties of layered state
monads developed in Section 3.1. Before the basic integrity model may be described,
however, we must formulate its concurrency model, and for this, we use monads of
resumptions.

Layered Resumption Monads & Separation.A natural model of concurrency is the
trace model [45]. The trace model views threads as (potentially infinite) streams of
atomic operations and the meaning of concurrent thread execution as the set of all pos-
sible thread interleavings Resumption monads [32, 37] support a similar notion of
sequential concurrent computation:

data Ra  =Donea | Pause K (R a))
(Donev)xf =fw
(Pauser) x f = Pause(r x« Ak. 1« (kx f))

n = Done
step : Ka—Ra
step = Pause (z *¢ (1 o Done))

Here, the bind operator fak is defined recursively in terms of the bind and unit for
K. A useful non-proper morphismtep, recasts & computation as a® computa-
tion. We refer to this as thbasicresumption monad to distinguish it from the more
expressiveeactivevariety defined later.
In the trace model, if we have two threads= [ag, a1] and b = [bg] (Wwhere ag,
ai, and by are atomic operations), then the concurrent execution of threauafsl b
is denoted by the set of all their interleavings. The basic resumption monad has lazy
constructorsPause and Done that play the @le of the lazy list constructors cors)
and nil (]) in the trace model. If the atomic operationscofndb are computations
of type K (), then any interleaving of andb may be represented as a computation of

type R():

Pause (ag >> n (Pause (a1 >> n (Pause (by >> n (Done()))))))
Pause (ag >> 1 (Pause (bg >> n (Pause (a1 >> n (Done()))))))
Pause (bg >> n (Pause (a9 >> n (Pause (a1 >> n (Done()))))))

where>> andn are the bind and unit operations of the moniéd Where the trace
version implicitly uses a lazy cons operati¢ir:¢), the monadic version uses some-
thing similar: Pause (h >> 7 t). The laziness oPause allows infinitecomputations
to be constructed i just as the laziness of cons(ih::t) allows infinitestreamsgo be
constructed.

2This is a slight simplification which suffices for our presentation.
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With this discussion in mind, the previous construction may be generalized as a
monad transformer [37] defined as:

data ResT m a = Donea | Pause(m (ResT m a))

(Donev)xf =fuw

(Pauser) x f = Pause(r x, A&. 1, (K x f))
n = Done

step : ma—ResT ma

step = Pause (T %, (1, © Done))

We refine this transformer to make it “security conscious” by reflectingitend Lo
security levels:

data ResT m a = Done a|Pause (m (ResT m a))
| Pausg (m (ResT m a))

stepg : ma — ResT ma

stepg = Pause (z *, (1, o Done)) ford € {H, L}

Approximation Lemma for Basic Resumptions. There are well-known techniques

for proving equalities of infinite lists; these are take lemmd7] and the more general
approximation lemm#l4]. Both are based on the fact that, if all initial prefixes of two
lists are equal, then the lists themselves are equal; it does not matter whether the lists
are finite, infinite, or partial. The approximation lemma may be stated as: for any two
lists zs andys,

zs = ys < foralln € w, approx n xs = approx n ys
whereapproz : Int — [a] — [a] is defined as:

approz (n+1) I
approz (n+1) (z : xs) =z : (approz n xs)

A similar result holds for basic resumption computations as well. The Haskell
function approx approximates? computations:

approx : Int — Ra — Ra
approz (n+1) (Done v) = Done v
approz (n+1) (Pause ¢) = Pause (¢ * (n o approx n))

Here, we consideR defined more generally than in the previous section; that is, its
type constructor is written in terms of an arbitrary morddrather thank):

data R « = Doneaq | Pause(M (R a))

Thex andn in the definition ofapproz are those of the monatf. Note that, for any
finite resumption-computatiop, approx n ¢ = ¢ for any sufficiently largen—that

is, (approz n) approximates the identity function on resumption computations. We
may now state the approximation lemma for basic resumptions:

Theorem 4 (Approximation Lemma for Basic Resumptions). For anyp,~: R a,
p =<« foralln € w, approxn ¢ = approxn .

Theorem 4 is proved in Appendix B.

12



4.1 Point 1: Basic Model of Integrity

We now have all the necessary raw materials to build the basic model of integrity (point
1 of Figure 2); the good news is that, modulo a simple refinement to the resumption-
monadic concurrency model, we have what we need to build the other kernels as well.
Constructing the basic model entails giving monadic semantics t&thet, Process,

and Exp languages, as well as specifying a scheduler. It is assumed the nkdisad
defined as in Section 3, that thi& and Lo types model computer memory, and ttiat

is defined fromK using the resumption monad transformer:

type Loc = String type Lo = Loc—Int
type R = ResT K type Hi = Loc—Int

These constructions provide the following non-proper morphidiftsstep, step, g.,

gu» U, andw,. For the sake of convenience, we define the following helper functions;
(getlocy 1) reads the contents of locatidron domaind and (setloc, | v) storesv at
location/ on domaind:

getloc, : Loc — K Int

getloc, I = (ga*qa Ao.n (o))

setlocy : Loc — Int — K a

setlocg 1 v = uy [I—v)

[i—v] =Ao. An.if i=nthenvelseon

There is only one event in this system—an assignnegnt src. Its semantics,
given below, computes the expression andstores the result in therg location; this
K computation is cast as an atomic actiordmusingstep:

&l- : Event — R()

&ll:i= €] =step(Vife] * setlocy 1)
R[-] : Process — R()
Ple;ed = &[e] >> Pieq

The process semanticB,[—], gives rise to a precise notion of threadtheeadis any

R computationyp, for which there is @ € Process such thatR,[p] = ¢. Furthermore,

the notion of thread includes any “tail” portion of a process denotation; for example,

if (stepe>>¢t) is a thread, then so is We expand on this notion in Section 5.3
below. The expression semantiti]—], is a standard definition for expressions in the
presence of state (and is included to create more expressive system demonstrations as
appear later in Figure 4):

V-] : Ezp — K Int
Val4] =ni
V] = getloc, |

Vler®ex] = Vfer] x Avi. Vi[ea] * Ava. 1 (v1Gwa)

The operatior® refers to any standard binary function on integers.
The corecursive function;r, defines a scheduler for the basic integrity model. A
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round-robin scheduling of threads; ¢s, is created by interleaving the waiting thread
list ¢s:

m:[R(O] — R()
7] = Done()
rr ((Pauseg t)::ts) = Pauseg (t xAk. n (rr (ts+H-[k])))

We assume thatr is applied to threads (i.e., elements within the rang®;pf-]) and
thatts is a finite list. A procesg is executed on domaii of this separation kernel by
including&[p] in ts; it is assumed for the remainder that all system executions arise in
this manner.

5 Allowing Secure Interdomain Interaction

This section extends the basic integrity model to include primitives for interdomain
interaction—in this case, asynchronous message broadcast and synchronous receive
events—which introduce the possibility of insecure information flow. Interdomain in-
teractions are mediated entirely through the separation kernel as in Rushby’s original
conception [47, 46] and it is in the kernel that the “no write down” security policy is
enforced. This extension follows the pattern of modular language definitions [25, 19]
as well in that the text of the basic integrity model remains almost entirely intact within
the enhanced kernel; the increased system functionality comes about through refine-
ments to the underlying monads. The encapsulation of the new reactive features (i.e.,
message-passing primitives) by a monad transformer aids the security verification by
isolating them from the other kernel building blocks.

Before the interdomain communication kernel (i.e., point 2 of Figure 2) is presented
in Section 5.1, the necessary refinement—adding reactivity—to the monadic theory of
concurrency is outlined. Then, the kernel itself is presented and the security property
for monadic separation kernels is specified and verified.

Reactive Concurrency & Separation. We now consider a refinement to the concur-
rency model presented in the Section 4 which allows computations to signal requests
and receive responses to and from the kernel; we coin thergaativeresumption to
distinguish this structure from the previous oneteActiveprogram [27] is one which
interacts continually with its environment and may be designed to not terminate (e.g.,
an operating system). The notion of concurrent computation associated with the reac-
tive resumption monad encodes the “interactivity” of reactive programs and so reactive
programs may be modeled easily with reactive resumption computations.

As with basic resumptions, reactive resumption monads may also be generalized as
a monad transformer [32]. The following monad transformer abstracts over the request
and response data typesdndr, respectively) as well as over the input monad

dataReactTgr ma = D a| P (q, r—(m (ReactTg r m a)))

nv = Dv
(Dv)«f =fuv
P (req,r) % f = P (req, Arsp. (1 r8p) %m AK. 1y (K% f))
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The responsesp to requestreq is passed to the rest of the computatiom the last
clause.

Reactive resumption monads have two non-proper morphisms. The first of these,
step, is defined as it was witlResT". The definition ofstep shows why we require that
Req and Rsp have a particular shape includiignt and Ack, respectively; namely,
there must be at least one request/response pair for the definitioapof Another
non-proper morphism provided yeactT allows a computation to raise a signal; its
definition is given below. Furthermore, there are certain cases where the response to a
signal is intentionally ignored, for which we defisgmnull:

step : ma — Rea

stepx =P (Cont, A\ Ack. z x,, (N, o D))
stignal : Req — Re Rsp

signal ¢ = P (q, 1 © 1)

signull : Req — Re ()

signull ¢ = P (¢, A 1l (112 ()))

We make the monad transforméReactT ¢ r) security-conscious as before by
including a high and low security pause:

dataReactTgrma = D a
|R (g, r—(m (ReactTg r m a)))
|R (¢, r—(m (ReactTg r m a)))

The bind and unit operations are defined analogouslizdel” as are the high and

low security versions of thetep, signal, and signull [18]. Note that theResT
monad transformer is a special case of reactive monad transformer; for any monad
m, ResT m a = ReactT () () m a.

5.1 Point 2: Interdomain Communication

This section considers the extension of the basic model of integrity of Section 4.1 to
express interdomain communication; any such extension requires demonstration that
Hi domain threads cannot affelos threads—in this case that the system obeys a “no
write down” security policy.

The Event language is extended with two new evertsast( ) andrecv( 1),
and accommodating them requires the introduction of reactivity. To this Radis
extended with broadcast and receive request Bgst(ntandRcy, respectively) and
Rsp is extended with the received responBe\d Inj):

type Re = ReactT Req Rsp K
data Req = Cont | Best Int| Rev
data Rsp = Ack | Revd Int
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type System=([Re ()], [Int], [Int])
rr: System— R ()

([, -) = Done()

(Pd(Cont r):ts, I, h) = Pauseg ((r Ack) *« Ak. ¢ (rr (ts®k, 1, h)))

7 (R(Best m,r)::ts, I, h) = Pauseg ((r Ack) ¢ A&. e (rr (ts®k, I, hdm)))

7 (R(Best m,r)::ts,l,h) = Pause ((r Ack) %« Ak. 1 (17 (ts@k, l®m, hdm)))
rr (R(Rev, r)::ts, I, []) = nex}, (ts®R(Rev, r),1,[])

T (R(Rev, r):ts, I, (m::hs)) = Pauseg ((r (Rcvd m)) *« A&. 1 (11 (ts®k, 1, hs)))

T (R(Rcv, r)::t [], h) =next (ts®&R(Rcv, 1),[], )

7 (R(Rev, r)::ts, (m::ls), h) = Pause ((r (Revd m)) ¢ Ak. 1 (17 (ts®k, s, h)))
& [a]—a—]d]
® la=I+]d]

next : System—R ()
nex; = Pausgornorr

Figure 3: Kernel for interdomain communicationThe typeSystenencapsulates the
kernel resources.

The types of the process and event semantics have changed to reflect the new monad
Re (i.e., R[—] : Process — Re() and&[—] : Event — Re (), but the text of the se-
mantic equations for the existing eveht; e, has not:

&ll:=€ = step (V[ e] * setlocy 1)
&lbcast( z) ] = step (getlog, ) x (signul| o Besh
&Glrecv( z)] = (signa| Rev) xA(Revdm). step(setloc, x m)

Thebcast( x) eventreads the contents:ofind requests its broadcast througBa@at
signal. Therecv( z) event signals &cv request, and, once messagds received,
writes it to locationz.

The kernelrr : ([Re()], [Int], [Int]) — R(), is defined in Figure 3. The kernel is
a corecursive function taking a tuplgs, [, h), consisting of a list of threadgs) and
a message buffer fdro (/) andHi (k) as input; it extends its predecessor with cases
handling the message-passing requests. Figure 3 introduces some shorthand useful in
defining the scheduler . (re, s) passes the response sigaab the “continuation™;
that is,r is the second component in & computatiorR(q, r). If a request may be
handled byrr without affectingk’, thennexj is used.

Note that theHi broadcast affects thigi buffer only, while thelLo affects bothH;i
andLo—this is precisely where the “no write down” policy is manifested. If a thread
tries to receive on an empty buffer, it delays. Note also that both varieties of resumption
monad occur—the reactive for threads and the basic for schedulings.

16



5.2 The Security Property: Take-Separation

This section develops the noninterference style security specification for monad struc-

tured separation kernels. Separation in the resumption-monadic setting resembles a

well-known technique for proving infinite streams equal based otatteslemmd6]—

whence it takes its name. Two streams are equal, according to the take lemma, if, and

only if, the firstn elements of each are equal for every0. Take equivalencis similar

in that it quantifies over initial segments gfcomputations—twa? computations are

take equivalent if thethasking out” of effects on thédi domain within the initial seg-

ments of each leaves the events unaffected; such initial segments are compared by

projecting them to thé& monad, thereby allowing reasoning in the style of Section 3.1.

We make this notion precise below, but it is interesting to note that this technique has

much the same flavor as observational or behavioral equivalence proof techniques.
Two morphisms useful in formulating take equivalencesare andtake; they are

used to capture and project the aforementioned initial sequences:uthaorphism

projects basic resumption computationsKo (take n t) partitions a thread into

two parts; the first part is the smallest initial segment or “prefix’t afontainingn

operations otbo; the rest oft is returned as its value:

run : Ra — Ka

run (Done v) =nwv

run (Pausgyp) =% run
take : Int — Ra — R(Ra)
take 0 z = Done z

take n (Pause ¢) = Pause (¢ x (1o (take (n—1))))
take n (Pausg ) = Pausg (¢ * (no (takg n)))

Two properties ofrun andtake allow us to examine the resumption computations
arising from execution of monadic separation kernels. Property (1) shows-tow
distributes ovelR computations to producE computations. Property (2) demonstrates
how an initial segment of an infinit® computation may be separated into “head” and
“tail” parts. Both of these properties are useful in structuring separation proofs; they
are:

run(z s f) = (runz)x (runo f) (1)
take (n+1) o = (take 1 @) *g (take n) 2)

wherep is an infinite resumption. Property (1) may be proved easily by induction
on the length of its argument if it is finite. If the resumption computatior, f) is
infinite, then the property is trivially true, because, in that case, both sides of (1) are
denoted by L. Note also tha(take n ¢) is always finite. Property (2) follows by
induction on then parameter.

Definition 4 makes the notion of take equivalence precise. The computtakan ¢)
is the smallest finite initial segment pfcontainingn operations orho. Applying run
to this segment projects it t&, where theHi operations may be “erased” as in Sec-
tion 3.1. TwoR computations, for which all of these erased initial segments are equal,
are take equivalent.
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Definition 4 (Take Equivalence). Lety, v : R () be two computations, themand~y
are take equivalentWritten =..) if, and only if, for eachn>1, the following holds

run (take n ) >> mask = run (take n ) >> mask

For (ts,1,h) : System, its restriction to thd.o domain, (ts, [, h)| L., is defined
as: (ts,l,h)| Lo = (ts',1,[]) for ts' containing only theLo threads occurring irts
(in identical order of occurrence). We will sometimes use set theoretic notation with
valuess : System when the meaning is clear; for exampléts; [, k)|, # (" means

ts £ [

Using the(=,.) relation, we may define domain separation:

Definition 5 (Take-Separation Property). Domain separation holds for the kernels
(i.e., one of points 133if, and only if, rr sys =;. rr syslL, for everysys:System
such thatsys | |, #0.

Definition 5 requires that the combined effectlanof runningts on the operating
system is the same as running the threads ofts in isolation—precisely what one
would expect from Rushby’s original formulation.

Proving take-separation property for the interdomain communication kernel is con-
sidered below in Section 5.3. The salient issue with respect to information security for
this kernel is thaHi broadcasts have no effect ba receives:

Theorem 5 (no write down). For z, y : Loc andl, h : [Int],

run (rr ([&[bcast( z) ] >> g[recv( y)]l,1,h)) >> mask
= run(rr ([E[recv( y)]], 1, k)) >> mask

Proof. Below are three properties used in this proof:

rr([&frecv( ) 11,4, h) =rr([&frecv( ») )L, 07) (i)
run (Pause(z x Av.ny)) =2 x Av. run y (i)
run (Pause(n x)) = run (i)

The first observation—thdto receives are oblivious to the contents of themes-
sage buffer—is proved by inspection of the kerneltself. The second follows by the
definition of run and the associativity and left unit monad laws; while the third follows
by the definition ofrun and the left unit monad law.

run (rr ([&[bcast( z) ] >> &[recv( y)]], I, h)) >> mask
{def. &[], ny=&[recv( )}

= run (rr ([step(getloc,(z)) x Av. signal(Bcst(v))>> 1y |,1, h))

>> mask

{def.rr}

= run (Pausg(getloc,(z) xx Av.

n (rr ([signa(Best(v)) >> 1], 1, b)) >> mask

{def.rr}
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= run (Pauseg(getloc,(x) ¢ Av.
n (Pause(n (rr (1], 1, h-+[0])))))) >> mask
{i}
= run (Pauseg(getloc,(z) >>
 (Pausa( (rr (1), 1, 1)))))) >> mask
(i}
= getloc,(z) >> run (Pause(n (rr ([r],, h))) >> mask
{iii}
= getloc,(z) >> run (rr ([r,], 1, h))) >> mask
{atomic n.i., defr, }
= getlocy(z) >> mask>> run (rr ([E]recv( y) ], 1, h)))
{cancell.,atomic n.}
= mask>> run (rr ([§[recv( ) ]],1,h)))
= run (rr ([§[recv( y)]], 1, h)))>> mask

5.3 Proving Separation

In this section, the take-separation property of the kernel for interdomain communica-
tion (pictured in Figure 3) is verified in the proof of Theorem 6 below. Before proceed-
ing to that verification, we must first elaborate on what is meant by “thread” and “kernel
state.” Definition 6 exhibits the structure of any thread running on this kernel. Thread
structure is determined by the fact that threads are formed from fwesemputations
in the range ofR,[—] and it allows the case analysis of thread computations. Because
of Haskell's lazy semantics, there are expressions of §peem that do not sensi-
bly correspond to any kernel state and these are excluded in the definitiystefn
configurationbelow. Lemmas 1, 2, and 3 aid the verification of Theorem 6.

Recall that in Section 4.1, we defined the notion of thread as those elements in the
range of the process semanti@g§—| and their “tails.” Definition 6 refines this notion
for the system for interdomain communication, exhibiting the forms that such thread
computations inke may take. Any process denotation is a thread (as in it@ié&ii:)
below) as is any “tail” of a process denotation (as in itérs and(v) below).

Definition 6 (Thread Cases). A threadis a computation inRe() equal to one of the
following:
(7) step (Vi[e] *« setlocs z ) >>. Ri[p]
) step (getloc, x) *ge (Signul) o Best) >>¢, Ri[p]
(i41) (signul} (Best m)) >>¢. Pi[p]
(i

iv) step (setloc, x m) >>¢, Ri[p]
(v) (signa] Rev) xge A(Rcvd m). step(setlocy © m) >>. Bi[p]

for some processg, locationz, expressiore, and integerm.

Because the semantics of our metalanguage Haskell allows partial and infinite val-
ues, we must formulate precisely which values of tyfgtem constitute valid de-
scriptions of the kernel state—such valid descriptions are referred to hereafgs-as
tem configurationgor simply configuration$. An expression(¢, 1, k) : System, is a
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system configuration whetis a finite list of threads and and  are finite lists of
non—_L values of typelnt. Furthermore, the listg, h, and! must be fully defined,
meaning that, within each “cons” application::zs) in ¢, 4, andl, neitherz nor zs are
L. Consider the system execution (ty, ly, ho) where(ty, l, ho) is a system configu-
ration. It is apparent from Definition 6 and the definitionrofthat, in any subsequent
corecursive caltr (¢, l;, h;), (¢, 1;, h;) is also a system configuration.

The system executiony sysg, for configurationsysy = (o, lo, ho) describes an
infinite sequence of those system configurations arising from the calis to

(tplosh) —L—> (1 51)) —B> (1) -

Here, (¢, 1;, h;) is the argument tar in its i*? corecursive call within the system
executionrr sysg. The function, A, may be extended to a transition function on the set
of all system configurations.

Within the sequencéA’sys,}, consider the configurations which are preceded by
a “Lo” configuration (i.e., a configuration in which the next thread to be executed by
rr is in theLo domain). They form a subsequence{df'sys, } described by the partial
transition function A :

Alsys  =syg
A syg = A™ (A7 sys)

wherem > 0 is the least integer such that, the next thread to be executed in the previous
configuration AT~ 1 (A”sys)), is in theLo domain. Note that such an will always
exist for (rr sysy) whenevemsys|,, # (). Here, thef™ notation stands for the iterated
composition off: f0+1) = fo f andf° = id.

Lemma 1 relates the transition functidy to take in a form similar to Equation (2).
In the computation take 1 (rr sys)  (take n)”, the “tail” of the system execution
(rr sys) is passed to(take n)” by the x operator. Lemma 1 allows the replacement of
this implicit passing of this argument with an explicit transition using

Lemma 1. For any system configuratiasys such thatsys|,, # 0,

take (n+1) (rr sys) = take 1 (rr sys) >> (take n (rr (A, sys)))

Proof. Let sys be a system configuration such tkat|,, # 0, then

take (n + 1) (rr sys))
{Equation (2}

= take 1 (rr sys)  (take n)
{eta-expansioh

= take 1 (rr sys) x Ax. (take n k)
We know from the definitions ofr andtake thattake 1 (rr sys) has the form:
Paus@(p1 * Avi.n (... Pause (o, * Av,. n (Pause (i x Avi. n (Done (rr s)))))...))
for some system configuratien= A("+1)sys. Note that the configuration preceding

s, A™sys, was alLo-configuration—i.e., it produced th@-actiony;. Note further that
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each preceding configuration (i.e., thosd i‘sys | 0 < i < n}) is aHi-configuration.
So,(n+1) > 0is the least number such that the predecesseioéLo-configuration;
i.e.,s = A sys. Continuing with the proof:

{defn.xg andnv x f = nv>> fo}
= take 1 (rr sys) = A_. (take n (rr s))
= take 1 (rr sys) >> (take n (rr (A, sys)))

O

Lemma 2 asserts that the executiorLofthreads is independent of the initial con-
tents of theHi-message queue in a system configuration. In other words, [sich
system executions are “parametric” with respect toHhegueue.

Lemma 2. Lets = (w,l,h) and s’ = (w, [, h’) be any two system configurations
containing onlyLo-processes and differing, if at all, only in thdéi-message queue
component. Theny s = rrs’.

Proof. This proof uses the approximation lemma for basic resumptions (Theorem 4).
Theorem 4 applies to the non-“security-conscious” version of basic resumptions—i.e.,
the monad with the single paususe rather than the high and low pausesusg and
Pause. However, becauseands’ contain onlylLo-processes, the resulting schedulings
(rr s) and(rr s’) may be mapped injectively into the single-pause monad; call this in-
jection.. The equality demonstrated in the single-pause settifig; s) = ¢ (rr s’),
reflects back to the security-conscious setting due to the injedtiors) = (rrs’).
Therefore, we may assume in this instance without loss of generality that the approxi-
mation lemma applies directly to the security-conscious setting.

This argument proceeds by induction on the approximation and by case analysis of
the next thread to be executed. Considet 0, then

approx0 (rr s) = L = approx0 (rr s)
Forn = k+1, assume without loss of generality that= (¢::ws) and that
t = step(W [e] *« setloc, ) >>¢ R[p]

for some procesg, locationz, expressiore, and integern. We prove this case only;
the other thread cases are analogous. Assumigg(t::ws):

approx(k+1) (rr (t::ws, 1, h))
=rstep (W [e] x« setloc, ©) >> approx k (rr (ws®R [p], 1, h
=rstep (VW [e] x setloc, ©) >> approx k (rr (ws®R[p], 1, h
= approz (k + 1) (rr (w, 1, 1))

There are versions afep for R andRe; to avoid ambiguity, we refer to theo-security
“step” operator for theR monad as rstep™

rstep : Ka—Ra
rstep z = Pausg (z x (n o Done))
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A consequence of Lemma 2 is that, for any configuratisuch thats|,, # 0,
rr (AL (sle)) = ((AL 8)lLo). Note thatA, (s]i,) and(A, )], only differ, if at
all, in theHi-message queue in the third component, because it is Bénto\, s)| .
Their wait queues are identical because and hence\ , maintains the relative po-
sition of Lo-threads in the queue irrespective of the presendditfireads. This, in
turn, implies that theit.o-message queues in the second component are also identi-
cal because onljio-threads affect théo-queue in the same order and with identical
messages in bothr (A (slio)) andrr ((A, $)lLo)-

Lemma 3 shows howr, run, (take 1), andmask interact. It is then = 1 case for
the proof of take separation in Theorem 6 below.

Lemma 3. Given a system configuratidii¢::¢s), I, k), the following computation,
run (takg 1 (rr (t::ts,l, h))) >> mask

may be simplified according to the form of threia@@e., casegi)-(v) of Definition 6).
(i) t = step V[e] *« setlocy ) >>x Ri[p], then
run (take 1 (rr (t::ts,l, h))) >> mask =
(d=H)  (W[e] * setlocy 1) >> run (take 1 (rr(ts®Ri[p], I, h))) >> mask
{(d=L) W [e] * setloc 1) >> mask

(il) t = step(getloc, x) *x (signul} o Best) >>g Ri[p], then
run (take 1 (rr (t::ts,l, h))) >> mask =
(d=H) (getlocy x) * A m. run (take 1 (rr(ts®k,l, h))) >> mask
when « = (signull, (Best m)) >>; R[p]
{(d:L) (getloc, x) >> mask

(iii) ¢ = (signul} (Best m)) >>z Ri[p], then
run (take 1 (rr (t::ts,l, h))) >> mask =
(d=H) run (take 1 (rr (ts@R[p], hEm,1))) >> mask
{(d=L) mask

(iv) t = step(setlocy z m) >>g Ri[p], then
run (take 1 (rr (t::ts,l, h))) >> mask =
{(d=H) (setlocy x m) >> run (take 1 (rr(ts®Ry[p], 1, h))) >> mask

(d=L) (setloc, x m)>> mask

(v) t = (signal Rcv) g A(Rcvd m). step(setloc, x m) >>¢ Pi[p], then
run (take 1 (rr (t::ts,l, h))) >> mask =
(d=H,h=]) run (take 1 (rr (ts®t,l,h))) >> mask
(d=H,h=(m:hg) setlocy x m>>run (take 1 (rr (ts®t’,l, hs))) >> mask
where t' = Ry[p]
(d=L,I=]] mask
(d=L,I=(m:ls)) setloc, x m >> mask
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Proof. We demonstrate caséi ] for d = L wheret is (signull (Best m)) >>z R [p].
The other cases are completely analogous.

run (take 1 (rr (t::ts,l, h))) >> mask
{defn.rr andt=R (Bcstm, A_.nx (R.[p])) }

= run (take 1 (Pause(n«(R[p]) * k. n (rr (ts®k, IBm, hdm))))) >> mask
{left unit}

= run (take 1 (Pause(nk (rr (ts®R [p], (®m, hdm))))) >> mask
{defn.take }

= run (Pause(nk (rr (ts®R[p], I&m, hdm)) x (nc o take0))) >> mask
{left unit}

= run (Pausg(nk (take 0 (rr (ts@R[p], [dm, hdm))))) >> mask
{defn.take }

= run (Pausg(n (Done (rr (ts®R [p], [dm, hdm))))) >> mask

{defn.run}
= (n« (Done (rr (ts@R[p], I&m, hdm))) *« run) >> mask
{left unit}
= run (Done (rr (ts®R[p], i&m, hdm))) >> mask
{defn.run}
=y (rr (ts®R [p], I®m, hdm)) >> mask
{left unit}
= mask
O
A consequence of Lemma 3 is thatsifs |, # 0, then:
run (take 1 (rrsys)) >> mask = run(take 1 (rrsys|.,)) >> mask  (3)

Becauseys| i, # 0, the L.h.s. will evaluate to a finite sequenceHifactions followed
by a singlelLo-action andmask:

hy >>g -+ >>g h, >> | >> mask
{mask # 1}

= hy >> -+ >>g h, >> mask >> |
{(clobber)}

= mask >> [

= [>> mask

Here, for the sake of readability and without loss of generality, we ignore the cases
where theHi-action returns a value (i.e., wherg;">>" should be ‘h; x Av;.”). The

proof of this equality formalizes the intuition described in Section 3.1. Interactions be-
tween effects, governed by the monadic constructions themselves, allbli+éations

h; to clobbered bynask.

Theorem 6 (Interdomain Communication Kernel has Take-Separation).The ker-
nel defined in Figure 5.1 has the take-separation property.
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Proof.

Base Casek = 0.

run (take 0 (rr sys)) >> mask
{defn.take }

= run (Done (rr sys)) >> mask
{defn.run}

= 1« (rr sys)) >> mask
{left unit}

= mask
{left unit}

= 1 (17 syslio)) >> mask
{defn. run}

= run (Done (rr sys|io)) >> mask
{left unit}

= run (take 0 (rr sys|iLo)) >> mask

Inductive Case:k = n + 1.

run (take (n + 1) (rr sys)) >> mask
{Equation (2}
= run (take 1 (rr sys) * (take n)) >> mask
{Lemma 3
= run (take 1 (rr sys) >> (take n (rr (A, sys)))) >> mask
{Equation (1}
= run (take 1 (rr sys)) >> run (take n (rr(A, sys))) >>¢ mask
{Ind. Hyp.}
= run (take 1 (rr sys)) >>« run (take n (rr((A, sys)lio))) >>« mask
{Lemma 2
= run (take 1 (rr sys)) >>¢ run (take n (rr(A, (syslio)))) >>« mask

Now, becauseun (take n (rr (A, (syslio)))) only includeslLo state actions, it com-
mutes withmask by atomic non-interference. Therefore, we can continue:

= run (take 1 (rr sys)) >>« mask >>, run (take n (rr (A, (syslio))))
{Equation (3}

= run (take 1 (rr (syslio))) >>« mask >> run (take n (rr (A, (syslio))))
{atomic n.i}

= run (take 1 (17 syslio)) >>¢ run (take n (rr (A, (syslio)))) >>« mask
{Equation (1}

= run (take 1 (1 syslio) >>« take n (rr (A, (syslio)))) >>¢ mask

{Lemma 3

= run (take (n+1) (rr syslio)) >>« mask

24



6 Achieving Scalability

How are typical operating system behaviors (e.g., process forking, preemption, syn-
chronization, etc.) achieved in this layered monadic setting and what impact, if any, do
such enhancements to functionality have on the security verification? These are ques-
tions to which it is difficult to give final, definitive answers; however, by considering an
example, one can get some indication as to what the relevant concerns are. This section
considers such an extension—a process forking primitive ctdléd —to the interdo-

main communication kernel of the previous section. As it turns out, this functionality
requires no change to the existing resumption monadic framework and has little impact
on the security verification.

6.1 Point 3: Standard Services.

This section summarizes the necessary changes to the kernel from Section 5.1 required
to add an intradomain service—in this case, a process forking primitive. The changes
are quite minimal. First, add an additional requEst to Req; the Rsp type remains
unchanged as the response to a fork willke:.

data Req’ = Cont | Best Int| Rev| Frk

Implicitly, this change taReq is actually a refinement to the reactive resumption monad
transformer, but we assume now thiat @ = ReactT Req’ Rsp K a.

The only change to the kernel code is an additional clause for §pt andrr
[18]. The meaning ofork is simply to signal the kernel with &rk request, and so,
to define thdork event, add the following clause &[—]:

&lfork ] = signul} Frk

The corresponding kernel action simply duplicates the signaling thread within the
thread list. So, the kernet is extended with the clause:

rr ((R(Frk,r)::ts), 1, h) = next (ts+[r &, Ack, r e, Ack], 1, h)

Impact on Security Verification. Let us now consider what impact this extension to
the kernel functionality has on its security verification—in other words, what changes
must occur to the proof in Section 5.3 to accomplish the “re-verification” of the kernel.
This functional extension has very little impact on the re-verification effort, at least in
part, because such functionality is orthogonal to the security of the system.

The changes to the proof in Section 5.3 are as follows. Definition 6 is extended
with a new clause characterizing threads viiitk  events:

(vi) (signul} Frk) >>¢, Ri[p] for some process

The definitions of the transition functiongd and A , remain the same as does the
statement and proof of Lemma 1. The statement of Lemma 2 is unchanged, although
the case when the next thread is of the fdui) above must also be considered. The
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statement of Lemma 3 is extended to cover the new threads:

(vi) t = (signul] Frk) >>¢ Ri[p], then

run (take 1 (rr (t:ts,l,h))) >> mask =
(d=H) run (take 1 (rr (ts+[R[p], Rpl], 1, hdm))) >> mask
{(d=L) mask

The existing proof for part§i)-(v) of Lemma 3 remains the same; the proof fof)

is almost identical to that of cagéii) shown in Section 5.3. The proof of Theorem 6
is unchanged, because it relies on the monad laws, properties. @hdtake, atomic
non-interference, and Lemmas 1-3.

Scalability. One advantage of structuring by monads and monad transformers is the
extensibility of the resulting specifications. Adding additional domains and security
levels or enhancing system functionality are manifested as refinements to the monad
transformers underlying the system construction. To construct a system \sépa-

rated domains, one extends the monad transfories$’ and React T with n “pause”
constructors each. If thesedomains correspond to security levels represented as a lat-
tice [4], the corresponding take and mask functionaké&” and “mask” must extract

and clobber all events with security levelwherej C i in the security lattice.

7 Related Work

Many techniques in language-based security [52, 21, 51, 40, 36praseriptive
meaning that they rely on sophisticated type systems to reject programs with security
flaws. Other models [15, 29, 55, 30, 47] adensionaln that, broadly speaking, they
characterize security properties in terms of subsets of possible system executions. The
approach to language-based security advocated here is, in contrast to both of these,
constructive relying on structural properties of monads and monad transformers to
build, verify, and extend secure software systems.

A closely related approach to this work applies relational semantics to the control
of information flow [22]. That approach also involves partitioning the state variables
of a concurrent, guarded command language (similar to the Point 1 language from
Figure 2) according to security levels. The definition of security is similar to take-
separation; a program is secure means théh; s;hh = s;hh, wherehh (called
“havoc onh”) sets the high-security state to an arbitrary value. Helngalays a similar
role tomaskin that it nullifies the effects of on the high state. A drawback of their
approach (according to the authors Joshi and Leino [22]) is that their definition of secu-
rity requires careful fixed-point calculations in the semantics of iteration and recursion.
Structuring our system specifications by resumptions avoids this issue in that proofs of
take-separation resemble operational techniques (e.g., bisimulation) more than purely
denotational techniques (e.qg., fixed point induction).

Abadi, et al., [1] formulate thelependency core calcul®CC) as an extension
of Moggi’s computational lambda calculus [33]. They show many notions of program
dependency (from program slicing to noninterference) may be recast in terms of DCC.
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For example, noninterference within a single-threaded while language (a fragment of
the Smith-Volpano calculus [52]) is characterized via a translation into DCC. An en-
coding of DCC into system F is presented in Tse, et al. [53]. In [1], the Smith-Volpano
fragment has a conventional store passing semantics of state, except that the denota-
tional model of DCC (like those in [31, 21]) uses parametricity [43] to restrict the store
transformers to those respecting the security discipline. The state monad transformer
provides a canonical means of constructing such store transformer functions (namely,
g andu) as evidenced by Theorems 1-3; this is central our approach.

There has been a growing emphasis on danguage-basetkchniques for infor-
mation flow security [52, 21, 51, 39, 40]; please see Sabelfeld and Myers [48] for an
excellent survey of this work. The chief strength of this type-based approach is that
the well-typedness of terms can be checked statically and automatically, yielding high
assurance at low cost. Unfortunately, this type-based approach is not as general as one
might wish: first, there will be programs which are secure but which will be rejected
by the type system due to lack of precision, and second, there will be programs that
have information flow leaks which we want to allow (e.g., a declassification program
[56]) which would be rejected by the type system.

Certain desirable behaviors may require weakening the Goguen-Meseguer notion
of non-interference, with declassification being a notable example. Abstract interpre-
tation has been applied to define a notion of non-interference parametrized relative to
what an attacker can observe [12]; this approach—calledract non-interferenee-
has been extended to accommodate declassification [13]. What an attacker may ob-
serve is characterized by an abstraction function with this approach; this abstraction
function limits the amount of information observable by an attacker. An interesting
open problem is how well the current approach accommodates declassification and
other relaxed formulations of non-interference [24]. One possible approach integrates
abstract non-interference with the current one. In this scenario, the kernel implements
system services providing information downgrading with abstraction functions.

Separation logic [35, 44] incorporates the notion of disjoint regions of state into the
specification logic of Reynolds [42]; the fine-grained distinctions concerning storage
allow for more modular reasoning about imperative programs. There is clearly a con-
nection between the storage model of separation logic [35] and the layering of stateful
effects in this work, although we have not, as yet, explored the formal relationship.

Moggi showed that most known semantic effects could be naturally expressed
monadically, and, in particular, how a sequential theory of concurrency could be ex-
pressed in the resumption monad [32]. The formulation of basic resumptions in terms
of monad transformers used here is that of Papaspyrou [37]; the reactive resumption
monad transformer originates with Moggi [32]. Concurrency may also modeled by
the continuation-passing monad [9]; resumptions can be viewed as a disciplined use
of continuations allowing for simpler reasoning about our system. Resumptions, being
computational traces, lend themselves to an observational equivalence style of reason-
ing, as evidenced by the security verification outlined in the previous section.

There have been many previous attempts to develop secure OS kernels: PSOS [34],
KSOS [28], UCLA Secure Unix [54], KIT [5], and EROS [50] among many others.
There has also been work using functional languages to develop high confidence sys-
tem software: the Fox project at CMU [17] is a case in point of how typed functional
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(a) Example Threads (b) brc inLo,rcv inHi (c) brc inHi,rev inLo
/I Broadcaster broadcasting : 101 broadcasting : 101
bre:: broadcasting : 102 broadcasting : 102
x=100; receiving : 101 broadcasting : 103
loop { x=x+1 ; broadcasting : 103 broadcasting : 104
bcast(x) } receiving : 102 broadcasting : 105
/I Receiver broadcasting : 104 broadcasting : 106
rev:: receiving : 103 broadcasting : 107
loop { recv(x) }

Figure 4: Formal system models are executablEhe specifications developed here
may be directly & faithfully realized in Haskell. Part (a) defines the “broadcaster”
and “receiver” threadbrc andrcv that generate an infinite number of broadcast and
receive requests. Part (b) sholre executing inLo andrcv executing inHi, while
part (c) showscv in Lo andbrc in Hi. The Haskell code has been instrumented
to print out broadcast and receive events. NLB-generated broadcasts are received
in the Hi domain in (b), while in (c)Hi-generated broadcasts are not receiveldn
illustrating the domain separation.

languages can be used to build reliable system software (e.g., network protocols, active
networks); the Ensemble project at Cornell [8] uses a functional language to build high
performance networking software; and the Switchware project [2] at the University of
Pennsylvania is developing an active network in which a key part of their system is the
use of a typed functional language. The Programatica project at OGI [41] is working
to develop and formally veriffpSKer(Oregon Separation Kernel), a kernel for MLS
applications. To formally verify security properties of such a system is a formidable
task, and the current work arose as an exemplary desigdS#ter

8 Conclusion

Type constructions and their properties are the foundation of this approach to language-
based security; this is fundamentally different from approaches based on information
flow control via type checking. The approach reflects the semantic foundations of ef-
fects and effect interaction into a pure functional language in which provably separable
computations can be constructed. At the same time, it allows explicit regions of the
program in which the type system does not, by itself, guarantee separation. In the
monadic approach it is clear from the type construction when information flow separa-
tion is established and when it is established by reasoning about program behavior.
This approach can be used either for direct implementation or as a modeling lan-
guage. As a modeling language, these techniques can explain the effect separation
provided by unprivileged execution modes in hardware, while at the same time model-
ing the potential interference of privileged execution. As an implementation language
it provides, through the type constructions, ways to construct programs that achieve in-
formation flow separation. In this sense this work is similar to language-based security
mechanisms based on type checking. However, such approaches are domain-specific
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extensions of type systems to express information flow properties; the monadic ap-
proach uses concepts easily expressed in existing type systems for pure higher-order
languages.

We have not explored the formal relationship between domain-specific type sys-
tems for information flow and monads. We suspect that in some cases it may be pos-
sible to prove the soundness of information flow extensions to other languages by em-
bedding them into the monadic type systems presented here. This may be of particular
interest when applied to recent enhancements to information flow type systems that
allow for policy enabled downgrading functions to be defined.

Confidentiality and integrity concerns within the setting of shared-state concur-
rency are really about controlling interference and interaction between threads. It is a
natural and compelling idea, therefore, to apply the mathematics of effects—monads—
to this problem as monads provide precise control of such effects. In fact, layering
monads—i.e., modularly constructing monads with monad transformers—yields fine-
grained control of effects and their interactions. This paper demonstrates how the fine-
grained tailoring of effects possible with monad transformers promotes integrity and
information security concerns. As a proof of concept, we showed that a classic design
in computer security (the separation kernel of Rushby [47]) can be realized and verified
in a straightforward manner.

Monads with state constructed via multiple applications of the state monad trans-
former delimit the scope of imperative effects by construction, and this fact is expressed
as atomic noninterference. Using this insight, we were able to construct and verify sev-
eral separation kernel specifications of increasing and non-trivial functionality. There
are a number of benefits arising from structuring these kernels with monad transform-
ers. (1) The specifications are easily extended. Monad transformers have proven their
usefulness in the construction of modular interpreters and compilers [25, 19], and the
kernel refinements in Figure 2 are modular in precisely the same manner. Enhancing
system functionality means refining the monad transformers. (2) It is also significant
that theverification of these kernels share the benefits of modularity and extensibil-
ity in that the impact of the kernel refinements was minimal. As functionality was
added to the kernels, no significant re-verification was required. (3) Formal models
of security are sometimes difficult to relate to actual programs or systems; the separa-
tion kernel specifications presented here, being monadic, are readily implemented in a
higher-order, functional programming language like Haskell (see Figure 4).

The separation kernel example illustrates the usefulness of monad transformers as
a tool for formal methods. A number of very useful properties came by construction
because the state monad transformer gives rise to modular theories of effects. Monad
transformers have proved their usefulness for modularizing interpreters and compilers
[25, 19], resulting in modular components from which systems can be created; the
three separation kernels (i.e., Points 1-3 in Figure 2) are modular in precisely the same
sense.

29



Acknowledgements

The authors wish to thank RerRydhof Hansen, Tom Harke, and the anonymous
CSFW reviewers for suggestions that helped improve this paper and its presentation.

References

(1]

(2]

3]

[4]

[5]

(6]

[7]

(8]

(9]

(10]

(11]
(12]

M. Abadi, A. Banerjee, N. Heintze, and J. Riecke. A core calculus of dependency.
In Proceedings of the Twenty-sixth ACM Symposium on Principles of Program-
ming Languages, San Antonio, Texpages 147-160, January 1999.

D. Alexander, W. Arbaugh, M. Hicks, P. Kakkar, A. Keromytis, J. Moore, C. Gun-
der, S. Nettles, and J. Smith. The switchware active network architedEie
Network May/June 1998.

M. Barr and C. Wells.Category Theory for Computing Sciend@rentice Hall,
1990.

D. Bell and L. LaPadula. Secure computer systems: Mathematical foundations
and model. Technical Report M74-244, The MITRE Corp., Bedford MA, May
1973.

W. R. Bevier. Kit: A study in operating system verificatiofleEE Transactions
on Software Engineerind 5(11):1382-1396, 1989.

R. Bird. Introduction to Functional Programming using HaskePrentice-Hall
Series in Computer Science. Prentice-Hall Europe, London, UK, second edition,
1998.

R. Bird and P. WadlerIntroduction to Functional ProgrammingPrentice Hall,
1988.

K. Birman, R. Constable, M. Hayden, C. Kreitz, O. Rodeh, R. van Renesse, and
W. Vogels. The Horus and Ensemble projects: Accomplishments and limitations.
In Proceedings of the DARPA Information Survivability Conference & Exposition
(DISCEX '00) 2000.

K. Claessen. A poor man’s concurrency mondalirnal of Functional Program-
ming, 9(3):313-323, 1999.

D. Denning and P. Denning. Certification of programs for secure information
flow. Commun. ACM20(7):504-513, 1977.

D. EspinosaSemantic LegoPhD thesis, Columbia University, 1995.

R. Giacobazzi and |. Mastroeni. Abstract non-interference: Parameterizing non-
interference by abstract interpretation. Rroceedings of the 31st ACM Sympo-
sium on Principles of Programming Languages (PORigges 186-197, 2004.

30



[13] R. Giacobazzi and I. Mastroeni. Adjoining declassification and attack models by
abstract interpretation. |Buropean Symposium on Programming (ESOP;05).
volume 3444 ofLecture Notes in Computer Sciengages 295-310. Springer-
Verlag, 2005.

[14] J. Gibbons and G. Hutton. Proof Methods for Corecursive Prograomlamenta
Informaticae Special Issue on Program Transformati66(4):353—-366, April-
May.

[15] J. A. Goguen and J. Meseguer. Security policies and security modéisodaed-
ings of the 1982 Symposium on Security and Privacy (SSPpages 11-20, Los
Alamitos, Ca., USA, April 1990. IEEE Computer Society Press.

[16] C. Gunter. Semantics of Programming Languages: Programming Techniques
The MIT Press, Cambridge, Massachusetts, 1992.

[17] R. Harper, P. Lee, and F. Pfenning. The Fox project: Advanced language tech-
nology for extensible systems. Technical Report CMU-CS-98-107, School of
Computer Science, Carnegie Mellon University, Pittsburgh, PA, January 1998.

[18] W. Harrison. Haskell implementations of the monadic separation kernels for
CSFW 2005. Available fronwww.cs.missouri.edu/"harrison/csfw05

[19] W. Harrison. Modular Compilers and Their Correctness Proof®hD thesis,
University of Illinois at Urbana-Champaign, 2001.

[20] W. Harrison and S. Kamin. Metacomputation-based compiler architectus¢h In
International Conference on the Mathematics of Program Construction, Ponte
de Lima, Portugal volume 1837 of_ecture Notes in Computer Sciengages
213-229. Springer-Verlag, 2000.

[21] N. Heintze and J. Riecke. The SLam calculus: programming with secrecy and
integrity. In ACM, editor,Proceedings of the Twenty-fifth ACM Symposium on
Principles of Programming Languagepages 365-377, New York, NY, USA,
1998. ACM Press.

[22] R. Joshi and K. Leino. A semantic approach to secure information iaence
of Computer Programming7(1-3):113-138, May 2000.

[23] B. Lampson. A note on the confinement problem. doammunications of the
ACM, pages 613—615. ACM press, October 1973.

[24] P. Li and S. Zdancewic. Downgrading policies and relaxed noninterference. In
POPL ’05: Proceedings of the 32nd ACM SIGPLAN-SIGACT Symposium on
Principles of Programming Languaggsages 158-170, 2005.

[25] S. Liang. Modular Monadic Semantics and CompilatioRhD thesis, Yale Uni-
versity, 1998.

31



[26] S. Liang, P. Hudak, and M. Jones. Monad transformers and modular interpreters.
In 22nd ACM SIGPLAN-SIGACT Symposium on Principles of Programming Lan-
guages, 1995pages 333-343. ACM Press, 1995.

[27] Z. Manna and A. PnueliThe Temporal Logic of Reactive and Concurrent Sys-
tems: SpecificatianSpringer Verlag, 1991.

[28] E. McCauley and P. Drongowski. KSOS—the design of a secure operating sys-
tem. InProceedings of the American Federation of Information Processing Soci-
eties (AFIPS) National Computer Confereneelume 48, pages 345—-353, 1979.

[29] D. McCullough. Noninterference and the composability of security properties. In
Proc. IEEE Symposium on Security and Privgegges 177-187, 1988.

[30] J. McLean. A general theory of composition for trace sets closed under selective
interleaving functions. IProceedings of the IEEE Symposium on Research in
Security and Privacypages 79-93, 1994.

[31] M. Mizuno and D. Schmidt. A security flow control algorithm and its denota-
tional semantics correctness prodformal Aspects of Computing(6A):727—
754, 1992.

[32] E. Moggi. An abstract view of programming languages. Technical Report ECS-
LFCS-90-113, Dept. of Computer Science, Edinburgh Univ., 1990.

[33] E. Moggi. Notions of computation and monadaformation and Computatign
93(1):55-92, 1991.

[34] P.Neumann, R. Boyer, R. Feiertag, K. Levitt, and L. Robinson. A provably secure
operating system: The system, its applications, and proof. Technical Report CSL-
116, SRI, May 1980.

[35] P. O’'Hearn, H. Yang, and J. Reynolds. Separation and information hiding. In
Proceedings of the 31st ACM SIGPLAN-SIGACT symposium on Principles of
programming languagepages 268—-280. ACM Press, 2004.

[36] J. Palsberg and P. @rbeek. Trust in the lambda-calculaarnal of Functional
Programming 7(6):557-591, November 1997.

[37] N. Papaspyrou. A Resumption Monad Transformer and its Applications in the Se-
mantics of Concurrency. IRroceedings of the 3rd Panhellenic Logic Symposium
2001. An expanded technical report is available from the author by request.

[38] S. Peyton Jones, editddaskell 98 Language and Libraries, the Revised Report
Cambridge University Press, April 2003.

[39] F. Pottier and S. Conchon. Information flow inference for freePtoceedings
of the Fifth ACM SIGPLAN international conference on Functional programming
(ICFP 99), pages 46-57, 2000.

32



[40] F. Pottier and V. Simonet. Information flow inference for ML. Pnoceedings
of the 29th ACM Symposium on Principles of Programming Langugugeses
319-330, Portland, Oregon, January 2002.

[41] Programatica Home Pageww.cse.ogi.edu/PacSoft/projects/programatica
[42] J. ReynoldsThe Craft of ProgrammingPrentice Hall, Englewood Cliffs, 1981.

[43] J. Reynolds. Types, abstraction and parametric polymorphism. In R. E. A. Mason,
editor, Information Processing §pages 513-523. North-Holland, 1983.

[44] J. Reynolds. Separation logic: a logic for shared mutable data structures. In
Proceedings of the 17th Annual IEEE Symposium on Logic in Computer Science
(LICS’02), 2002.

[45] W. Roscoe.Theory and Practice of ConcurrencPrentice-Hall, 1998.

[46] J. Rushby. Design and verification of secure systemBrdreedings of the ACM
Symposium on Operating System Principledume 15, pages 12-21, 1981.

[47] J. Rushby. Proof of separability: A verification technique for a class of security
kernels. InProceedings of thé!" International Symposium on Programmijng
pages 352-362, Berlin, 1982. Springer-Verlag.

[48] A. Sabelfeld and A. Myers. Language-based information-flow secutfE
Journal on Selected Areas in Communicatid?is(1), January 2003.

[49] D. Schmidt.Denotational Semantic\llyn and Bacon, Boston, 1986.

[50] J. Shapiro, J. Smith, and D. Farber. EROS: a fast capability systeRroteed-
ings of the 17th ACM Symposium on Operating Systems Principles (SOSP’99)
pages 170-185, Charleston, South Carolina, 1999.

[51] G.Smith. A new type system for secure information flowl4th IEEE Computer
Security Foundations Workshop (CSFW 'Opages 115-125. IEEE Computer
Society Press, 2001.

[52] G. Smith and D. Volpano. Secure information flow in a multi-threaded impera-
tive language. IProceedings of the 25th ACM Symposium on Principles of Pro-
gramming Languages, San Diego, Californpages 355—-364, New York, January
1998.

[53] S. Tse and S. Zdancewic. Translating dependency into parametricitiyrotn
ceedings of the Ninth ACM SIGPLAN International Conference on Functional
Programming (ICFP 04)pages 115-125, 2004.

[54] B. Walker, R. Kemmerer, and G. Popek. Specification and verification of the
UCLA Unix security kernelCommunications of the ACM3(2):118-131, 1980.

[55] A. Zakinthinos and E. Lee. A general theory of security propertiesrtceed-
ings of the 1997 IEEE Symposium on Security and Privpages 94-102. IEEE
Computer Society, 1997.

33



[56] S.Zdancewic and A. Myers. Robust declassificatioProceedings of 14th IEEE
Computer Security Foundations Workshop, Cape Breton, Nova Scotia, Ganada
pages 15-23, June 2001.

A Theorems and Proofs

This appendix presents the proofs of Theorems 1-3 of Section 3.

Theorem 1. Let M be any monad and/’ = StateTs’ M with operationsy’, «’, lift,
¢', andv’ defined by(StateTs’). Then:

1. (M 0, g, s) is astate monad.

(M, n,*,u,g,s)is a state monad

2. = (M’ 7', % lift o u,lift g, s) is also.

Proof. In each of these proofs, we suppress the use oftheonstructor for the sake
of readability.

Partl. Case: Sequencing.

uf >> uf’

{def.+}

= Aoo.(uf)oo*x (A(v,01).(A_uf)vor)

{8}

= Xoo.(uf)oo* (A(v,01).(uf") o1)

{def.u(x2)}

= Aoo.(Aam((), fo))oo * (A(v, 01).(Aa.nm((), f'o)) o1)
{B(x2)}

= Ago.(m((), foo)) * (Mv,a1).(mm((), f'o1)))

{left unit}

Case: Cancellation.

g>>uf
{def.g, xm}
= Aoo.nu(00,00) *m (A(v,01). (A—uf) v o)
{8}
= Aoo.nu(00,00) *u (A(v,01). (uf) o1)
{left unit}
= Aoo. (uf) oo
{etareductior}

= uf
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Part2. To show thatift o v andliftg obey sequencing and cancellation. These follow
directly from the lifting laws of Section 3 and from the fact thidtis a state monad.

lift (wf) >> lift(uf’) = lift(uf >>y uf’)
= lift(u(f" o f))

lift(g) >> lift (uf) = lift(g>>y uf)
= lift(uf)
0

Theorem 2. Let M be the state monad\/, n, x, u, g, s). LetM’ = (StateTs’ M,n', ", u’, ¢, ")
be the state monad structure defined(ByateTs’) with operationsy’, «', lift, ¢’, and

u’. By Theorem 1)/’ is also a state monad. Then, fordll: s — sandf’ : s’ — ¢/,

lift (w f) #a (w' f7) holds.

Proof. Below, 5! refers to3-expansion.

(u" 1y >> lift (u f)

{def. '}

= Aoo.((u ) a0) *m A(), 1) (A_ift (u ) () o1
{8}

= Xoo.((u ) a0) *m A(), o1).(lift (u £)) o1
{def.u'}

=Xa0.((Aa.m((), f* @) 90) xu M), o1).(lift (u f)) o1
{8}

= X00.(mu((); f 0)) xu M), o1).-(lift (u f)) o1
{left unit}

= Aavo.(litt(u 1)) (' 7o)
{def. lift}

= Aoo.(Aa.(u f) *u Mv.nu(v, o)) (f o0)
{8}

= Aoo.(u f) *m Av.nu(v, f 00))
G

= Aoo.(u f) *xm Av.(Ao.nu(v, f 0)) oo
{def.u'}

= Aoo.(u f) *xm Av.(u’ f') o0
{67}

= Aoo.(u f) *u .M’ fvog
{right unit}

= Aoo.(u f *m nm) *m Av.(Au’ fvoo
{ calculation}

= Aoo.(Ao.(u f *m Aw.nu(w, 0)) 00 *u A(v,0).(A_v' fve
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{defn. it}

= Aoo.(lift(u £)) 0o *u A(v,0).(A-v' flvo
{defn.x"}

=lift(u f) >>u' f

Theorem 3. Let M be a monad with operationsp : M () such thato #,, p. Then,
(lift o) #(rary (lift p) whereT is a monad transformer andift : M o — (T M)a)
obeys the lifting lawgsee Section)3

Proof. This follows from the lifting laws of Section 3.

lifto>>liftp = lift(o>>, p)
= lift(p >>y 0)
= liftp>>lifto

O

B Proof of Approximation Lemma for Basic Resump-
tion Computations

In this section, we prove an approximation lemma for resumption monads analogous
to the approximation lemma for lists [14]. The statement and proof of the resumption
approximation lemma are almost identical to those of the list case; this is perhaps not
too surprising because of the analogy between lists and resumptions remarked upon
earlier. Assume that, for a given monad, that R is declared in Haskell as:

data R a = Done a | Pause (M (R a))
The Haskell functiorupproxz approximatesk computations:

approx : Int - Ra — Ra
approz (n+1) (Done v) = Done v
approz (n+1) (Pause p) = Pause (o x (n o approz n))

wherex andn are the bind and unit operations of the mondd Note that, for any
finite resumption-computatiop, approx n ¢ = ¢ for any sufficiently largen—that

is, (approz n) approximates the identity function on resumption computations. We
may now state the approximation lemma for

Theorem 2. For anyp, v : Ra, p = v < foralln € w, approxn ¢ = approxn =.

To prove this theorem requires a denotational modeRefthat is, we need to
know precisely whatp, v, approz, etc., are—and for this we turn to the denotational
semantics of resumption computations as developed by Papaspyrou [37]. His semantics
for resumption monads applies a categorical technique for constructing denotational
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models of lazy data types by calculating fixed points of functors [16, 3]. Using this
semantics, we show that, for every simple typge., a variable-free type such ast),
the approximation lemma holds fét 7.

Assume thatD and M are a fixed domain and monadespectively. Assume for
the sake of this proof that domain is the model of the simple type Let O denote
the trivial domain{ Lo }. Then the following defines the functér:

FX =D+ MX
Ff ={inl,inro Mf] for f € Hom(A, B)

F is indeed an endofunctor on the category of domains: [37].
Iterating functorF’ on O produces the following sequence of domains approximat-
ing resumption computations:

F°0 =0 F30 =
FlO=D + MO F10 =
F?0=D + M(D + MO)

+ M(D + M(D + MO))
+ M(D + M(D + M(D + MO)))

These constructions approximate computation’ in the sense that the left and right
injections,inl andinr, in each of the sums correspond to thene and Pause con-
structors, respectively, in the declaration ®fabove. Each domaiO is a finite
approximation ofR r; for example, the finiteR-computationPause (n (Done 9))
closely resembles the element (return (inl 9)) in the domainF20.

Between these approximations &fr, there are useful functions that extend an
approximation inf*O to an approximation id"** O and truncate an approximation in
Fi*+10to one inF*O; these are defined in terms of ttmbedding-projectiofunctions
¢ and.? [16, 49]:

°:0—FO P FO— O
LeJ_O = J—FO Pr = J_o

The functionFé(:¢) : F1(0O)— F*1(0) extends a length-approximation to a length-
i-+1 approximation, whilef’* (:?) : Fi+1(0)— F*(O) truncates a lengti+1 approxi-
mation by “clipping off” the last step.

The domain for typeR 7 is formed from the collection of all infinite sequences
(¢ )new SUch thatp; € F*O. Each component of the domain elemépt,),.c., is an
approximation of its successor; this condition is expressed formally using truncation:
@i = F*(1?) @;41. This collection, when ordered pointwise, forms a domain [37].

The Haskell functiorupproz is denoted by the continuous functiapprox defined

on (‘Pm)méw by

Om (n<m)
)

approx 1 (¢m)mew = (Ym)mew Wherey,, = { eXtym on (M >n

where the embeddinext;; : F‘O — FJO is defined for naturals<j:

3The functor component of the monad is required to béocally continuoug37], although we make no
explicit use of this fact here.
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_ ] drio (i =)
eXtU _{ eXt(L+1)j o Fi(l,e) (l < _7)

Three things are clear from the definitionagprox: for all n € w,
approx n C approx (n + 1), approx n C id, and |_|{appr0x i} =1id

Given these facts, the proof of the approximation lemma for resumption computa-
tions proceeds exactly as that of the list version in Gibbons and Hutton [14]; we repeat
this proof for the convenience of the reader.

Proof of Theorem 2The “ =" direction follows immediately by extensionality. For
the “ <" direction, assume thapprox n ¢ = approx n  for all n € w.

- Ll {approx n ¢} = | | {approx n v} by extensionality.
- (LU {approx n}) ¢ = (|| {approx n}) v by the continuity of application.
. id ¢ = id by the aforementioned observation.

Lo =7 ]
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