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Abstract

This paper advocates a novel approach to the construction of secure software:
controlling information flow and maintaining integrity via monadic encapsulation
of effects. This approach isconstructive, relying on properties of monads and
monad transformers to build, verify, and extend secure software systems. We illus-
trate this approach by construction of abstract operating systems calledseparation
kernels. Starting from a mathematical model of shared-state concurrency based on
monads of resumptions and state, we outline the development by stepwise refine-
ments of separation kernels supporting Unix-like system calls, interdomain com-
munication, and a formally verified security policy (domain separation). Because
monads may be easily and safely represented within any pure, higher-order, typed
functional language, the resulting system models may be directly realized within a
language such as Haskell.

1 Introduction

Confidentiality and integrity concerns within the setting of shared-state concurrency
are primarily addressed by controlling interference and interaction between threads.

∗This research supported in part by subcontract GPACS0016, System Information Assurance II, through
OGI/Oregon Health & Sciences University.
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Figure 1: (Left)Separation Kernel: Threads within each domain can only access their
own state, and all inter-domain communication is mediated by the kernel. The kernel
enforces a “no write down” security policy. (Right)Layering Monads for Separation:
Combining fine control of stateful effects with concurrency into Layered Monads have
important properties “by construction”.

Several investigators have attempted to achieve control of interference through lan-
guage mechanisms that systematically separate information. Most of these approaches
have been security-specific extensions to type systems for existing languages [10, 52,
21, 51, 40, 36].

In this investigation we take a different approach. We do not use a domain-specific
extension to the type system. We use a standard pure functional language, with its
existing type system, as our base language. Within that language and type system
we characterize the effects that are at play in an operating system kernel using the
semantic technique of monadic encoding of effects. Most importantly, we construct
the effect model in a modular manner using constructions called monad transformers
[32, 26]. This modularity enables clear distinctions to be made in the type system that
show exactly what facets of the global effect system a program fragment may impact.
This permits the expression of a kernel that has provable global separation policies,
while still enabling the expression of policy functions in specific, identifiable contexts
in which separated effects are allowed to interfere.

The development proceeds by developing three model kernels, the complete code of
which may be downloaded from our website [18]. These kernels build on one another.
The first provides the reference point for thread behavior in isolation—the model of
integrity of thread execution. The second and third kernels provide more sophisticated
concurrency and communication primitives with sufficient power to be vulnerable to
exploitation if separation is not achieved.

Precise Control of Effects.Monads support an “abstract data type approach” to lan-
guage definition [11], capturing distinct computational paradigms as algebras. A help-
ful metaphor is that a monad is a programming language with (at least) sequencing (; )
and “no-op” (skip ) constructs where (; ) is associative and hasskip as its right and
left unit. Monad “languages” may contain other language features corresponding to
their computational paradigms: the state monad, for example, has assignment (:= ) and
resumption monads [37] define concurrent execution (|| ) and, in some formulations,
“reactive” programming features [32] such as message passing, synchronization, etc.
Monad transformers [32, 26] are monad language “constructors” which add new fea-
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Figure 2:Scalability: Kernel specifications based on fine control of effects achieve a
significant level of scalability in two important respects: they are easily extended and
modified and the impact of such extensions on the security verification is minimized.

tures to a monad language with each monad transformer application while preserving
the behavior of its existing features; such modularly-constructed monads are referred
to aslayeredmonads.

Monad transformers add new features while preserving the behavior of existing
ones; this is the essence of modularity and extensibility in interpreters and compilers
based on layered monads [11, 26, 20]. Less well-known is that “layering” effects con-
trols theinteractionof features from different layers. These are “free” properties in the
sense that they come cost-free as a result of structuring by monad transformers. The
fine-grained control of stateful effects achieved thereby is key to the present approach
to secure systems. One such structural property of layered state monads is the commu-
tation of imperative operations from separate layers; that is, ifh andl are imperative
operations on different layers, thenh; l = l;h. From the point of view of integrity and
information flow security, this relationship precisely captures operation-level noninter-
ference (calledatomic noninterferencehere) and provides a flexible foundation for the
development of software with information flow security.

We demonstrate this approach through the construction of abstract operating sys-
tems calledseparation kernels. Separation kernels [47, 46] enforce a noninterference-
based security property by partitioning the state into separate user spaces or “domains”
(see Figure 1, left); the kernel mediates all interdomain communication, thereby en-
forcing its security policy. The state partitioning is easily achieved through multiple
applications of the state monad transformer, and this, when combined with appropriate
models of concurrency, provides all the raw material necessary for building separation
kernels (as shown in Figure 1, right). However, layering effects is more than an imple-
mentation technique: properties arise from the underlying structure of layered monads
which prove useful in verifying the integrity and security of such kernels—separation
is, in a sense, “built-in” to layered state monads.

This approach emphasizes scalability; Figure 2 illustrates the refinement process of
the three separation kernels, and each step along that arrow marks an extension to ker-
nel functionality. The kernel at point(1), in which threads are executable in complete
isolation on separate domains, is not interesting from an information security point of
view in itself. However, it does provide basic separation entirely as a consequence of
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its layered monadic structure and serves as a foundation for the other two kernels. The
kernel at point(2) extends point(1) with inter-domain functionality: message-passing
obeying a “no-write-down” security policy. Point(3) extends(2) with intra-domain
functionality: a Unix-like fork system call. Point(3) illustrates the scalability of the
approach; its new functionality, being irrelevant to security, has little impact on security
verification. For the sake of simplicity, we assume there are exactly two user domains,
Hi andLo, but all of our results generalize easily ton user domains and security lat-
tices. Monad transformers are well-known tools for writing modular and extensible
programs [25, 19]. Less frequently recognized is their value for formal specification
and verification; the impact of the kernel refinements on the verification is minimal.

Section 2 summarizes the background on separation kernels and formulates three
process languages corresponding to points(1) through(3) in Figure 2. Section 3 be-
gins with an overview of monads and monad transformers, then develops the theory
of layered state monads describing how it addresses integrity and information flow
concerns. Section 4 illustrates how layered state monads express the basic model of
integrity when combined with a sequential theory of concurrency based on resump-
tion monads; this section begins with an overview of resumption-based concurrency
and ends with the formulation of separation security in this setting—what we calltake
separation. Based on a refinement to the concurrency model allowing expression of re-
active programs, Section 5 explores the implementation and verification of interdomain
and intradomain extensions to the basic model of integrity; the section begins with a
description of reactivity in monadic form. Section 7 surveys related work. Finally,
Section 8 summarizes the present work and outlines future directions.

2 Separation Kernels

A separation kernelenforces process isolation by partitioning the state into separate
user spaces (Rushby calls these “colours”), allowing reasoning about the processes
in each user space as if they were physically distributed. The security property—
separation—is then specified using finite-state machines, and separation (i.e., that
differently-colored processes do not interfere) is characterized in terms of traces arising
from executions of these machines.

A separation kernel [47, 46],M = (S, I, O, next, inp, out), is an abstract machine
formally characterizing a multi-user operating system. Here,S, I, andO are finite
sets of states, inputs, and outputs, respectively, and there are functionsnext : S → S,
inp : I → S, andout : S → O to represent state transition and the observable input
and output ofM . The functionsnext, inp, andout are total because each individual
machine action is assumed to terminate. There are different user domains or “colours”
{1, . . . ,m} and the input and output sets are partitioned according to user domain:
I = I1× . . . × Im andO = O1× . . . × Om. A computationfrom initial input i ∈ I
is an infinite sequence〈s0, s1, . . .〉 such thats0 = inp(i) andsj+1 = next(sj) for all
0 ≤ j.

The behavior of processes in user domainc is separablefrom other user domains
in M if, and only if, c’s outputs depend only on the input visible toc. If this fails,
thenM allows interference betweenc and some other user domain and is considered
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insecure. There are several functions defined on computations that allow this idea to
be formalized. The functionres(i) mapsout onto each state in a computation starting
from input i: res(i) = 〈out(s0), out(s1), . . .〉. Functionext(c, x) projects1 all of the
c-coloured objects fromx, soext(c, res(i)) is the trace of allc-outputs inres(i). Func-
tion condense(s) removes all “stutters” froms: condense(〈1, 2, 2, 2, 3〉) = 〈1, 2, 3〉.
Stuttering may occur because the scheduler represented innextis not completely fair,
and allowing stuttering introduces the possibility of a timing channel [23] with which
the separation property does not attempt to cope. The formal statement of separation
security is:

ext(c, i) = ext(c, j) ⇒
condense(ext(c, res(i))) = condense(ext(c, res(j)))

for all coloursc ∈ C and inputsi, j ∈ I. It requires that, on any user domainc and for
any inputsi, j indistinguishable byc (i.e., ext(c, i) = ext(c, j)), c produces the same
condensed output (i.e.,condense(ext(c, res(i))) = condense(ext(c, res(j)))).

Separation (both in Rushby’s formulation [47] and ours) confronts storage and le-
gitimate (i.e., using system resources to transfer information) channels, but not covert
or timing channels [23].

Process Languages for Separation Kernels.This section formulates an abstract syn-
tax for separation kernel processes. Processes are infinite sequences of events; in BNF,
this is: Process= Event; Process. It is straightforward to include finite (i.e., termi-
nating) processes as well, but it suffices for our presentation to assume non-terminating,
infinite processes.

Events are abstract machine instructions—they read from and write to locations
and signal requests to the operating system. We have three event languages, each cor-
responding to a point in Figure 2 and is an extension of its predecessor:

— 1. basic integrity:
Event= Loc:= Exp

— 2. interdomain communication:
Event= Loc:= Exp| bcast( Loc) | recv( Loc)

— 3. standard services:
Event= Loc:= Exp| bcast( Loc) | recv( Loc) | fork
Exp = Int | Loc | Exp � Exp

Each event language has a simple assignment statement,l := e, which evaluates its
right-hand side,e∈Exp, and stores it in the location,l∈Loc, on the left-hand side.
Expressions are constants, the contents of a location, or a binary operation. The sec-
ond and third event languages extend the first with broadcast and receive primitives:
bcast( l ) andrecv( l ) . The eventbcast( l ) broadcasts the contents of location
l , while recv( l ) receives an available message in locationl . The third language ex-
tends the first two with a process forking primitive,fork , producing a duplicate child
process executing in the same address space.

1The functionext(c, x) is overloaded in the original work;x may be an input, output, or infinite sequence
of inputs or outputs.

5



None of these languages is “security conscious”—their syntax does not reflect secu-
rity level or domain—and, therefore, the maintenance of integrity and security concerns
is entirely the responsibility of the kernel. Note also that information flow security is
non-trivial as the message passing primitives have the potential for insecure leaks. The
fork primitive has no impact on security or integrity concerns at all; it was included
so that, later in this article, we may illustrate the negligible impact that such security-
irrelevant features have on security verification due to the monadic encapsulation of
effects.

3 Layered State Monads & Separation

Monads and their uses in the denotational semantics of languages with effects are es-
sential to this work, and we assume of necessity that the reader possesses familiarity
with them. This section begins with a quick review of the basic concepts of monads and
monad transformers [32, 25], and readers requiring more should consult the references
for further background.

Monads are algebras just as groups or rings are algebras; that is, a monad is a
type constructor (functor) with associated operators obeying certain equations. These
equations—the “monad laws”—are defined below. There are several formulations of
monads, and we use one familiar to functional programmers called the Kleisli formula-
tion: a monadM is given by an eponymous type constructorM and theunit operator,
η : a→M a, and thebindoperator,? : M a→ (a→M b)→M b. The(η) and(?)
operators correspond to the “skip ” and “; ” constructs in the “monads as program-
ming languages” metaphor from the introduction. Monads are typically extended with
additional operators callednon-propermorphisms; in monadic semantics for languages
with effects, each language effect is modeled by one or more such additional operator.

Monads play a dual rôle here as a mathematical structure and as a programming
abstraction—this duality supports both precise reasoning and executability. We repre-
sent the monadic constructions here in the pure functional language Haskell 98 [38] al-
though we would be equally justified using categorical notation. The choice of Haskell
is somewhat arbitrary as any higher-order functional programming language will do,
and so we suppress details of Haskell’s concrete syntax when they seem unnecessary
to the presentation (in particular, instance declarations and class predicates in types).
We also continue to useη and? for monadic unit and bind instead of Haskell’sreturn
and>>=. The Haskell 98 code for these constructions is available online [18]. We fol-
low the standard convention that(::) stands for “has type” and(:) for list concatenation
(Haskell 98 reverses this notation).

Defining a monad in Haskell typically consists of declaring a data type and an in-
stance declaration of the built-inMonad class [38]; note, however, that Haskell does
not guarantee that members ofMonad obey the monad laws. All of the construc-
tions presented here, however, produce monads [32, 26, 37]. The data type declaration
defines the computational “raw materials” encapsulated by the monad. The identity
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monadI , containing no raw materials, and the state monadSt , containing a single
threaded stateSto, are declared:

data I a = I a
deI (I x ) = x
η v = I v
(I x ) ? f = f x
data St a = ST (Sto → (a,Sto))
deST (ST x ) = x
η v = ST (λs. (v , s))
(STx) ? f = ST(λs. let (y, s′) = (xs) in deST(f y) s′)

The state monad has operators for reading the state,g : St Sto (pronounced “get”),
and writing the state,u : (Sto→Sto)→St () (pronounced “update”):

g = ST (λs. (s, s))
u δ = ST (λ s. ((), δ s))

Here, () is both the single element unit type and its single element. The “null” bind
operator,(>>) :M a→M b→M b, is useful when the result of?’s first argument is
ignored:x >> y = x ? λ . y .

The state monad transformer generalizes the state monad. It takes two type param-
eters as input—the type constructorm representing an existing monad and a store type
s—and from these creates a monad adding single-threadeds-passing to the computa-
tional raw material ofm. Using the bind and return ofm, the new monad(StateT s m)
is defined:

data StateTs m a = ST(s → m(a, s))
deST (ST x ) = x
η v = ST (λ s. ηm (v , s))
(ST x ) ? f = ST (λ s. (x s) ?m λ (y , s ′). deST (f y) s ′)
lift x = ST (λ s. x ?m λ v . ηm (v , s))

The bind and return of the input monadm are distinguished from those being de-
fined by attaching a subscript (e.g.,ηm). We adopt this convention throughout, elim-
inating such ambiguities by subscripting when it seems helpful. The “lifting” func-
tion, lift : m a→StateT s m a, enriches computations in monadm as computations
in StateT s m. The non-proper morphisms are redefined as:

g : StateT s m s
g = ST (λ s. ηm (s, s))
u : (s→s)→StateT s m ()
u δ = ST (λ s. ηm ((), δ s))
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The morphisms?, η, andlift satisfy themonad laws(top three) and thelifting laws
(bottom two) [25]:

(left-unit)

(right-unit)

(assoc)

(η v) ? k = k v
x ? η = x
x ? (λ v .(k v ? h)) = (x ? k) ? h
lift ◦ ηm = η
lift (x ?m f ) = (lift x ) ? (lift ◦ f )

A layered monadis one constructed from multiple applications of monad trans-
formers; one such construction that we will use shortly is the two-state monad:

K , StateT Hi (StateT Lo I )

whereHi andLo are fixed types representing the high and low security states in Fig-
ure 1 (their exact structure need not concern us yet). The monadK has two states with
corresponding update and get operations. The update and get operations corresponding
to theHi state, defined asuH andgH, are given by the application of the(StateT Hi)
transformer; theHi operations are added to the one-state monadm = (StateT Lo I )
while theLo operators,uL andgL, are lifted fromm:

uH : (Hi→Hi)→K ()
gH : K Hi
uL : (Lo→Lo)→K ()
gL : K Lo
u0 : (Lo→Lo)→m ()
g0 : m Lo

uH δ , ST (λ h. ηm ((), δ h))
gH δ , ST (λ h. ηm (h, h))
uL , lift ◦ u0

gL , lift g0

u0 δ , ST (λ h. ηI ((), δ h))
g0 δ , ST (λ h. ηI (h, h))

A notational convention used throughout attaches a subscriptH or L to any operator
acting exclusively on theHi or Lo domain, respectively.

3.1 Separability via Layered State Monads

Execution of threads in a separation kernel is ultimately reflected as a sequence of
updates on theHi andLo domains; this section describes how separation may be defined
monadically and how layering supports separation verification. TheLo domain must
beseparable[47, 46] from theHi domain; that is, the outputs of threads onLo should
depend only on inputs toLo threads. Rather than rely on explicit access to input and
output states ofK computations (which would “break” the monadic abstractions), we
characterize separability in terms of interactions between effects inK .

SeparatingLo from Hi means thatLo-events are unaffected by the execution ofHi-
events. For any sequence of interleavedHi andLo operations,h0 ; l0 ; . . . ; hn ; ln,
the effect of its execution on theLo state should be identical to that of executing the
Lo events in isolation,l0 ; . . . ; ln. If we have aK operation,maskH, which commutes
with theLo operations and cancels theHi ones (i.e.,hi; maskH = maskH), then we may
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extract theLo effects by erasing theHi ones:

h0 ; l0 ; . . . ; hn ; (ln ; maskH)
= h0 ; l0 ; . . . ; (hn ; maskH) ; ln

= h0 ; l0 ; . . . ; maskH ; ln
... (masking out allhi)
= l0 ; . . . ; ln ; maskH

The key insight is thatall layered state monads have the necessary structure and
properties to encode this argument! Each of the operations above may be interpreted
within a layered state monad; in particular, “;” is the monadic bind operation. Each
equation may then be established via properties of layered state monads, where “=” is
ordinary denotational equality of state computations. Layered state monads have intra-
layer properties (calledsequencingandcancellationbelow) guaranteeing the existence
of an effect-cancelingmask operation. Layered state monads also have inter-layer
properties (calledatomic non-interferencebelow) delimiting the scope of stateful ef-
fects: themask operation from one layer is guaranteed to commute with operations
from other layers. This precise control of effects greatly facilitates the verification of
separability: the very construction ofK provides much of the power to verify sepa-
rability. The next section defines the intra- and inter-layer properties of layered state
monads and then states theorems showing how these properties are inherited by con-
struction.

Layered State Monads & Separation.This section presents an algebraic character-
ization of layered state monads. First, a characterization of necessary structure for
state monads is given in Definition 1. Then, the required intra-layer behavior of this
structure (sequencingandcancellation) is captured in Definition 2; this is intended to
capture the necessary behavior for separation verification and is not meant to be a com-
plete axiomatization of state monads. Then, the necessary inter-layer behavior (atomic
noninterference) of these non-proper morphisms required later in the proofs is captured
by axioms below in Definition 3.

Definition 1. Astate monad structureis a quintuple〈M,η, ?, u, g, s〉where〈M,η, ?〉
is a monad, and theupdateand get operations ons are: u : (s → s) → M () and
g : Ms.

We will refer to a state monad structure〈M,η, ?, u, g, s〉 simply asM if the asso-
ciated operations and state type are clear from context.

Definition 2. A state monadis a state monad structure〈M,η, ?, u, g, s〉 such that the
following equations hold for anyf, f ′ : s → s,

u f >> u f ′ = u (f ′ ◦ f) (sequencing)
g >> u f = u f (cancellation)

The (sequencing) axiom shows how updating byf and then updating byf ′ is the
same as just updating by their composition(f ′ ◦f). The (cancellation) axiom specifies
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thatg operations whose results are ignored have no effect on the rest of the computa-
tion. A consequence of (sequencing) we use later is:

uf >> mask = mask (clobber)

wheremask is defined as:u (λ .σ0) for some stateσ0.

Definition 3. For monadM with bind operation?, define theatomic noninterference
relation # ⊆ M () × M () so that, forϕ, γ : M (), ϕ # γ holds if, and only if, the
equationϕ >> γ = γ >> ϕ holds.

Theorems 1-3 support the construction of modular theories of stateful effects using
the state monad transformer. Theorem 1 shows thatStateTcreates and preserves state
monads. Theorems 2 and 3 show thatStateTcreates and preserves the atomic nonin-
terference relation. These theorems follow by straightforward induction on the type
structure of(StateTs M), assumingM is an arbitrary monad; they are proved in the
appendix. Note also that, in each of these results, order of application forStateT is
irrelevant. A consequence of these theorems is that the kernel monadK has all of the
desired properties supporting separability reasoning as outlined above.

Theorem 1 shows that the state monad transformer creates state monads from ar-
bitrary monads; a consequence of this theorem is that both state layers inK obey
sequencing and cancellation.

Theorem 1. Let M be any monad andM ′ = StateTs ′ M with operationsη′, ?′, lift ,
g ′, andu ′ defined by(StateTs ′). Then:

1. 〈M ′, η′, ?′, u′, g′, s ′〉 is a state monad.

2. 〈M,η, ?, u, g, s〉 is a state monad⇒ 〈M ′, η′, ?′, lift ◦ u, lift g, s〉 is also.

Theorem 2 shows that, in layer state monads, the update operations are noninter-
fering; thus, the operationsuH anduL in K do not interfere.

Theorem 2. Let M be the state monad〈M,η, ?, u, g, s〉. LetM ′ be the state monad
structure,〈StateTs ′ M , η′, ?′, u ′, g ′, s ′〉, defined by(StateTs ′) with operationsη′, ?′,
lift , g ′, andu ′. By Theorem 1,M ′ is also a state monad. Then, for allf : s → s and
f ′ : s′ → s′, lift(u f)#M ′ (u′ f ′) holds.

Theorem 3 gives a sufficient condition for atomic non-interference to be inherited
through monad transformer application.

Theorem 3. Let M be a monad with two operations,o : M () andp : M () such that
o#M p. LetT be a monad transformer with operator, lift: M a → (T M ) a, obeying
the lifting laws(see Section 3). Then,(lift o) #(T M) (lift p)

Taken together, Theorems 1-3 show that the inter- and intra-layer properties of
layered state monads extend to an arbitrarily large number of layers; this allows us to
construct and verify separation kernels with more than two domains.
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4 Addressing Integrity Concerns

While confidentiality policies seek to eliminate inappropriate disclosure of informa-
tion, integrity policies seek to eliminate inappropriate modification of data. This sec-
tion demonstrates how monadic fine control of effects addresses integrity concerns. To
do so, we present thebasic model of integrityin Section 4.1. In this kernel, threads in
different domains are totally separate—they cannot modify storage in another domain.
This complete separation is a direct consequence of the properties of layered state
monads developed in Section 3.1. Before the basic integrity model may be described,
however, we must formulate its concurrency model, and for this, we use monads of
resumptions.

Layered Resumption Monads & Separation.A natural model of concurrency is the
trace model [45]. The trace model views threads as (potentially infinite) streams of
atomic operations and the meaning of concurrent thread execution as the set of all pos-
sible thread interleavings2. Resumption monads [32, 37] support a similar notion of
sequential concurrent computation:

data R a = Donea | Pause(K (R a))
(Donev) ? f = f v
(Pauser) ? f = Pause(r ?K λκ. ηK (κ ? f ))
η = Done
step : K a→R a
step x = Pause (x ?K (ηK ◦Done))

Here, the bind operator forR is defined recursively in terms of the bind and unit for
K . A useful non-proper morphism,step, recasts aK computation as anR computa-
tion. We refer to this as thebasicresumption monad to distinguish it from the more
expressivereactivevariety defined later.

In the trace model, if we have two threadsa = [a0, a1] andb = [b0] (wherea0,
a1, andb0 are atomic operations), then the concurrent execution of threadsa and b
is denoted by the set of all their interleavings. The basic resumption monad has lazy
constructorsPause andDone that play the r̂ole of the lazy list constructors cons(::)
and nil ([ ]) in the trace model. If the atomic operations ofa andb are computations
of typeK (), then any interleaving ofa andb may be represented as a computation of
typeR():

Pause (a0 >> η (Pause (a1 >> η (Pause (b0 >> η (Done()))))))
Pause (a0 >> η (Pause (b0 >> η (Pause (a1 >> η (Done()))))))
Pause (b0 >> η (Pause (a0 >> η (Pause (a1 >> η (Done()))))))

where>> andη are the bind and unit operations of the monadK . Where the trace
version implicitly uses a lazy cons operation(h::t), the monadic version uses some-
thing similar: Pause (h >> η t). The laziness ofPause allows infinitecomputations
to be constructed inR just as the laziness of cons in(h::t) allows infinitestreamsto be
constructed.

2This is a slight simplification which suffices for our presentation.
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With this discussion in mind, the previous construction may be generalized as a
monad transformer [37] defined as:

data ResT m a = Donea | Pause(m (ResT m a))
(Donev) ? f = f v
(Pauser) ? f = Pause(r ?m λκ. ηm (κ ? f ))
η = Done
step : m a→ResT m a
step x = Pause (x ?m (ηm ◦Done))

We refine this transformer to make it “security conscious” by reflecting theHi andLo
security levels:

data ResT m a = Done a | PauseL (m (ResT m a))
| PauseH (m (ResT m a))

stepd : m a → ResT m a
stepd x = Paused (x ?m (ηm ◦ Done)) for d ∈ {H ,L}

Approximation Lemma for Basic Resumptions. There are well-known techniques
for proving equalities of infinite lists; these are thetake lemma[7] and the more general
approximation lemma[14]. Both are based on the fact that, if all initial prefixes of two
lists are equal, then the lists themselves are equal; it does not matter whether the lists
are finite, infinite, or partial. The approximation lemma may be stated as: for any two
lists xs andys,

xs = ys ⇔ for all n ∈ ω, approx n xs = approx n ys

whereapprox : Int → [a] → [a] is defined as:

approx (n+1) [] = []
approx (n+1) (x : xs) = x : (approx n xs)

A similar result holds for basic resumption computations as well. The Haskell
functionapprox approximatesR computations:

approx : Int → R a → R a
approx (n+1) (Done v) = Done v
approx (n+1) (Pause ϕ) = Pause (ϕ ? (η ◦ approx n))

Here, we considerR defined more generally than in the previous section; that is, its
type constructor is written in terms of an arbitrary monadM (rather thanK ):

data R a = Donea | Pause(M (R a))

The? andη in the definition ofapprox are those of the monadM . Note that, for any
finite resumption-computationϕ, approx n ϕ = ϕ for any sufficiently largen—that
is, (approx n) approximates the identity function on resumption computations. We
may now state the approximation lemma for basic resumptions:

Theorem 4 (Approximation Lemma for Basic Resumptions). For anyϕ, γ :R a,
ϕ = γ ⇔ for all n ∈ ω, approxn ϕ = approxn γ.

Theorem 4 is proved in Appendix B.
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4.1 Point 1: Basic Model of Integrity

We now have all the necessary raw materials to build the basic model of integrity (point
1 of Figure 2); the good news is that, modulo a simple refinement to the resumption-
monadic concurrency model, we have what we need to build the other kernels as well.
Constructing the basic model entails giving monadic semantics to theEvent , Process,
andExp languages, as well as specifying a scheduler. It is assumed the monadK is
defined as in Section 3, that theHi andLo types model computer memory, and thatR
is defined fromK using the resumption monad transformer:

type Loc = String
type R = ResT K

type Lo = Loc→Int
type Hi = Loc→Int

These constructions provide the following non-proper morphisms:lift, stepL, stepH, gL,
gH, uL, anduH. For the sake of convenience, we define the following helper functions;
(getlocd l) reads the contents of locationl on domaind and (setlocd l v) storesv at
locationl on domaind :

getlocd : Loc → K Int
getlocd l = (gd ?d λ σ. η (σ l))
setlocd : Loc → Int → K a
setlocd l v = ud [l 7→v ]
[i 7→v ] = λ σ. λ n. if i=n then v else σ n

There is only one event in this system—an assignmenttrg:= src. Its semantics,
given below, computes the expressionsrc andstores the result in thetrg location; this
K computation is cast as an atomic action inR usingstepd:

Ed[[−]] : Event → R ()
Ed[[l:= e]] = stepd (Vd[[e]] ? setlocd l )
Pd[[−]] : Process → R ()
Pd[[e ; es]] = Ed[[e]] >> Pd[[es]]

The process semantics,Pd[[−]], gives rise to a precise notion of thread: athreadis any
R computation,ϕ, for which there is ap ∈ Process such thatPd[[p]] = ϕ. Furthermore,
the notion of thread includes any “tail” portion of a process denotation; for example,
if (stepd e >>R t) is a thread, then so ist . We expand on this notion in Section 5.3
below. The expression semantics,Vd[[−]], is a standard definition for expressions in the
presence of state (and is included to create more expressive system demonstrations as
appear later in Figure 4):

Vd[[−]] : Exp → K Int
Vd[[i ]] = η i
Vd[[l ]] = getlocd l
Vd[[e1�e2]] = Vd[[e1]] ? λv1. Vd[[e2]] ? λv2. η (v1�v2)

The operation� refers to any standard binary function on integers.
The corecursive function,rr , defines a scheduler for the basic integrity model. A
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round-robin scheduling of threads,rr ts, is created by interleaving the waiting thread
list ts:

rr : [R ()] → R ()
rr [] = Done()
rr ((Paused t)::ts) = Paused (t ?λκ. η (rr (ts++[κ])))

We assume thatrr is applied to threads (i.e., elements within the range ofPd[[−]]) and
thatts is a finite list. A processp is executed on domaind of this separation kernel by
includingEd[[p]] in ts; it is assumed for the remainder that all system executions arise in
this manner.

5 Allowing Secure Interdomain Interaction

This section extends the basic integrity model to include primitives for interdomain
interaction—in this case, asynchronous message broadcast and synchronous receive
events—which introduce the possibility of insecure information flow. Interdomain in-
teractions are mediated entirely through the separation kernel as in Rushby’s original
conception [47, 46] and it is in the kernel that the “no write down” security policy is
enforced. This extension follows the pattern of modular language definitions [25, 19]
as well in that the text of the basic integrity model remains almost entirely intact within
the enhanced kernel; the increased system functionality comes about through refine-
ments to the underlying monads. The encapsulation of the new reactive features (i.e.,
message-passing primitives) by a monad transformer aids the security verification by
isolating them from the other kernel building blocks.

Before the interdomain communication kernel (i.e., point 2 of Figure 2) is presented
in Section 5.1, the necessary refinement—adding reactivity—to the monadic theory of
concurrency is outlined. Then, the kernel itself is presented and the security property
for monadic separation kernels is specified and verified.

Reactive Concurrency & Separation.We now consider a refinement to the concur-
rency model presented in the Section 4 which allows computations to signal requests
and receive responses to and from the kernel; we coin the termreactiveresumption to
distinguish this structure from the previous one. Areactiveprogram [27] is one which
interacts continually with its environment and may be designed to not terminate (e.g.,
an operating system). The notion of concurrent computation associated with the reac-
tive resumption monad encodes the “interactivity” of reactive programs and so reactive
programs may be modeled easily with reactive resumption computations.

As with basic resumptions, reactive resumption monads may also be generalized as
a monad transformer [32]. The following monad transformer abstracts over the request
and response data types (q andr , respectively) as well as over the input monadm:

data ReactTq r m a = D a | P (q , r→(m (ReactTq r m a)))

η v = D v
(D v) ? f = f v
P (req , r) ? f = P (req , λrsp. (r rsp) ?m λκ. ηm (κ ? f ))
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The responsersp to requestreq is passed to the rest of the computationr in the last
clause.

Reactive resumption monads have two non-proper morphisms. The first of these,
step, is defined as it was withResT . The definition ofstep shows why we require that
Req andRsp have a particular shape includingCont andAck , respectively; namely,
there must be at least one request/response pair for the definition ofstep. Another
non-proper morphism provided byReactT allows a computation to raise a signal; its
definition is given below. Furthermore, there are certain cases where the response to a
signal is intentionally ignored, for which we definesignull :

step : m a → Re a
step x = P (Cont , λ Ack . x ?m (ηm ◦ D))
signal : Req → Re Rsp
signal q = P (q , ηm ◦ η)
signull : Req → Re ()
signull q = P (q , λ . ηm (ηRe ()))

We make the monad transformer(ReactT q r) security-conscious as before by
including a high and low security pause:

data ReactTq r m a = D a
| PL (q , r→(m (ReactTq r m a)))
| PH (q , r→(m (ReactTq r m a)))

The bind and unit operations are defined analogously toResT as are the high and
low security versions of thestep, signal , and signull [18]. Note that theResT
monad transformer is a special case of reactive monad transformer; for any monad
m, ResT m a ∼= ReactT () () m a.

5.1 Point 2: Interdomain Communication

This section considers the extension of the basic model of integrity of Section 4.1 to
express interdomain communication; any such extension requires demonstration that
Hi domain threads cannot affectLo threads—in this case that the system obeys a “no
write down” security policy.

TheEvent language is extended with two new events,bcast( l) andrecv( l) ,
and accommodating them requires the introduction of reactivity. To this end,Req is
extended with broadcast and receive request tags (Bcst IntandRcv, respectively) and
Rsp is extended with the received response (Rcvd Int):

type Re = ReactT Req Rsp K
data Req = Cont | Bcst Int| Rcv
data Rsp = Ack | Rcvd Int
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type System= ([Re ()], [Int], [Int])
rr : System→ R ()
rr ([], , ) = Done()
rr (Pd(Cont , r)::ts, l , h) = Paused ((r Ack) ?K λκ. ηK (rr (ts⊕κ, l , h)))
rr (PH(Bcst m, r)::ts, l , h) = PauseH ((r Ack) ?K λκ. ηK (rr (ts⊕κ, l , h⊕m)))
rr (PL(Bcst m, r)::ts, l , h) = PauseL ((r Ack) ?K λκ. ηK (rr (ts⊕κ, l⊕m, h⊕m)))
rr (PH(Rcv , r)::ts, l , []) = nextH (ts⊕PH(Rcv , r), l , [])
rr (PH(Rcv , r)::ts, l , (m::hs)) = PauseH ((r (Rcvd m)) ?K λκ. ηK (rr (ts⊕κ, l , hs)))
rr (PL(Rcv , r)::ts, [], h) = nextL (ts⊕PL(Rcv , r), [], h)
rr (PL(Rcv , r)::ts, (m::ls), h) = PauseL ((r (Rcvd m)) ?K λκ. ηK (rr (ts⊕κ, ls, h)))

⊕ : [a]→a→[a]
⊕ l a = l++[a]
nextd : System→R ()
nextd = Paused ◦ ηK ◦ rr

Figure 3: Kernel for interdomain communication.The typeSystemencapsulates the
kernel resources.

The types of the process and event semantics have changed to reflect the new monad
Re (i.e.,Pd[[−]] : Process→Re() andEd[[−]] : Event →Re ()), but the text of the se-
mantic equations for the existing event,l:= e, has not:

Ed[[l:= e]] = stepd (Vd[[e]] ? setlocd l )
Ed[[bcast( x ) ]] = stepd (getlocd x ) ? (signulld ◦ Bcst)
Ed[[recv( x ) ]] = (signald Rcv) ?λ(Rcvdm). stepd(setlocd x m)

Thebcast( x) event reads the contents ofx and requests its broadcast through aBcst
signal. Therecv( x) event signals aRcv request, and, once messagem is received,
writes it to locationx .

The kernel,rr : ([Re()], [Int], [Int]) → R(), is defined in Figure 3. The kernel is
a corecursive function taking a tuple,(ts, l , h), consisting of a list of threads(ts) and
a message buffer forLo (l ) andHi (h) as input; it extends its predecessor with cases
handling the message-passing requests. Figure 3 introduces some shorthand useful in
defining the schedulerrr . (r•d s) passes the response signals to the “continuation”r ;
that is,r is the second component in anRe computationPd(q , r). If a request may be
handled byrr without affectingK , thennextd is used.

Note that theHi broadcast affects theHi buffer only, while theLo affects bothHi
andLo—this is precisely where the “no write down” policy is manifested. If a thread
tries to receive on an empty buffer, it delays. Note also that both varieties of resumption
monad occur—the reactive for threads and the basic for schedulings.
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5.2 The Security Property: Take-Separation

This section develops the noninterference style security specification for monad struc-
tured separation kernels. Separation in the resumption-monadic setting resembles a
well-known technique for proving infinite streams equal based on thetake lemma[6]—
whence it takes its name. Two streams are equal, according to the take lemma, if, and
only if, the firstn elements of each are equal for everyn≥0. Take equivalenceis similar
in that it quantifies over initial segments ofR computations—twoR computations are
take equivalent if the “mask ing out” of effects on theHi domain within the initial seg-
ments of each leaves theLo events unaffected; such initial segments are compared by
projecting them to theK monad, thereby allowing reasoning in the style of Section 3.1.
We make this notion precise below, but it is interesting to note that this technique has
much the same flavor as observational or behavioral equivalence proof techniques.

Two morphisms useful in formulating take equivalence arerun andtakeL; they are
used to capture and project the aforementioned initial sequences. Therun morphism
projects basic resumption computations toK . (takeL n t) partitions a threadt into
two parts; the first part is the smallest initial segment or “prefix” oft containingn
operations onLo; the rest oft is returned as its value:

run : R a → K a
run (Done v) = η v
run (Paused ϕ) = ϕ ? run
takeL : Int → R a → R (R a)
takeL 0 x = Done x
takeL n (PauseL ϕ) = PauseL (ϕ ? (η ◦ (takeL (n−1))))
takeL n (PauseH ϕ) = PauseH (ϕ ? (η ◦ (takeL n)))

Two properties ofrun andtakeL allow us to examine the resumption computations
arising from execution of monadic separation kernels. Property (1) shows howrun
distributes overR computations to produceK computations. Property (2) demonstrates
how an initial segment of an infiniteR computation may be separated into “head” and
“tail” parts. Both of these properties are useful in structuring separation proofs; they
are:

run(x ?R f) = (run x) ?K (run ◦ f) (1)

takeL (n+1) ϕ = (takeL 1 ϕ) ?R (takeL n) (2)

whereϕ is an infinite resumption. Property (1) may be proved easily by induction
on the length of its argument if it is finite. If the resumption computation(x ?R f ) is
infinite, then the property is trivially true, because, in that case, both sides of (1) are
denoted by⊥. Note also that(takeL n ϕ) is always finite. Property (2) follows by
induction on then parameter.

Definition 4 makes the notion of take equivalence precise. The computation(takeL n ϕ)
is the smallest finite initial segment ofϕ containingn operations onLo. Applying run
to this segment projects it toK , where theHi operations may be “erased” as in Sec-
tion 3.1. TwoR computations, for which all of these erased initial segments are equal,
are take equivalent.
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Definition 4 (Take Equivalence). Letϕ, γ : R () be two computations, thenϕ andγ
are take equivalent (written ≡te ) if, and only if, for eachn≥1, the following holds

run (takeL n ϕ) >> mask = run (takeL n γ) >> mask

For (ts, l , h) : System, its restriction to theLo domain,(ts, l , h)↓Lo, is defined
as: (ts, l , h)↓Lo = (ts ′, l , []) for ts ′ containing only theLo threads occurring ints
(in identical order of occurrence). We will sometimes use set theoretic notation with
valuess : System when the meaning is clear; for example, “(ts, l , h)↓Lo 6= ∅” means
“ ts 6= []”.

Using the(≡te) relation, we may define domain separation:

Definition 5 (Take-Separation Property). Domain separation holds for the kernels
(i.e., one of points 1-3) if, and only if, rr sys ≡te rr sys↓Lo for everysys:System
such thatsys↓Lo 6=∅.

Definition 5 requires that the combined effect onLo of runningts on the operating
system is the same as running theLo threads ofts in isolation—precisely what one
would expect from Rushby’s original formulation.

Proving take-separation property for the interdomain communication kernel is con-
sidered below in Section 5.3. The salient issue with respect to information security for
this kernel is thatHi broadcasts have no effect onLo receives:

Theorem 5 (no write down). For x , y :Loc and l , h : [Int ],

run (rr ([EH[[ bcast( x) ]] >> EL[[ recv( y) ]]], l, h)) >> mask
= run(rr ([EL[[ recv( y) ]]], l , h)) >> mask

Proof. Below are three properties used in this proof:

rr([EL[[ recv( y) ]]], l , h) = rr([EL[[ recv( y) ]]], l , h ′) (i)
run (Paused(x ? λv . η y)) = x ? λv . run y (ii)
run (Paused(η x )) = run x (iii)

The first observation—thatLo receives are oblivious to the contents of theHi mes-
sage buffer—is proved by inspection of the kernelrr itself. The second follows by the
definition ofrun and the associativity and left unit monad laws; while the third follows
by the definition ofrun and the left unit monad law.

run (rr ([EH[[ bcast( x) ]] >> EL[[ recv( y) ]]], l, h)) >> mask
{def.EH[[−]], ry=EL[[ recv( y) ]]}

= run (rr ([stepH(getlocH(x )) ? λv . signalH(Bcst(v))>> ry ], l , h))
>> mask

{def. rr}

= run (PauseH(getlocH(x ) ?K λv .
η (rr ([signalH(Bcst(v)) >> ry ], l , h)))) >> mask

{def.rr}
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= run (PauseH(getlocH(x ) ?K λv .
η (PauseH(η (rr ([ry ], l , h++[v ])))))) >> mask

{i}

= run (PauseH(getlocH(x ) >>
η (PauseH(η (rr ([ry ], l , h)))))) >> mask

{ii}

= getlocH(x ) >> run (PauseH(η (rr ([ry ], l , h))) >> mask
{iii}

= getlocH(x ) >> run (rr ([ry ], l , h))) >> mask
{atomic n.i., def.ry}

= getlocH(x ) >> mask>> run (rr ([EL[[ recv( y) ]]], l , h)))
{cancell.,atomic n.i.}

= mask>> run (rr ([EL[[ recv( y) ]]], l , h)))
= run (rr ([EL[[ recv( y) ]]], l , h))) >> mask

5.3 Proving Separation

In this section, the take-separation property of the kernel for interdomain communica-
tion (pictured in Figure 3) is verified in the proof of Theorem 6 below. Before proceed-
ing to that verification, we must first elaborate on what is meant by “thread” and “kernel
state.” Definition 6 exhibits the structure of any thread running on this kernel. Thread
structure is determined by the fact that threads are formed from thoseRe-computations
in the range ofPd[[−]] and it allows the case analysis of thread computations. Because
of Haskell’s lazy semantics, there are expressions of typeSystem that do not sensi-
bly correspond to any kernel state and these are excluded in the definition ofsystem
configurationbelow. Lemmas 1, 2, and 3 aid the verification of Theorem 6.

Recall that in Section 4.1, we defined the notion of thread as those elements in the
range of the process semanticsPd[[−]] and their “tails.” Definition 6 refines this notion
for the system for interdomain communication, exhibiting the forms that such thread
computations inRe may take. Any process denotation is a thread (as in items(i)-(iii)
below) as is any “tail” of a process denotation (as in items(iv) and(v) below).

Definition 6 (Thread Cases).A threadis a computation inRe() equal to one of the
following:

(i) stepd (Vd[[e]] ?K setlocd x ) >>RePd[[p]]
(ii) stepd (getlocd x) ?Re (signulld ◦Bcst) >>RePd[[p]]
(iii) (signulld (Bcst m)) >>RePd[[p]]
(iv) stepd (setlocd x m) >>RePd[[p]]
(v) (signald Rcv) ?Re λ(Rcvd m). stepd(setlocd x m) >>RePd[[p]]

for some processp, locationx , expressione, and integerm.

Because the semantics of our metalanguage Haskell allows partial and infinite val-
ues, we must formulate precisely which values of typeSystem constitute valid de-
scriptions of the kernel state—such valid descriptions are referred to hereafter assys-
tem configurations(or simply configurations). An expression,(t , l , h) :System, is a
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system configuration whent is a finite list of threads andl andh are finite lists of
non−⊥ values of typeInt . Furthermore, the listst , h, and l must be fully defined,
meaning that, within each “cons” application(x ::xs) in t , h, andl , neitherx norxs are
⊥. Consider the system executionrr (t0, l0, h0) where(t0, l0, h0) is a system configu-
ration. It is apparent from Definition 6 and the definition ofrr that, in any subsequent
corecursive callrr (ti , li , hi), (ti , li , hi) is also a system configuration.

The system execution,rr sys0, for configurationsys0 = (t0, l0, h0) describes an
infinite sequence of those system configurations arising from the calls torr :

(t0,l0,h0)
! ! …(t1,l1,h1) (t2,l2,h2)

Here, (ti , li , hi) is the argument torr in its i th corecursive call within the system
executionrr sys0. The function,∆, may be extended to a transition function on the set
of all system configurations.

Within the sequence{∆isys0}, consider the configurations which are preceded by
a “Lo” configuration (i.e., a configuration in which the next thread to be executed by
rr is in theLo domain). They form a subsequence of{∆isys0} described by the partial
transition function,∆L:

∆0
L sys0 = sys0

∆(n+1)
L sys0 = ∆m (∆n

L sys0)

wherem > 0 is the least integer such that, the next thread to be executed in the previous
configuration,∆(m−1)(∆n

L sys0), is in theLo domain. Note that such anm will always
exist for(rr sys0) wheneversys↓Lo 6= ∅. Here, thefn notation stands for the iterated
composition off : f (i+1) = f ◦ f i andf0 = id.

Lemma 1 relates the transition function∆L to takeL in a form similar to Equation (2).
In the computation “takeL 1 (rr sys) ? (takeL n)”, the “tail” of the system execution
(rr sys) is passed to “(takeL n)” by the? operator. Lemma 1 allows the replacement of
this implicit passing of this argument with an explicit transition using∆L.

Lemma 1. For any system configurationsys such thatsys↓Lo 6= ∅,

takeL (n+1) (rr sys) = takeL 1 (rr sys) >> (takeL n (rr (∆L sys)))

Proof. Let sys be a system configuration such thatsys↓Lo 6= ∅, then

takeL (n + 1) (rr sys))
{Equation (2)}

= takeL 1 (rr sys) ? (takeL n)
{eta-expansion}

= takeL 1 (rr sys) ? λκ. (takeL n κ)

We know from the definitions ofrr andtakeL thattakeL 1 (rr sys) has the form:

PauseH(ϕ1 ? λv1. η (. . . PauseH(ϕn ? λvn . η (PauseL (ϕl ? λvl . η (Done (rr s))))) . . .))

for some system configurations = ∆(n+1)sys. Note that the configuration preceding
s, ∆nsys, was aLo-configuration—i.e., it produced theLo-actionϕl . Note further that
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each preceding configuration (i.e., those in{∆isys | 0 ≤ i < n}) is aHi-configuration.
So,(n+1) > 0 is the least number such that the predecessor ofs is aLo-configuration;
i.e.,s = ∆Lsys. Continuing with the proof:

{defn.?R andηv ? f = ηv >> fv}

= takeL 1 (rr sys) ? λ . (takeL n (rr s))
= takeL 1 (rr sys) >> (takeL n (rr (∆L sys)))

Lemma 2 asserts that the execution ofLo-threads is independent of the initial con-
tents of theHi-message queue in a system configuration. In other words, suchLo-
system executions are “parametric” with respect to theHi-queue.

Lemma 2. Let s = (w , l , h) and s ′ = (w , l , h ′) be any two system configurations
containing onlyLo-processes and differing, if at all, only in theHi-message queue
component. Then,rr s = rr s ′.

Proof. This proof uses the approximation lemma for basic resumptions (Theorem 4).
Theorem 4 applies to the non-“security-conscious” version of basic resumptions—i.e.,
the monad with the single pausePause rather than the high and low pausesPauseH and
PauseL. However, becauses ands ′ contain onlyLo-processes, the resulting schedulings
(rr s) and(rr s ′) may be mapped injectively into the single-pause monad; call this in-
jection ι. The equality demonstrated in the single-pause setting,ι (rr s) = ι (rr s ′),
reflects back to the security-conscious setting due to the injection,(rr s) = (rr s ′).
Therefore, we may assume in this instance without loss of generality that the approxi-
mation lemma applies directly to the security-conscious setting.

This argument proceeds by induction on the approximation and by case analysis of
the next thread to be executed. Considern = 0, then

approx0 (rr s) = ⊥ = approx0 (rr s′)

Forn = k+1, assume without loss of generality thatw = (t ::ws) and that

t = stepL (VL[[e]] ?K setlocL x) >>R PL[[p]]

for some processp, locationx , expressione, and integerm. We prove this case only;
the other thread cases are analogous. Assumingw = (t ::ws):

approx(k+1) (rr (t::ws, l, h))
= rstepL (VL[[e]] ?K setlocL x ) >>R approx k (rr (ws⊕PL[[p]], l , h))
= rstepL (VL[[e]] ?K setlocL x ) >>R approx k (rr (ws⊕PL[[p]], l , h ′))
= approx (k + 1) (rr (w , l , h ′))

There are versions ofstep for R andRe; to avoid ambiguity, we refer to theLo-security
“step” operator for theR monad as “rstepL”:

rstepL : K a→R a
rstepL x = PauseL (x ? (η ◦Done))
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A consequence of Lemma 2 is that, for any configurations such thats↓Lo 6= ∅,
rr (∆L (s↓Lo)) = rr ((∆L s)↓Lo). Note that∆L (s↓Lo) and(∆L s)↓Lo only differ, if at
all, in theHi-message queue in the third component, because it is set to[] in (∆L s)↓Lo.
Their wait queues are identical becauserr , and hence∆L, maintains the relative po-
sition of Lo-threads in the queue irrespective of the presence ofHi-threads. This, in
turn, implies that theirLo-message queues in the second component are also identi-
cal because onlyLo-threads affect theLo-queue in the same order and with identical
messages in bothrr (∆L (s↓Lo)) andrr ((∆L s)↓Lo).

Lemma 3 shows howrr , run, (takeL 1), andmask interact. It is then = 1 case for
the proof of take separation in Theorem 6 below.

Lemma 3. Given a system configuration((t ::ts), l , h), the following computation,

run (takeL 1 (rr (t::ts, l, h))) >> mask

may be simplified according to the form of threadt (i.e., cases(i)-(v) of Definition 6).
(i) t = stepd (Vd[[e]] ?K setlocd x ) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask ={
(d=H) (VH[[e]] ? setlocH l ) >> run (takeL 1 (rr(ts⊕PH[[p]], l, h))) >> mask

(d=L) (VL[[e]] ? setlocL l ) >> mask

(ii ) t = stepd (getlocd x ) ?R (signulld ◦ Bcst) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask =
(d=H) (getlocH x) ? λ m. run (takeL 1 (rr(ts⊕κ, l, h))) >> mask

when κ = (signullH (Bcst m)) >>R PH[[p]]
(d=L) (getlocL x) >> mask

(iii ) t = (signulld (Bcst m)) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask ={
(d=H) run (takeL 1 (rr (ts⊕PH[[p]], h⊕m, l))) >> mask

(d=L) mask

(iv) t = stepd (setlocd x m) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask ={
(d=H) (setlocH x m) >> run (takeL 1 (rr(ts⊕PH[[p]], l, h))) >> mask

(d=L) (setlocL x m) >> mask

(v) t = (signald Rcv) ?R λ(Rcvd m). stepd(setlocd x m) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask =

(d=H,h=[]) run (takeL 1 (rr (ts⊕t, l, h))) >> mask

(d=H,h=(m::hs)) setlocH x m >> run (takeL 1 (rr (ts⊕t′, l, hs))) >> mask

where t′ = PH[[p]]
(d=L,l= [] mask

(d=L,l= (m::ls)) setlocL x m >> mask

22



Proof. We demonstrate case (iii ) for d = L wheret is (signullL (Bcst m)) >>R PL[[p]].
The other cases are completely analogous.

run (takeL 1 (rr (t::ts, l, h))) >> mask
{defn.rr andt=PL(Bcstm, λ .ηK(PL[[p]])) }

= run (takeL 1 (PauseL(ηK(PL[[p]]) ?λκ. η (rr (ts⊕κ, l⊕m, h⊕m))))) >> mask
{left unit}

= run (takeL 1 (PauseL(ηK (rr (ts⊕PL[[p]], l⊕m, h⊕m))))) >> mask
{defn. takeL}

= run (PauseL(ηK (rr (ts⊕PL[[p]], l⊕m, h⊕m)) ? (ηK ◦ takeL 0))) >> mask
{left unit}

= run (PauseL(ηK (takeL 0 (rr (ts⊕PL[[p]], l⊕m, h⊕m))))) >> mask
{defn. takeL}

= run (PauseL(ηK (Done (rr (ts⊕PL[[p]], l⊕m, h⊕m))))) >> mask
{defn. run}

= (ηK (Done (rr (ts⊕PL[[p]], l⊕m, h⊕m))) ?K run) >> mask
{left unit}

= run (Done (rr (ts⊕PL[[p]], l⊕m, h⊕m))) >> mask
{defn. run}

= ηK (rr (ts⊕PL[[p]], l⊕m, h⊕m)) >> mask
{left unit}

= mask

A consequence of Lemma 3 is that, ifsys↓Lo 6= ∅, then:

run (takeL 1 (rr sys)) >> maskH = run (takeL 1 (rr sys↓Lo)) >> maskH (3)

Becausesys↓Lo 6= ∅, the l.h.s. will evaluate to a finite sequence ofHi-actions followed
by a singleLo-action andmask :

h1 >>St · · · >>St hn >> l >> maskH
{maskH # l}

= h1 >>St · · · >>St hn >> maskH >> l
{(clobber)}

= mask >> l
= l >> mask

Here, for the sake of readability and without loss of generality, we ignore the cases
where theHi-action returns a value (i.e., where “hi >>” should be “hi ? λvi .”). The
proof of this equality formalizes the intuition described in Section 3.1. Interactions be-
tween effects, governed by the monadic constructions themselves, allow theHi-actions
hi to clobbered bymask .

Theorem 6 (Interdomain Communication Kernel has Take-Separation).The ker-
nel defined in Figure 5.1 has the take-separation property.
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Proof.

Base Case:k = 0.

run (takeL 0 (rr sys)) >> mask
{defn. takeL}

= run (Done (rr sys)) >> mask
{defn.run}

= ηK (rr sys)) >> mask
{left unit}

= mask
{left unit}

= ηK (rr sys↓Lo)) >> mask
{defn.run}

= run (Done (rr sys↓Lo)) >> mask
{left unit}

= run (takeL 0 (rr sys↓Lo)) >> mask

Inductive Case: k = n + 1.

run (takeL (n + 1) (rr sys)) >> mask
{Equation (2)}

= run (takeL 1 (rr sys) ? (takeL n)) >> mask
{Lemma 1}

= run (takeL 1 (rr sys) >> (takeL n (rr (∆L sys)))) >> mask
{Equation (1)}

= run (takeL 1 (rr sys)) >>K run (takeL n (rr(∆L sys))) >>K mask
{Ind. Hyp.}

= run (takeL 1 (rr sys)) >>K run (takeL n (rr((∆L sys)↓Lo))) >>K mask
{Lemma 2}

= run (takeL 1 (rr sys)) >>K run (takeL n (rr(∆L (sys↓Lo)))) >>K mask

Now, becauserun (takeL n (rr (∆L (sys↓Lo)))) only includesLo state actions, it com-
mutes withmask by atomic non-interference. Therefore, we can continue:

= run (takeL 1 (rr sys)) >>K mask >>K run (takeL n (rr (∆L (sys↓Lo))))
{Equation (3)}

= run (takeL 1 (rr (sys↓Lo))) >>K mask >>K run (takeL n (rr (∆L (sys↓Lo))))
{atomic n.i.}

= run (takeL 1 (rr sys↓Lo)) >>K run (takeL n (rr (∆L (sys↓Lo)))) >>K mask
{Equation (1)}

= run (takeL 1 (rr sys↓Lo) >>K takeL n (rr (∆L (sys↓Lo)))) >>K mask
{Lemma 1}

= run (takeL (n+1) (rr sys↓Lo)) >>K mask
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6 Achieving Scalability

How are typical operating system behaviors (e.g., process forking, preemption, syn-
chronization, etc.) achieved in this layered monadic setting and what impact, if any, do
such enhancements to functionality have on the security verification? These are ques-
tions to which it is difficult to give final, definitive answers; however, by considering an
example, one can get some indication as to what the relevant concerns are. This section
considers such an extension—a process forking primitive calledfork —to the interdo-
main communication kernel of the previous section. As it turns out, this functionality
requires no change to the existing resumption monadic framework and has little impact
on the security verification.

6.1 Point 3: Standard Services.

This section summarizes the necessary changes to the kernel from Section 5.1 required
to add an intradomain service—in this case, a process forking primitive. The changes
are quite minimal. First, add an additional requestFrk to Req ; theRsp type remains
unchanged as the response to a fork will beAck .

data Req ′ = Cont | Bcst Int| Rcv| Frk

Implicitly, this change toReq is actually a refinement to the reactive resumption monad
transformer, but we assume now thatRe a = ReactT Req ′ Rsp K a.

The only change to the kernel code is an additional clause for bothEd[[−]] andrr
[18]. The meaning offork is simply to signal the kernel with aFrk request, and so,
to define thefork event, add the following clause toEd[[−]]:

Ed[[fork ]] = signulld Frk

The corresponding kernel action simply duplicates the signaling thread within the
thread list. So, the kernelrr is extended with the clause:

rr (((Pd(Frk , r)::ts), l , h) = nextd (ts++[r •d Ack , r •d Ack ], l , h)

Impact on Security Verification. Let us now consider what impact this extension to
the kernel functionality has on its security verification—in other words, what changes
must occur to the proof in Section 5.3 to accomplish the “re-verification” of the kernel.
This functional extension has very little impact on the re-verification effort, at least in
part, because such functionality is orthogonal to the security of the system.

The changes to the proof in Section 5.3 are as follows. Definition 6 is extended
with a new clause characterizing threads withfork events:

(vi) (signulld Frk) >>RePd[[p]] for some processp

The definitions of the transition functions,∆ and∆L, remain the same as does the
statement and proof of Lemma 1. The statement of Lemma 2 is unchanged, although
the case when the next thread is of the form(vi) above must also be considered. The
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statement of Lemma 3 is extended to cover the new threads:

(vi) t = (signulld Frk) >>R Pd[[p]], then

run (takeL 1 (rr (t::ts, l, h))) >> mask ={
(d=H) run (takeL 1 (rr (ts++[PH[[p]],PH[[p]]], l, h⊕m))) >> mask

(d=L) mask

The existing proof for parts(i)-(v) of Lemma 3 remains the same; the proof for(vi)
is almost identical to that of case(iii) shown in Section 5.3. The proof of Theorem 6
is unchanged, because it relies on the monad laws, properties ofrun andtakeL, atomic
non-interference, and Lemmas 1-3.

Scalability. One advantage of structuring by monads and monad transformers is the
extensibility of the resulting specifications. Adding additional domains and security
levels or enhancing system functionality are manifested as refinements to the monad
transformers underlying the system construction. To construct a system withn sepa-
rated domains, one extends the monad transformersResT andReactT with n “pause”
constructors each. If thesen domains correspond to security levels represented as a lat-
tice [4], the corresponding take and mask functions, “takei” and “maski” must extract
and clobber all events with security levelj, wherej v i in the security lattice.

7 Related Work

Many techniques in language-based security [52, 21, 51, 40, 36] areproscriptive,
meaning that they rely on sophisticated type systems to reject programs with security
flaws. Other models [15, 29, 55, 30, 47] areextensionalin that, broadly speaking, they
characterize security properties in terms of subsets of possible system executions. The
approach to language-based security advocated here is, in contrast to both of these,
constructive, relying on structural properties of monads and monad transformers to
build, verify, and extend secure software systems.

A closely related approach to this work applies relational semantics to the control
of information flow [22]. That approach also involves partitioning the state variables
of a concurrent, guarded command language (similar to the Point 1 language from
Figure 2) according to security levels. The definition of security is similar to take-
separation; a programs is secure means thathh; s ; hh = s ; hh, wherehh (called
“havoc onh”) sets the high-security state to an arbitrary value. Here,hhplays a similar
rôle tomaskin that it nullifies the effects ofs on the high state. A drawback of their
approach (according to the authors Joshi and Leino [22]) is that their definition of secu-
rity requires careful fixed-point calculations in the semantics of iteration and recursion.
Structuring our system specifications by resumptions avoids this issue in that proofs of
take-separation resemble operational techniques (e.g., bisimulation) more than purely
denotational techniques (e.g., fixed point induction).

Abadi, et al., [1] formulate thedependency core calculus(DCC) as an extension
of Moggi’s computational lambda calculus [33]. They show many notions of program
dependency (from program slicing to noninterference) may be recast in terms of DCC.
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For example, noninterference within a single-threaded while language (a fragment of
the Smith-Volpano calculus [52]) is characterized via a translation into DCC. An en-
coding of DCC into system F is presented in Tse, et al. [53]. In [1], the Smith-Volpano
fragment has a conventional store passing semantics of state, except that the denota-
tional model of DCC (like those in [31, 21]) uses parametricity [43] to restrict the store
transformers to those respecting the security discipline. The state monad transformer
provides a canonical means of constructing such store transformer functions (namely,
g andu) as evidenced by Theorems 1-3; this is central our approach.

There has been a growing emphasis on suchlanguage-basedtechniques for infor-
mation flow security [52, 21, 51, 39, 40]; please see Sabelfeld and Myers [48] for an
excellent survey of this work. The chief strength of this type-based approach is that
the well-typedness of terms can be checked statically and automatically, yielding high
assurance at low cost. Unfortunately, this type-based approach is not as general as one
might wish: first, there will be programs which are secure but which will be rejected
by the type system due to lack of precision, and second, there will be programs that
have information flow leaks which we want to allow (e.g., a declassification program
[56]) which would be rejected by the type system.

Certain desirable behaviors may require weakening the Goguen-Meseguer notion
of non-interference, with declassification being a notable example. Abstract interpre-
tation has been applied to define a notion of non-interference parametrized relative to
what an attacker can observe [12]; this approach—calledabstract non-interference—
has been extended to accommodate declassification [13]. What an attacker may ob-
serve is characterized by an abstraction function with this approach; this abstraction
function limits the amount of information observable by an attacker. An interesting
open problem is how well the current approach accommodates declassification and
other relaxed formulations of non-interference [24]. One possible approach integrates
abstract non-interference with the current one. In this scenario, the kernel implements
system services providing information downgrading with abstraction functions.

Separation logic [35, 44] incorporates the notion of disjoint regions of state into the
specification logic of Reynolds [42]; the fine-grained distinctions concerning storage
allow for more modular reasoning about imperative programs. There is clearly a con-
nection between the storage model of separation logic [35] and the layering of stateful
effects in this work, although we have not, as yet, explored the formal relationship.

Moggi showed that most known semantic effects could be naturally expressed
monadically, and, in particular, how a sequential theory of concurrency could be ex-
pressed in the resumption monad [32]. The formulation of basic resumptions in terms
of monad transformers used here is that of Papaspyrou [37]; the reactive resumption
monad transformer originates with Moggi [32]. Concurrency may also modeled by
the continuation-passing monad [9]; resumptions can be viewed as a disciplined use
of continuations allowing for simpler reasoning about our system. Resumptions, being
computational traces, lend themselves to an observational equivalence style of reason-
ing, as evidenced by the security verification outlined in the previous section.

There have been many previous attempts to develop secure OS kernels: PSOS [34],
KSOS [28], UCLA Secure Unix [54], KIT [5], and EROS [50] among many others.
There has also been work using functional languages to develop high confidence sys-
tem software: the Fox project at CMU [17] is a case in point of how typed functional
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(a) Example Threads

// Broadcaster
brc::

x=100;
loop { x=x+1 ;

bcast(x) }
// Receiver
rcv::

loop { recv(x) }

(b) brc in Lo, rcv in Hi

broadcasting : 101
broadcasting : 102

receiving : 101
broadcasting : 103

receiving : 102
broadcasting : 104

receiving : 103
...

(c) brc in Hi, rcv in Lo

broadcasting : 101
broadcasting : 102
broadcasting : 103
broadcasting : 104
broadcasting : 105
broadcasting : 106
broadcasting : 107

...

Figure 4: Formal system models are executable.The specifications developed here
may be directly & faithfully realized in Haskell. Part (a) defines the “broadcaster”
and “receiver” threadsbrc andrcv that generate an infinite number of broadcast and
receive requests. Part (b) showsbrc executing inLo andrcv executing inHi, while
part (c) showsrcv in Lo andbrc in Hi. The Haskell code has been instrumented
to print out broadcast and receive events. N.B.,Lo-generated broadcasts are received
in theHi domain in (b), while in (c),Hi-generated broadcasts are not received inLo,
illustrating the domain separation.

languages can be used to build reliable system software (e.g., network protocols, active
networks); the Ensemble project at Cornell [8] uses a functional language to build high
performance networking software; and the Switchware project [2] at the University of
Pennsylvania is developing an active network in which a key part of their system is the
use of a typed functional language. The Programatica project at OGI [41] is working
to develop and formally verifyOSKer(Oregon Separation Kernel), a kernel for MLS
applications. To formally verify security properties of such a system is a formidable
task, and the current work arose as an exemplary design forOSKer.

8 Conclusion

Type constructions and their properties are the foundation of this approach to language-
based security; this is fundamentally different from approaches based on information
flow control via type checking. The approach reflects the semantic foundations of ef-
fects and effect interaction into a pure functional language in which provably separable
computations can be constructed. At the same time, it allows explicit regions of the
program in which the type system does not, by itself, guarantee separation. In the
monadic approach it is clear from the type construction when information flow separa-
tion is established and when it is established by reasoning about program behavior.

This approach can be used either for direct implementation or as a modeling lan-
guage. As a modeling language, these techniques can explain the effect separation
provided by unprivileged execution modes in hardware, while at the same time model-
ing the potential interference of privileged execution. As an implementation language
it provides, through the type constructions, ways to construct programs that achieve in-
formation flow separation. In this sense this work is similar to language-based security
mechanisms based on type checking. However, such approaches are domain-specific
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extensions of type systems to express information flow properties; the monadic ap-
proach uses concepts easily expressed in existing type systems for pure higher-order
languages.

We have not explored the formal relationship between domain-specific type sys-
tems for information flow and monads. We suspect that in some cases it may be pos-
sible to prove the soundness of information flow extensions to other languages by em-
bedding them into the monadic type systems presented here. This may be of particular
interest when applied to recent enhancements to information flow type systems that
allow for policy enabled downgrading functions to be defined.

Confidentiality and integrity concerns within the setting of shared-state concur-
rency are really about controlling interference and interaction between threads. It is a
natural and compelling idea, therefore, to apply the mathematics of effects—monads—
to this problem as monads provide precise control of such effects. In fact, layering
monads—i.e., modularly constructing monads with monad transformers—yields fine-
grained control of effects and their interactions. This paper demonstrates how the fine-
grained tailoring of effects possible with monad transformers promotes integrity and
information security concerns. As a proof of concept, we showed that a classic design
in computer security (the separation kernel of Rushby [47]) can be realized and verified
in a straightforward manner.

Monads with state constructed via multiple applications of the state monad trans-
former delimit the scope of imperative effects by construction, and this fact is expressed
as atomic noninterference. Using this insight, we were able to construct and verify sev-
eral separation kernel specifications of increasing and non-trivial functionality. There
are a number of benefits arising from structuring these kernels with monad transform-
ers. (1) The specifications are easily extended. Monad transformers have proven their
usefulness in the construction of modular interpreters and compilers [25, 19], and the
kernel refinements in Figure 2 are modular in precisely the same manner. Enhancing
system functionality means refining the monad transformers. (2) It is also significant
that theverificationof these kernels share the benefits of modularity and extensibil-
ity in that the impact of the kernel refinements was minimal. As functionality was
added to the kernels, no significant re-verification was required. (3) Formal models
of security are sometimes difficult to relate to actual programs or systems; the separa-
tion kernel specifications presented here, being monadic, are readily implemented in a
higher-order, functional programming language like Haskell (see Figure 4).

The separation kernel example illustrates the usefulness of monad transformers as
a tool for formal methods. A number of very useful properties came by construction
because the state monad transformer gives rise to modular theories of effects. Monad
transformers have proved their usefulness for modularizing interpreters and compilers
[25, 19], resulting in modular components from which systems can be created; the
three separation kernels (i.e., Points 1-3 in Figure 2) are modular in precisely the same
sense.

29



Acknowledgements
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A Theorems and Proofs

This appendix presents the proofs of Theorems 1-3 of Section 3.

Theorem 1. Let M be any monad andM ′ = StateTs ′ M with operationsη′, ?′, lift ,
g ′, andu ′ defined by(StateTs ′). Then:

1. 〈M ′, η′, ?′, u′, g′, s ′〉 is a state monad.

2.
〈M,η, ?, u, g, s〉 is a state monad
⇒ 〈M ′, η′, ?′, lift ◦ u, lift g, s〉 is also.

Proof. In each of these proofs, we suppress the use of theST constructor for the sake
of readability.

Part1. Case: Sequencing.

uf >> uf ′

{def.?′}
= λσ0.(uf)σ0 ? (λ(v, σ1).(λ .uf ′) v σ1)

{β}
= λσ0.(uf)σ0 ? (λ(v, σ1).(uf ′) σ1)

{def.u(×2)}
= λσ0.(λσ.ηM((), fσ))σ0 ? (λ(v, σ1).(λσ.ηM((), f ′σ)) σ1)

{β(×2)}
= λσ0.(ηM((), fσ0)) ? (λ(v, σ1).(ηM((), f ′σ1)))

{left unit}
= λσ0.ηM((), f ′(fσ0))
= λσ0.ηM((), (f ′ ◦ f) σ0)

{def.u}
= u(f ′ ◦ f)

Case: Cancellation.

g >> uf
{def.g, ?M}

= λσ0.ηM(σ0, σ0) ?M (λ(v, σ1). (λ .uf) v σ1)
{β}

= λσ0.ηM(σ0, σ0) ?M (λ(v, σ1). (uf) σ1)
{left unit}

= λσ0. (uf) σ0

{etareduction}
= uf

34



Part2. To show thatlift ◦ u andliftg obey sequencing and cancellation. These follow
directly from the lifting laws of Section 3 and from the fact thatM is a state monad.

lift(uf) >> lift(uf ′) = lift(uf >>M uf ′)
= lift(u(f ′ ◦ f))

lift(g) >> lift(uf) = lift(g >>M uf)
= lift(uf)

Theorem 2. LetM be the state monad〈M,η, ?, u, g, s〉. LetM ′ = 〈StateTs ′ M , η′, ?′, u ′, g ′, s ′〉
be the state monad structure defined by(StateTs ′) with operationsη′, ?′, lift , g ′, and
u ′. By Theorem 1,M ′ is also a state monad. Then, for allf : s → s andf ′ : s′ → s′,
lift(u f) #M ′ (u′ f ′) holds.

Proof. Below,β−1 refers toβ-expansion.

(u′ f ′) >> lift(u f)

{def. ?′}

= λσ0.((u
′ f ′) σ0) ?M λ((), σ1).(λ .lift(u f)) () σ1

{β}

= λσ0.((u
′ f ′) σ0) ?M λ((), σ1).(lift(u f)) σ1

{def. u′}

= λσ0.((λσ.ηM((), f ′ σ)) σ0) ?M λ((), σ1).(lift(u f)) σ1

{β}

= λσ0.(ηM((), f ′ σ0)) ?M λ((), σ1).(lift(u f)) σ1

{left unit}

= λσ0.(lift(u f)) (f ′ σ0)

{def. lift}

= λσ0.(λσ.(u f) ?M λv.ηM(v, σ)) (f ′ σ0)

{β}

= λσ0.(u f) ?M λv.ηM(v, f ′ σ0))

{β−1}

= λσ0.(u f) ?M λv.(λσ.ηM(v, f ′ σ)) σ0

{def. u′}

= λσ0.(u f) ?M λv.(u′ f ′) σ0

{β−1}

= λσ0.(u f) ?M λv.(λ .u′ f ′) v σ0

{right unit}

= λσ0.(u f ?M ηM) ?M λv.(λ .u′ f ′) v σ0

{ calculation}

= λσ0.(λσ.(u f ?M λw.ηM(w, σ)) σ0 ?M λ(v, σ).(λ .u′ f ′) v σ
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{defn. lift}

= λσ0.(lift(u f)) σ0 ?M λ(v, σ).(λ .u′ f ′) v σ

{defn.?′}

= lift(u f) >> u′ f ′

Theorem 3. Let M be a monad with operationso, p : M () such thato#M p. Then,
(lift o) #(T M) (lift p) whereT is a monad transformer and(lift : M a → (T M )a)
obeys the lifting laws(see Section 3).

Proof. This follows from the lifting laws of Section 3.

lift o >> lift p = lift(o >>M p)
= lift(p >>M o)
= lift p >> lift o

B Proof of Approximation Lemma for Basic Resump-
tion Computations

In this section, we prove an approximation lemma for resumption monads analogous
to the approximation lemma for lists [14]. The statement and proof of the resumption
approximation lemma are almost identical to those of the list case; this is perhaps not
too surprising because of the analogy between lists and resumptions remarked upon
earlier. Assume that, for a given monadM , thatR is declared in Haskell as:

data R a = Done a | Pause (M (R a))

The Haskell functionapprox approximatesR computations:

approx : Int → R a → R a
approx (n+1) (Done v) = Done v
approx (n+1) (Pause ϕ) = Pause (ϕ ? (η ◦ approx n))

where? andη are the bind and unit operations of the monadM . Note that, for any
finite resumption-computationϕ, approx n ϕ = ϕ for any sufficiently largen—that
is, (approx n) approximates the identity function on resumption computations. We
may now state the approximation lemma forR:

Theorem 2. For anyϕ, γ :Ra, ϕ = γ ⇔ for all n ∈ ω, approxn ϕ = approxn γ.

To prove this theorem requires a denotational model ofR—that is, we need to
know precisely whatϕ, γ, approx , etc., are—and for this we turn to the denotational
semantics of resumption computations as developed by Papaspyrou [37]. His semantics
for resumption monads applies a categorical technique for constructing denotational
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models of lazy data types by calculating fixed points of functors [16, 3]. Using this
semantics, we show that, for every simple typeτ (i.e., a variable-free type such asInt),
the approximation lemma holds forR τ .

Assume thatD andM are a fixed domain and monad3, respectively. Assume for
the sake of this proof that domainD is the model of the simple typeτ . Let O denote
the trivial domain{⊥O}. Then the following defines the functorF :

FX = D + MX
Ff = [inl , inr ◦Mf ] for f ∈ Hom(A,B)

F is indeed an endofunctor on the category of domainsDom [37].
Iterating functorF onO produces the following sequence of domains approximat-

ing resumption computations:

F 0O = O
F 1O = D + MO
F 2O = D + M (D + MO)

F 3O = D + M (D + M (D + MO))
F 4O = D + M (D + M (D + M (D + MO)))

...

These constructions approximate computations inR in the sense that the left and right
injections,inl andinr , in each of the sums correspond to theDone andPause con-
structors, respectively, in the declaration ofR above. Each domainF iO is a finite
approximation ofR τ ; for example, the finiteR-computationPause (η (Done 9))
closely resembles the elementinr (return (inl 9)) in the domainF 2O.

Between these approximations ofR τ , there are useful functions that extend an
approximation inF iO to an approximation inF i+1O and truncate an approximation in
F i+1O to one inF iO; these are defined in terms of theembedding-projectionfunctions
ιe andιp [16, 49]:

ιe : O → FO
ιe ⊥O = ⊥FO

ιp : FO → O
ιpx = ⊥O

The functionF i(ιe) :F i(O)→F i+1(O) extends a length-i approximation to a length-
i+1 approximation, whileF i(ιp) :F i+1(O)→F i(O) truncates a length-i+1 approxi-
mation by “clipping off” the last step.

The domain for typeR τ is formed from the collection of all infinite sequences
(ϕn)n∈ω such thatϕi ∈ F iO. Each component of the domain element(ϕn)n∈ω is an
approximation of its successor; this condition is expressed formally using truncation:
ϕi = F i(ιp) ϕi+1. This collection, when ordered pointwise, forms a domain [37].

The Haskell functionapprox is denoted by the continuous functionapprox defined
on (ϕm)m∈ω by:

approx n (ϕm)m∈ω = (γm)m∈ω whereγm =
{

ϕm (n < m)
extnm ϕn (m ≥ n)

where the embeddingextij : F iO → F jO is defined for naturalsi≤j :

3The functor component of the monadM is required to belocally continuous[37], although we make no
explicit use of this fact here.
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extij =
{

idF jO (i = j)
ext(i+1)j ◦ F i(ιe) (i < j)

Three things are clear from the definition ofapprox: for all n ∈ ω,

approx n v approx (n + 1), approx n v id, and
⊔
{approx i} = id

Given these facts, the proof of the approximation lemma for resumption computa-
tions proceeds exactly as that of the list version in Gibbons and Hutton [14]; we repeat
this proof for the convenience of the reader.

Proof of Theorem 2.The “⇒” direction follows immediately by extensionality. For
the “⇐” direction, assume thatapprox n ϕ = approx n γ for all n ∈ ω.

∴
⊔
{approx n ϕ} =

⊔
{approx n γ} by extensionality.

∴ (
⊔
{approx n}) ϕ = (

⊔
{approx n}) γ by the continuity of application.

∴ id ϕ = id γ by the aforementioned observation.

∴ ϕ = γ
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